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About This Book

Audience

How to use this book

Administration Guide

Sybase® Replication Agent™ version 12.6 extends the capabilities of
Replication Server® to support the following non-Sybase primary data
serversin a Sybase replication system:

* DB2Universa Database (on UNIX and Microsoft Windows
platforms)

e Informix Dynamic Server
e Microsoft SQL Server
e Oracle Database Server

This book is for anyone who needs to manage or administer a Sybase
replication system with non-Sybase primary databases, or administer the
non-Sybase primary databases in a Sybase replication system. This may
include:

¢ Database Administrators
¢ Network Administrators
e System Administrators

Use the Sybase Replication Agent Administration Guideto find an
overview of the Sybase Replication Agent, and detailed information about
configuring and administering Replication Agent instances, and other
components in a Sybase replication system.

Thisbook is organized as follows:

Chapter 1, “Introduction to Sybase Replication Agent,” provides an
introduction to replication system concepts and an overview of the Sybase
Replication Agent. This chapter describes Replication Agent components
and explains how they work.

Chapter 2, “ Setup and Configuration,” describes how to set up and
configure Sybase Replication Agent. The procedures described in this
chapter must be performed after installing the software, and before
replication can begin.

Vii
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Chapter 3, “ Administering Sybase Replication Agent,” describes
administrative operations, including managing Replication Agent instances
and using Replication Agent commands to perform avariety of routine tasks.

Chapter 4, “ Troubleshooting Sybase Replication Agent,” describes basic
Replication Agent troubleshooting and system recovery procedures.

Appendix A, “Materializing Subscriptions to Primary Data,” describes the
materialization process and provides a detailed procedure for materializing
subscriptions to primary tables.

Sybase Replication Agent Refer to the following documents to learn more
about the Sybase Replication Agent:

e Sybase Replication Agent Reference Manual — for information about all
Replication Agent commands and configuration parameters, including
syntax, examples, and detailed command usage notes

e Sybase Replication Agent Primary Database Guide — for detailed,
database-specific information about each non-Sybase database that is
supported by the Sybase Replication Agent

e Sybase Replication Agent Installation Guide — for information about
installing the Sybase Replication Agent software

»  The Sybase Replication Agent release bulletin — for last-minute
information that was too late to be included in the books

Note A more recent version of the Sybase Replication Agent release
bulletin may be available on the World Wide Web. To check for critical
product or document information that was added after the release of the
product CD, use the Sybase Technical Library Web site.

Replication Server Refer to the following documents for more information
about transaction replication systems and the Replication Server software:

» Replication Server Design Guide—for anintroduction to basic transaction
replication concepts and Sybase replication technology

* Replication Server Heterogeneous Replication Guide — for detailed
information about configuring Replication Server and implementing a
Sybase replication system with non-Sybase databases

Primary data server Make surethat you have appropriate documentation for
the non-Sybase primary data server that you use with the Sybase replication
system.
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Java environment The Sybase Replication Agent requires a Java Runtime
Environment (JRE) on the Replication Agent host machine.

e The Sybase Replication Agent release bulletin contains the most
up-to-date information about Java and JRE requirements.

e Javadocumentation available from your operating system vendor
describes how to set up and manage the Java environment on your
platform.

Other sources of Use the Sybase Getting Started CD, the SyBooks™ CD, and the Sybase
information Product Manuals Web site to |earn more about your product:

e The Getting Started CD contains rel ease bulletins and installation guides
in PDF format, and may also contain other documents or updated
information not included on the SyBooks CD. It isincluded with your
software. To read or print documents on the Getting Started CD, you need
Adobe Acrobat Reader, which you can download at no charge from the
Adobe Web site using alink provided on the CD.

e The SyBooks CD contains product manuals and is included with your
software. The Eclipse-based SyBooks browser allows you to access the
manuals in an easy-to-use, HTML -based format.

Some documentation may be provided in PDF format, which you can
access through the PDF directory on the SyBooks CD. To read or print the
PDF files, you need Adobe Acrobat Reader.

Refer to the SyBooks Installation Guide on the Getting Started CD, or the
README.txt file on the SyBooks CD for instructions on installing and
starting SyBooks.

e The Sybase Product Manuals Web siteisan onlineversion of the SyBooks
CD that you can access using a standard Web browser. In addition to
product manuals, you will find links to EBFs/Maintenance, Technical
Documents, Case Management, Solved Cases, newsgroups, and the
Sybase Developer Network.

To access the Sybase Product Manuals Web site, go to Product Manuals at
http://lwww.sybase.com/support/manuals/.

Sybﬁse ce[)tifications Technical documentation at the Sybase Web site is updated frequently.
on the We

[TTo find the latest information on product certifications

1 Point your Web browser to Technical Documents at
http://www.sybase.com/support/techdocs/.
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2  Click Certification Report.

3 IntheCertification Report filter select aproduct, platform, and timeframe
and then click Go.

4 Click aCertification Report title to display the report.

[TTo find the latest information on component certifications

1 Point your Web browser to Availability and Certification Reports at
http://certification.sybase.com/.

2  Either select the product family and product under Search by Base Product
or select the platform and product under Search by Platform.

3 Select Search to display the availability and certification report for the
selection.

[TTo create a personalized view of the Sybase Web site (including support
pages)
Set up aMySybase profile. MySybaseisafree servicethat allowsyou to create
apersonalized view of Sybase Web pages.

1 Point your Web browser to Technical Documents at
http://www.sybase.com/support/techdocsl/.

2 Click MySybase and create a MySybase profile.

Sybase EBFs and
software
maintenance

[TTo find the latest information on EBFs and software maintenance

1 Point your Web browser to the Sybase Support Page at
http://lwww.sybase.com/support.

2  Select EBFs/Maintenance. If prompted, enter your MySybase user name
and password.

Select a product.

4  Specify atime frame and click Go. A list of EBF/Maintenance releasesis
displayed.

Padlock iconsindicate that you do not have download authorization for
certain EBF/Maintenance releases because you are not registered as a
Technical Support Contact. If you have not registered, but have valid
information provided by your Sybase representative or through your
support contract, click Edit Roles to add the “ Technical Support Contact”
role to your MySybase profile.
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Style conventions

Syntax conventions
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5 Click theInfo icon to display the EBF/Maintenance report, or click the

product description to download the software.

The following style conventions are used in this book:

In a sample screen display, commands that you should enter exactly as
shown appear like this:

pdb init

In the regular text of this document, variables or user-supplied words
appear likethis:

Specify the value option to change the setting of the configuration
parameter.

Inasample screen display, variables or wordsthat you should replace with
the appropriate value for your site appear like this:

resume connection to pds.pdb
where pds and pdb are the variables you should replace.

In the regular text of this document, names of programs, utilities,
procedures, and commands appear like this:

Use the pdb_init command to initialize the primary database.

In the regular text of this document, names of database objects (tables,
columns, stored procedures, etc.) appear like this:

Check the price column in the widgets table.
In the regular text of this document, names of datatypes appear like this:
Use the date or datetime datatype.

In the regular text of this document, names of files and directories appear
likethis:

Log files are located in the $SYBASE/RAX-12_6/inst_name/log directory.

The following syntax conventions are used in this book:

Xi



Character case
conventions

Accessibility
features

Xii

Table 1: Syntax conventions

Key Definition

{}

Curly braces indicate that you must choose at least one of the enclosed
options. Do not type the braces when you enter the command.

[]

Brackets mean that choosing one or more of the enclosed optionsis
optional. Do not type the brackets when you enter the command.

O

Parentheses are to be typed as part of the command.

The vertical bar means you can select only one of the options shown.

The comma means you can choose as many of the options shown as you
like, separating your choices with commas that you type as part of the
command.

In reference sections of this document, statements that show the syntax of
commands appear like this:

ra_config [param][, value]]

The words param and value in the syntax are variables or user-supplied words.

The following character case conventions are used in this book:

All command syntax and command examples are shown in lowercase.
However, Sybase Replication Agent command names are not case
sensitive. For example, RA_CONFIG, Ra_Config, and ra_config are
equivalent.

Names of configuration parameters are case sensitive. For example,
Scan_Sleep_Max is not the same as scan_sleep_max, and the former
would beinterpreted as an invalid parameter name.

Database object names are not case sensitive in Replication Agent
commands. However, if you need to use a mixed-case object namein a
Replication Agent command (to match a mixed-case object namein the
primary database), you must delimit the object name with quote
characters. For example:

pdb_get tables "TableName"

This document is available in an HTML version that is specialized for
accessihility. You can navigate the HTML with an adaptive technol ogy such as
ascreen reader, or view it with a screen enlarger.

Sybase Replication Agent 12.6
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If you need help

Administration Guide

Sybase Replication Agent version 12.6 and the HTML documentation have
been tested for compliance with U.S. government Section 508 Accessibility
reguirements. Documents that comply with Section 508 generally also meet
non-U.S. accessibility guidelines, such as the World Wide Web Consortium
(W3C) guidelines for Web sites.

Note You might need to configure your accessibility tool for optimal use.
Some screen readers pronounce text based on its case; for example, they
pronounce ALL UPPERCASE TEXT asinitias, and MixedCase Text as
words. You might find it helpful to configure your tool to announce syntax
conventions. Consult the documentation for your tool.

For information about how Sybase supports accessibility, see Sybase
Accessibility at http://www.sybase.com/accessibility. The Sybase Accessibility
site includes links to information on Section 508 and W3C standards.

For a Section 508 compliance statement for Sybase Replication Agent
version 12.6, see Sybase Accessibility at
http://lwww.sybase.com/detail_list?id=52484.

Each Sybaseinstallation that has purchased a support contract has one or more
designated people who are authorized to contact Sybase Technical Support. If
you cannot resolve aproblem using the manualsor online help, please havethe
designated person contact Sybase Technical Support or the Sybase subsidiary
in your area.
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CHAPTER 1

Introduction to Sybase
Replication Agent

Sybase Replication Agent extends the capabilities of Replication Server®
by allowing non-Sybase (heterogeneous) data serversto act as primary
data serversin areplication system based on Sybase replication
technology.

This chapter provides an introduction to and overview of the Sybase
Replication Agent.

Topic Page
Basic replication system concepts 1
Understanding Sybase Replication Agent 5

Basic replication system concepts

Administration Guide

Transaction replication can be used to maintain datain separate databases
called replicate databases. Replicate databases contain accurate, current
copies or subsets of datafrom aprimary database.

When atable in the primary database is marked for replication,
transactions that change the datain that table are captured for replication.
The primary database processes the transaction, and a copy of the
transaction (including all its operations) is stored in the transaction log.

In the case of a stored procedure marked for replication, when the stored
procedure isinvoked in the primary database, all parameter values
provided with the procedure invocation are captured and recorded in the
transaction log. When a marked stored procedure generates a transaction
that affects datain marked tablesin the primary database, the transaction
generated by the stored procedure is ignored, so only the procedure
invocation is replicated.



Basic replication system concepts

Transaction replication

The events captured for replication through a Sybase replication system are
referred to as transactions, even though they might not correspond directly to
an actual transaction in the primary database. For example, if atransaction
affects both marked tables and unmarked tables, only the operationsthat affect
the marked tables are captured for replication. Operations on unmarked tables
are ignored.

All data-change operations captured for replication exist within a transaction
context. That is, only committed transaction operations are replicated;
transactions that are rolled back are not replicated.

Even though the data-change events replicated through a Sybase replication
system are really operations, those operations are grouped in an atomic
collection, and they represent the results of a committed transaction in the
primary database.

Replication system components

Figure 1-1 illustrates the basic components in atypical Sybase replication
system.

Figure 1-1: Typical Sybase replication system

S

BB =B —E

Primary
Database

Primary databases

Replication Primary Replicate Replicate
Agent Replication Replication Database
Server Server

The following sections describe the primary-side components of atypical
Sybase replication system:

*  Primary databases
* Replication Agents
* Replication Servers

A primary database is the source of transactions that modify datain the
replicate databases. Transactions are replicated by table or by procedure.

Sybase Replication Agent 12.6
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Replication Agents

Trigger-based
Replication Agents

Administration Guide

Tables marked for replication in a primary database are called primary tables.
A primary table must be marked for replication so that the Replication Agent
can identify and replicate the transactions that affect the datain that table.

Large-object (LOB) columns within a primary table must have replication
enabled separately from the primary table. You can selectively replicate LOB
columns within a primary table.

To replicate invocations of a stored procedure, the procedure must be marked
for replication so that the Replication Agent can identify and replicate
invocations of that procedure in the primary database.

A Replication Agent isthe Sybasereplication system component that captures
the replicated transactions in a primary database, and then sends those
transactions to a Replication Server for distribution to replicate databases.

Sybase Replication Agent reads a transaction log in the primary database and
generates Log Transfer Language (LTL) output. LTL isthe language that
Replication Server uses to process and distribute replicated transactions
throughout a replication system.

Sybase Replication Agent can be configured to use information stored in the
Replication Server System Database (RSSD) of the primary Replication Server
to provide more sophisticated replication features and generate more efficient
LTL.

There are two types of Sybase Replication Agents:
e Trigger-based
e Log-based

Trigger-based Replication Agents use triggers on marked tables to capture the
datainvolved in areplicated transaction. The triggers also record other
information the Replication Agent needs to replicate the transaction, such asa
transaction 1D that identifies each operation associated with atransaction.

Stored procedure replication is accomplished by similar triggers embedded in
the stored procedure code.

When fired, the triggers record the data (or procedure invocation) to be
replicated in one or more transaction log tablesin the primary database. The
transaction log tables are user tables created and maintained by the Replication
Agent.

The Replication Agent createsthe data-capturetriggersin the primary database
when atable or stored procedure is marked for replication. The triggers are
removed by the Replication Agent when the table or procedure is unmarked.
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Log-based Replication
Agents

Replication Servers

Sybase Replication Agent uses the trigger-based solution for the following
primary databases:

e Informix
e Microsoft SQL Server

Log-based Replication Agents retrieve the information they need for
transaction replication from the native transaction log maintained by the
primary data server.

Sybase Replication Agent usesthe log-based sol ution for primary databasesin
following primary databases:

e DB2 Universal Database

 Oracle

Note Procedure replication is not available for DB2 Universal Database.

The Replication Server that receives replicated transactions from a primary
database (that is, directly from a Replication Agent) isreferred to asthe
primary Replication Server. The Replication Server that sends replicated
transactions to a replicate database is referred to as the replicate Replication
Server.

Note Inasimplereplication system, asingle Replication Server can act asboth
the primary Replication Server and the replicate Replication Server.

AfteritreceivesLTL from aReplication Agent, the primary Replication Server
sends the replicated transaction to areplicate database, either directly or by
way of areplicate Replication Server. The replicate Replication Server
converts the replicated transaction from the LTL it receives to the native
language of the replicate database, and then it sends the replicated transaction
to the replicate data server for processing. When the replicated transaction is
processed successfully by the replicate database, the replicate databaseis
synchronized with the primary database.

Each Replication Server holds transaction operations in a stable queue and
delivers them as soon as possible to other Replication Servers or replicate
databases. By doing this, Replication Server guarantees that every transaction
will be successfully received from a Replication Agent is guaranteed to be
delivered to appropriately subscribing replicate databases.

Sybase Replication Agent 12.6
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Each Replication Server uses a database (called the RSSD) to storereplication
system data and metadata. Sybase Replication Agent can use some of the
information stored in the RSSD to provide advanced replication features.

Understanding Sybase Replication Agent

Administration Guide

Sybase Replication Agent supports transaction replication from a primary
database through Replication Server. This section describes Sybase
Replication Agent functionality in detail.

Note Seetherelease bulletin for Sybase Replication Agent version 12.6 for
information on the specific versions of DB2 Universal Database, Informix,
Microsoft SQL Server, and Oracle supported by Sybase Replication Agent.

Sybase Replication Agent runs as a standal one application, independent of the
primary data server, the primary Replication Server, and any other replication
system components.

Trigger-based Replication Agents can reside on the same host machine as the
primary database or any other replication system component, or they canreside
on amachine separate from any other replication system components that has
network access to the primary database. L og-based Replication Agents must
execute on a machine that has access to the primary database's transaction log
files.

Sybase Replication Agent is compatible with Replication Server Manager
(RSM). Replication Agent instances can be configured, managed, and
monitored by RSM. In addition, you can completely configure, manage, and
monitor aReplication Agent instance using any Open Client™ application that
is capable of communicating with the Sybase Tabular Data Stream™ (TDS)
protocol (such asisql).
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Replication Agent instances

An instance of the Sybase Replication Agent (a Replication Agent instance)
must be created for each primary database from which you want to replicate
transactions. Each Replication Agent instance is an independent application
with its own configuration and log files, administration port, and connections
to the primary database and the primary Replication Server.

Replication Agent instances created for a specific primary database type are
referred to in this book as follows:

e IBM DB2 Universal Database — Replication Agent for UDB
* Informix Dynamic Server — Replication Agent for Informix

»  Microsoft SQL Server (or SQL Server 2000) — Replication Agent for
Microsoft SQL Server

e Oracle Database Server — Replication Agent for Oracle

Replication Agent communications

Sybase Replication Agent uses the Java Database Connectivity (JDBC)
protacol for all communications. Some supported databases, however, require
the Open Database Connectivity (ODBC) protocol. When connecting to a
primary database, Sybase Replication Agent connects to either the JIDBC
driver or the JDBC/ODBC bridge provided by the database vendor.

Figure 1-2 illustrates the communication between Sybase Replication Agent
and a primary database using a JDBC driver.

Figure 1-2: Replication Agent primary database communication
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Sybase Replication Agent uses the Sybase JDBC driver (jConnect™ for
JDBC™) to communicate with all Open Client™ and Open Server™
applications, such as Adaptive Server® Enterprise and Replication Server.
Each Replication Agent instance uses a single instance of jConnect for JDBC.

Figure 1-3 illustrates the communication between Sybase Replication Agent
and the primary Replication Server and its RSSD.
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Figure 1-3: Replication Agent communication with Replication Server
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While replicating transactions, the Replication Agent maintains connections
with both the primary database and the primary Replication Server, and it may
occasionally connect to the RSSD of the primary Replication Server to retrieve
replication definition data.

Replication Agent components
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Sybase Replication Agent consists of a set of components that work together
to perform all the operations required to propagate transactions from a primary
database for replication.

The main Replication Agent components and their functions are:

« Log Reader —reads the transaction log in the primary database to retrieve
transactions for replication.

e Log Transfer Interface (LTI) — generates Log Transfer Language (LTL)
and sendsit to the primary Replication Server.

e Log Administrator — administers the Replication Agent transaction log
and manages transaction log objects.

e Log Transfer Manager (LTM) — manages all the other components and
coordinates their operations and interactions.

Figure 1-4 illustrates the flow of data through a trigger-based Replication
Agent during replication.
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Figure 1-4: Replication Agent trigger-based operational data flow
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Figure 1-5illustrates the flow of data through alog-based Replication Agent
during replication.
Figure 1-5: Replication Agent log-based operational data flow
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The Log Reader component retrieves transaction data from the transaction log
in the primary database, generates change set data, and passes the change sets
tothe LTI. The LTI component processes the change set data from the Log
Reader and generatesthe LTL to send to the primary Replication Server. The
LTI component also receives messages from the primary Replication Server.
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Administration port

Java requirement
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Although the LTM component is not involved in the flow of data from the
primary databaseto the primary Replication Server, it coordinatesthe activities
of the other Replication Agent components and processes any errors generated
by those components.

Sybase Replication Agent provides an administrative user interface through its
administration port.

The administration port allows an Open Client application to log in to a
Replication Agent instance, asif the Replication Agent were an Open Server
application. Once logged in, the administrative client can issue commands to
control, administer, and monitor the Replication Agent instance.

The administration port communicates with the client through the Sybase
JDBC driver (jConnect for JDBC).

The administration port passes commands from the administrative client to the
Replication Agent components. The administration port also processes the
messages from Replication Agent components, and passes those messages out
to the client.

Sybase Replication Agent version 12.6 requires a Java Runtime Environment
(JRE) on the computer that will act as the Replication Agent host machine.

For more information on installing and setting up a JRE, see:
e Sybase Replication Agent Installation Guide
e Therelease bulletin for Sybase Replication Agent version 12.6
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This chapter describes how to set up Sybase Replication Agent after the
softwareisinstalled, verify that your replication system isready to

replicate transactions, and start replication.

Topic Page
The Replication Agent instance 11
Using Sybase Replication Agent utilities 13
Starting the Sybase Replication Agent 32
Using the Replication Agent administration port 40
Setting up Replication Agent connectivity 43
Testing network connectivity 52
Initializing the Replication Agent transaction log 54
Marking objects in the primary database 56
Starting replication 62

Note The proceduresinthischapter assumeyou havealready installed the
Sybase Replication Agent software and Replication Server software, as
described in the Sybase Replication Agent Installation Guide and the
Replication Server installation and configuration guides for your

platform.

The Replication Agent instance

After you install the Sybase Replication Agent software, you must create
one instance of the Replication Agent for each primary database that you

want to replicate transactions from.

Administration Guide
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The Replication Agent instance

Each Replication Agent instance is an independent process, with its own
instance directories to house its configuration file, system log files, and script
files. In addition, each Replication Agent instance creates some tables and
stored procedures in the primary database. Replication Agent for Oracle also
creates objects in the Replication Agent System Database (RASD). Each
Replication Agent instance manages its own connections to the primary data
server, primary Replication Server, and RSSD.

When you create a Replication Agent instance, you must specify:
e A unigueinstance (server) name

e A unique client socket port number for its administration port
»  Thetype of primary database the instance supports

You can create and run more than one Replication Agent instance on asingle
host machine, but each instance must have a unique name and a unique port
number.

For more information, see “ Creating a Replication Agent instance” on page
20.

Sybase Replication Agent instance directories

12

Figure 2-1 shows an example of the Sybase Replication Agent instance
directories, which are created under the Sybase Replication Agent base
directory when you create a Replication Agent instance.
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Figure 2-1: Sybase Replication Agent directories
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The Sybase Replication Agent base directory (RAX-12_6) and the installation
directory (sybase) are created when you install the Sybase Replication Agent
software.

Note A singleinstallation (on asingle host machine) can support multiple
Replication Agent instances. Each instance directory resides under the Sybase
Replication Agent base directory created when you install the software.

Using Sybase Replication Agent utilities

Three utilities are provided with the Sybase Replication Agent:

Administration Guide 13
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* ra—startsaReplication Agent instance, or returns the Sybase Replication
Agent software version number.

Note On Windows platforms, when you execute a run script, you can
leave off the extension: ra -i my_rax. However, on UNIX, you must always
include the extension: ra.sh -i my_rax.

*  administrator — allows you to use the Administrator GUI to create, list,
copy, start, and delete Replication Agent instances.

* ra_admin—alowsyouto create, copy, verify, and del ete Replication Agent
instances, or list all verifiable installed Replication Agent instances on a
machine.

Sybase Replication Agent utilities are supplied as batch files for Microsoft
Windows platforms and shell scripts for UNIX platforms. The utility files
reside in the bin subdirectory, under the Sybase Replication Agent base
directory.

You can usethe-help option with either thera_admin or ra command line utility
to obtain information about that utility.

For more information on using the command line utilities, see “Using the
command line interface” on page 15.

For more information on using the graphical user interface utility, see “Using
the Administrator GUI utility” on page 28.

Setting the SYBASE environment

14

Before you can invoke a Sybase Replication Agent utility, you must first:

» Log into the operating system on the Replication Agent host machine,
with auser login that has execute permission in the Sybase Replication
Agent installation directory and all subdirectories (for example, the
“sybase’ user)

»  Usethe SYBASE environment script to make sure that the Sybase
environment variables are set

The SYBASE environment script is supplied as a batch file for Microsoft
Windows platforms (SYBASE.bat) and a shell script for UNIX platforms
(SYBASE.sh).
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CHAPTER 2 Setup and Configuration

[ITo set the SYBASE environment

1 Logintothe operating system on the Replication Agent host machine,
with a user login that has the appropriate permissions.

2 Open an operating system command window.

3 Attheoperating system prompt, navigateto the Sybase Replication Agent
installation directory.

e On Microsoft Windows platforms, enter:
cd c:\sybase

where c:\sybase is the path to the Sybase Replication Agent
installation directory.

e OnUNIX platforms, enter:
cd /opt/sybase

where /opt/sybase is the path to the Sybase Replication Agent
installation directory.

4 Inthe Sybase Replication Agent installation directory, invoke the SYBASE
environment script.

e On Microsoft Windows platforms, enter:
SYBASE
e« OnUNIX platforms, enter:

source SYBASE.sh

Note On UNIX platforms, you can insert the source SYBASE.sh command in
the .login file for the Replication Agent administrator (or “sybase” user), so
that the SY BASE environment is set automatically when you log in to the
Replication Agent host machine.

Using the command line interface

This section describes how to administer a Replication Agent instance using
the command line interface.
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Using the ra utility

Syntax

Parameters

Example

16

The Sybase Replication Agent ra utility provides the following functions:
»  Sartsaspecified Replication Agent instance
» Returns the Sybase Replication Agent software version string

See “Using the ra_admin utility” on page 17 for information about creating a
Replication Agent instance.

To run thera utility, invoke it as a command at the operating system prompt.
ra [-help | -i inst_name [-state] | -v]

-help
The option that returns command usage information.

Note You can aso invoke ra with no option specified to return command
usage information.

-i inst_name

The option that specifies a Replication Agent instance to start, where
inst_name is the name of an existing Replication Agent instance.

-state

The keyword that specifies a start-up state for the Replication Agent
instance.

Valid -state values are:

» -admin — startsthe Replication Agent instance in Admin state. (Thisis
the default start-up state.)

» -replicate — starts the Replication Agent instance in Replicating state.

The option that returns the Sybase Replication Agent software version
number.

To start a Replication Agent instance named “my_ra” in Replicating state,
enter the following command at the operating system prompt:

ra -i my ra -replicate

See* Starting the Sybase Replication Agent” on page 32 for more information
about starting a Replication Agent instance.

See “Understanding Replication Agent states’ on page 66 for more
information about Admin and Replicating states.
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Start-up errors

If the Replication Agent instance encounters start-up errors:

*  On Microsoft Windows platforms, start-up errors are displayed in the
operating system command window.

e OnUNIX platforms, start-up errors are displayed in the operating system
command window and recorded in the Replication Agent system log.

See Chapter 4, “ Troubleshooting Sybase Replication Agent,” for more
information.

Using the ra_admin utility

Syntax

Parameters

Administration Guide

The Sybase Replication Agent ra_admin utility provides the following
functions:

e Creates, copies, deletes, and verifies Replication Agent instances.

e Listsal valid Replication Agent instances on the Replication Agent host
machine.

« Returnsthe path of the Sybase Replication Agent installation directory.

* Createsan output file in the $SYBASE/RAX-12_6/admin_logs directory.
The format of the file name is adminmmddyyyy hhmmss.log where
mmddyyy and hhmmss are the current date and time.

To run the ra_admin utility, invoke it asacommand at the operating system
prompt.

ra_admin [option [create options]] [inst_name]

Note You can aso invoke ra_admin with no option specified to return
command usage information.

-b
The option that returns the complete path of the Sybase Replication Agent
installation directory.

-c inst_name
The option that creates a new Replication Agent instance using the
specified name (inst_name).
Theinst_name string must be avalid server name, and unique on the host
machine.

17
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When you use the -c option, one of the following options are required:

e -pand-t,or

e -p and-f.

When you use the -f option to copy an existing Replication Agent
configuration, you need not specify the -t option. The primary database
type specified for the existing Replication Agent instance is copied to the
configuration of the new Replication Agent instance when you specify the
-f option.

The option that returns command usage information.

-p port_num

Theoption that specifiesaclient socket port number for the administration
port of the Replication Agent instance.

The port_nummust be avalid port number, and unique on the Replication
Agent host machine.

-t database

The option that identifies the type of data server that the primary database
residesin.

The database string must be one of the following:

*  ibmudb —DB2 Universal Database

e informix — Informix Dynamic Server

* mssgl —Microsoft SQL Server

» oracle — Oracle database server

Note The database value is not case sensitive.

When the -c option is used, you al so have the option of specifying that the
configuration of the new Replication Agent instance should be based on
the configuration file for an existing Replication Agent instance. To do
this, use the -f option.

-fold_inst

The option that copies the configuration of an existing Replication Agent
instance for a new Replication Agent instance.

Theold_ingt string isthe name of the existing Replication Agent instance
whose configuration you want to copy for the new Replication Agent
instance.
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When you use the -f option to copy an existing Replication Agent
configuration, you need not specify the -t option; the primary database
type specified for the existing Replication Agent instance is copied to the
configuration of the new Replication Agent instance when you specify the
-f option.

Note When you use the -f option, some configuration parameters are set
to default values. See “ Copying a Replication Agent configuration” on
page 22 for more information.

-d inst_name
The option that deletes a specified Replication Agent instance.

The inst_name string must be the name of an existing Replication Agent
instance.

When you invoke ra_admin with the -d option, the utility deletesall of the
subdirectories associated with the specified instance from the Sybase
Replication Agent installation directory.

Note On Microsoft Windows platforms, if any application is accessing a
file or directory associated with a Replication Agent instance when you
delete the instance, the open file or directory is not deleted. An error
message informs you of the file or directory not deleted.

To finish deleting a Replication Agent instance after afile or directory
access conflict on a Microsoft Windows platform, you must:

« Verify that the file or directory is not open in any application
e Manualy delete thefile or directory

-l (lowercase L)
The option that lists all verifiable Replication Agent instances.
-v inst_name

The option that verifies the complete directory structure for a specified
Replication Agent instance.

The inst_name string must be the name of an existing Replication Agent
instance.
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Creating a Replication Agent instance

20

You can create a Replication Agent instance at any time after the Sybase
Replication Agent softwareisinstalled by invoking ra_admin withthe-c option
or using the Administrator GUI utility. See, “Using the Administrator GUI
utility” on page 28.

The complete syntax is:
ra_admin -c new_inst -p port_num {-t database|-f old_inst}
where:

e new_inst isthe name of the new Replication Agent instance you are
creating.

e port_numistheclient socket port number for the administration port of the
new Replication Agent instance.

e database isthetype of data server that contains the primary database.

« old_inst isthe name of an existing Replication Agent instance whose
configuration you want to duplicate for the new Replication Agent
instance.

See “Copying a Replication Agent configuration” on page 22 for information
about creating a Replication Agent instance based on the configuration of an
existing instance.

Use the following procedure to create a Replication Agent instance.

Note You must set the SYBA SE environment before you invoke the Sybase
Replication Agent ra_admin utility. See “ Setting the SY BASE environment”
on page 14 for more information.

[TTo create a Replication Agent instance using the command line

1 Open an operating system command window on the Replication Agent
host machine.

2 Attheoperating system prompt, navigate to the Sybase Replication Agent
bin directory.

»  On Microsoft Windows platforms, enter:
cd $SYBASE%\RAX-12 6\bin

where %SYBASEY is the path to the Sybase Replication Agent
installation directory.
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On UNIX platforms, enter:
cd $SYBASE/RAX-12 6/bin

where $SYBASE is the path to the Sybase Replication Agent
installation directory.

In the Sybase Replication Agent bin directory, invoke the ra_admin utility
to create a new Replication Agent instance:

ra_admin -c new inst -p port num -t database

where:

new_ingt is the name of the Replication Agent instance.

port_numisthe client socket port number for the administration port
of the new instance.

database identifies the type of data server that the primary database
residesin:

e ibmudb — DB2 Universal Database
e informix — Informix Dynamic Server

¢ mssql—Microsoft SQL Server (valid only on Microsoft Windows
platforms)

¢ oracle — Oracle database server

After you invoke ra_admin, the operating system prompt returns when the
new Replication Agent instance is created.

Verify that the Replication Agent instance was created properly using one
of the following methods:

Invoke ra_admin with the -v option, and specify the name of the new
Replication Agent instance:

ra_admin -v new inst
where new_inst is the name of the new Replication Agent instance.

When you verify a Replication Agent instance with the -v option, the
utility verifiestheinstance by checking for an instance directory with
the specified instance name under the Sybase Replication Agent base
directory, and checking all of the subdirectories under the Replication
Agent instance directory.

Invoke ra_admin with the -1 option:

ra_admin -1

21



Using Sybase Replication Agent utilities

The -1 option lists all verifiable Replication Agent instances, which
should include the new one you just created.

e Asandternativeto using the ra_admin utility, you can use operating
system commands to verify that the Replication Agent instance
directories were created correctly (as shown in Figure 2-1).

After you create a Replication Agent instance, you can usethera utility to start
the instance so that you can administer and configure it. See “ Starting the
Sybase Replication Agent” on page 32 for more information.

Note Sybase recommends that you create a user login name and password to
replace the default sa login and secure access to the administration port,
immediately after you create a Replication Agent instance. See “ Creating the
Replication Agent administrator login” on page 42 for more information.

Copying a Replication Agent configuration

When you create a new Replication Agent instance, you can copy the
configuration of an existing instance by invoking ra_admin with the -c option
and -f option.

The complete syntax is:
ra_admin -c new_inst -p port_num -f old_inst
where:

e new_inst isthe name of the new Replication Agent instance you are
creating.

e port_numistheclient socket port number for the administration port of the
new Replication Agent instance.

« old_instisthe name of an existing Replication Agent instance whose
configuration you want to duplicate for the new Replication Agent
instance.

See“ Creating aReplication Agent instance” on page 20 for information about
creating a Replication Agent instance with the default configuration.
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Usethe following procedure to create anew Replication Agent instance, based
on the configuration of an existing instance.

Note You must set the SYBASE environment before you invoke the Sybase
Replication Agent ra_admin utility. See “ Setting the SY BASE environment”
on page 14 for more information.

[TTo copy an existing Replication Agent instance configuration to a new
instance

1

Open an operating system command window on the Replication Agent
host machine.

At the operating system prompt, navigateto the Sybase Replication Agent
bin directory.

«  On Microsoft Windows platforms, enter:
cd $SYBASE$\RAX-12 6\bin

where %SYBASEY is the path to the Sybase Replication Agent
installation directory.

¢ OnUNIX platforms, enter:
cd $SYBASE/RAX-12 6/bin

where $SYBASE is the path to the Sybase Replication Agent
installation directory.

In the Sybase Replication Agent bin directory, invoke the ra_admin utility
to create a new Replication Agent instance whose configuration is based
on the configuration of an existing instance:

ra_admin -c new_inst -p port num -f old inst
where:
e new._inst isthe name of the new Replication Agent instance.

e port_numisthe client socket port number for the administration port
of the new instance.

e old instisthe name of an existing Replication Agent instance whose
configuration you want to copy for the new instance.

After you invoke ra_admin, the operating system prompt returns when the
new Replication Agent instance is created.
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4  Verify that the Replication Agent instance was created properly using one
of the following methods:

e Invoke ra_admin with the -v option, and specify the name of the new
Replication Agent instance:
ra_admin -v new_inst
where new_inst is the name of the new Replication Agent instance.
When you verify a Replication Agent instance with the -v option, the
utility verifiesthe instance by checking for an instance directory with
the specified instance name under the Sybase Replication Agent base

directory, and checking all of the subdirectories under the Replication
Agent instance directory.

* Invokera_admin with the - (lowercase L) option:
ra_admin -1

The -1 option lists all verifiable Replication Agent instances, which
should include the new one you just created.

* Asandternativeto using the ra_admin utility, you can use operating
system commands to verify that the Replication Agent instance
directories were created correctly (as shown in Figure 2-2).

Note When you create a new Replication Agent instance and copy the
configuration of an existing instance, some configuration parameters are set to
default values, and they are not copied from the existing configuration.

The values of the following configuration parameters are not copied from an
existing configuration:

admin_port
log_directory
pds_database_name
pds_datasource_name
pds_host_name
pds_password
pds_port_number
pds_retry_count
pds_retry_timeout
pds_server_name
pds_username
rs_source_db
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rs_source_ds

Note Thefollowing parameters are only valid for Replication Agent for
Oracle.

rasd_backup_dir
rasd_database
rasd_mirror_tran_log
rasd_trace_log_dir
rasd_tran_log
rasd_tran_log_mirror
asa_port

See the Sybase Replication Agent Reference Manual for more information
about Replication Agent configuration parameters.

After you create a Replication Agent instance, you can usethera utility to start
the instance so that it can be administered and configured.

Note Sybase recommends that you create a user login name and password to
replace the default sa login and secure access to the administration port,
immediately after you create a Replication Agent instance. See “ Creating the
Replication Agent administrator login” on page 42 for more information.

Deleting a Replication Agent instance

Administration Guide

You can del ete a Replication Agent instance at any time by invoking ra_admin
with the -d option.

Before you delete a Replication Agent instance, you should:

e Shut down the Replication Agent instance, if it is running. See “ Shutting
down the Replication Agent instance” on page 69 for more information.

e |If the Sybase Replication Agent software isinstalled on a Microsoft
Windows platform, make sure that none of the filesin the instance
subdirectories are open, and no application or window is accessing the
instance subdirectories.

Note You must set the SY BASE environment before you invoke the Sybase
Replication Agent ra_admin utility. See “ Setting the SY BASE environment”
on page 14 for more information.
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[TTo delete a Replication Agent instance

1

Open an operating system command window on the Replication Agent
host machine.

At the operating system prompt, navigate to the Sybase Replication Agent
bin directory.

»  On Microsoft Windows platforms, enter:
cd $SYBASE%\RAX-12 6\bin

where %SYBASEY is the path to the Sybase Replication Agent
installation directory.

e OnUNIX platforms, enter:
cd $SYBASE/RAX-12 6/bin

where $SYBASE is the path to the Sybase Replication Agent
installation directory.

In the Sybase Replication Agent bin directory, invoke thera_admin utility
with the -d option to delete a Replication Agent instance:

ra_admin -d inst_ name

where inst_nameis the name of the Replication Agent instance you want
to delete.

After you invoke ra_admin with the -d option, the following message
appears:

Are you sure you want to delete the Sybase
Replication Agent instance inst_name? [y/n]

Enter y to delete the Replication Agent instance.
After the instance is deleted, the operating system prompt returns.

If theinstanceisrunning when you invokera_admin with the-d option, the
utility returns an error message:

Cannot delete Sybase Replication Agent instance
'inst name' because it is currently running.

To shut down a Replication Agent instance, log in to its administrative
port, and use the shutdown command. See“ Shutting down the Replication
Agent instance” on page 69 for more information.

Verify that the Replication Agent instance was del eted properly using one
of the following methods:
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Invokethera_admin utility with the -v option, and specify the name of
the del eted Replication Agent instance:

ra_admin -v inst name

where inst_name is the name of the deleted Replication Agent
instance.

When you verify a Replication Agent instance with the -v option, the
utility looksfor aninstance directory with the specified instance name
under the Sybase Replication Agent base directory, and looks for the
correct subdirectories under the Replication Agent instance directory.

Invoke the ra_admin utility with the -1 option:
ra_admin -1

The -l option lists all verifiable Replication Agent instances, which
should not include the one you just deleted.

Asan alternative to using the ra_admin utility, you can use operating
system commands to verify that the Replication Agent instance
directories were deleted correctly. (The Replication Agent instance
directories are shown in Figure 2-1 on page 13.)

Note On Microsoft Windows platforms, if any application is accessing a
file or directory associated with a Replication Agent instance when you
delete the instance, the open file or directory is not deleted. An error
message informs you of the file or directory not deleted.

To finish deleting a Replication Agent instance after afile or directory
access conflict occurs on a Microsoft Windows platform, you must:

Verify that the file or directory is not open in any application
Manually delete the file or directory

Note If you delete a Replication Agent instance, Replication Agent does not
unmark any primary database objects marked for replication, nor does
Replication Agent deleteitstransaction log objects. You must unmark primary
database objects and del ete the transaction log before you shut down and del ete
a Replication Agent instance.
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Using the Administrator GUI utility

This section describes how to administer Replication Agent instances using
Administrator, the Sybase Replication Agent GUI tility.

Starting the Administrator GUI
To start the Administrator GUI, do one of the following:

»  Enter the following command at the operating system prompt:

administrator

Note You must set the SYBA SE environment before you invoke the
Sybase Replication Agent administrator utility. See“ Setting the SYBASE
environment” on page 14 for more information.

e On Windows 2000 or 2003, double-click the file name administrator.bat
in File Manager or Explorer.

Thisfileislocated in the RAX-12_6\bin subdirectory, in your installation
directory.

When you start Administrator, the Sybase Replication Agent Administrator
GUI window opens.

When you use the Administrator GUI it creates an output filein the
$SYBASE/RAX-12_6/admin_logs directory. The format of the file nameis
adminmmddyyyy _hhmmss.log where mmddyyy and hhmmss are the current
date and time.
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Figure 2-2: Sybase Replication Agent Administrator GUI window
& Sybase Replication Agent & |EI|£|

You can create, copy, delete, or start one or maore Replication Agent instances using this dislog bhox. Existing instances are
listed in the table below.

List of instances in ClevbazeRAKX-12_6:

Select instance ty-'pe:loracle LI A IIE TYFE PORT RLIMMIMG

Erter instance name:}epagent a0 oracle 10000

Ertet ademit port number:|1 uinlulu}

Creste I Copy Celete Start Refresh Cone

The Administrator GUI window provides the following information for each
Replication Agent instance:

* Name - Name of theinstance

e Type-Instancetype

e Port — Port number assigned to the instance

e Running — Status of the instance (running or not)

Use the procedures in the following sections to administer Replication Agent
instances with the Administrator GUI.

Creating an instance

Note You must set the SY BASE environment before you invoke the Sybase
Replication Agent administrator utility. See “ Setting the SY BASE
environment” on page 14 for more information.
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[TTo create a Replication Agent instance using Administrator

Copying an instance

1 Select aninstance type from the drop-down list:

* oracle —Oracle

* informix —Informix

*  ibmudb —DB2 Universal Database
* mssqgl —Microsoft SQL Server
Enter an instance name.

The instance name must be unique; it cannot be the same as any other
Replication Agent instance. Otherwise, Administrator returns an error.

The default instance name is repagent.

Enter a client socket port number that is not assigned to any other
application on the machine for the administration port of the new
Replication Agent instance.

Administrator returns an error if you enter a port number that is used by
another application.

The default is port number 10000.
Click Create.

The instance name you specified appearsin the List of instances. The
status under Running is no.

Click Done to exit the Administrator GUI window.

Note You must set the SYBA SE environment before you invoke the Sybase
Replication Agent administrator utility. See “ Setting the SYBASE
environment” on page 14 for more information.

[TTo copy a Replication Agent instance using Administrator
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1 Select the Replication Agent instance you want to copy.

2 Enter an instance name.

This name must be unique; it cannot be the same as any other Replication
Agent instance. Administrator returns an error if the instance nameis not
unique.
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Deleting an instance

Administration Guide

3 Enter aclient socket port number that is not assigned to any other

application on the machine for the administration port of the new
Replication Agent instance.

Administrator returns an error if you enter a port number that is used by
another application.

Click Copy.

The new instance appearsin the List of instances.

Note Primary database server parameters and port numbers are not
duplicated when you copy a Replication Agent instance.

See the Sybase Replication Agent Administration Guide for more information
about copying Replication Agent instances.

Note You must set the SYBASE environment before you invoke the Sybase
Replication Agent administrator utility. See “ Setting the SY BASE
environment” on page 14 for more information.

[TTo delete a Replication Agent instance using Administrator
1 Selectthe Replication Agent instance or instancesyou want to deleteinthe

List of instances.
Click Delete.

Administrator provides a dialog box asking you to confirm that you want
to delete the instance you selected. Click Yesto delete the instance.

Administrator deletes the instance from the instance list unlessit is
running. If the instance you selected is running, Administrator returns an
error.
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To delete an instance that is running, you must first shut the instance down by
logging in to its administrative port and using the shutdown command. Then,
delete the instance. See “ Shutting down the Replication Agent instance” on
page 69 for more information.

Note If you delete a Replication Agent instance, Replication Agent does not
unmark any primary database objects marked for replication, nor does
Replication Agent delete itstransaction log objects. You must unmark primary
database objects and del ete the transaction log before you shut down and delete
aReplication Agent instance.

Starting the Sybase Replication Agent

To start aReplication Agent instance, you must log in to the Replication Agent
host machine with a user name that has execute permission in the Sybase
Replication Agent installation directory and all subdirectories (for example,
the “sybase” user).

There are three ways you can start a Replication Agent instance:
* Invokethera utility and specify the instance that you want to start.

* Invokethe Administrator GUI utility and specify theinstance that you want
to start.

* Invokethe RUN script for the instance that you want to start

Thera utility, the Administrator GUI utility, and the RUN script are batch files
on Microsoft Windows platforms and shell scripts on UNIX platforms.

Start-up requirements
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Before you can start a Replication Agent instance and connect to the primary
data server, you must set al required variables.

See the Sybase Replication Agent Primary Database Guide for more
information about connectivity requirements specific to your primary
database.
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Setting the
CLASSPATH
environment variable

Setting the Replication
Agent character set to
match the primary
database

Add the location of the JIDBC driver for the primary database to the
CLASSPATH environment variable.

See the Sybase Replication Agent Primary Database Guide for more
information about installing and setting up the JDBC driver for the primary
database and setting up Replication Agent connectivity.

If the character set on your Replication Agent is different than the one on your
primary database, you need to set the RA_JAVA DFLT _CHARSET
environment variable. The Replication Agent character set must be the same as
that of the primary database. For more information, see” Setting character sets’
on page 33.

Setting character sets

Administration Guide

In aheterogeneous replication system, in which the primary and replicate data
servers are different types, the data servers might not support the same
character sets. In that case, replication system components must perform at
|east one character set conversion (from the primary data server’s character set
to the replicate data server’s character set).

Even in a homogeneous replication system, in which both primary and
replicate data servers are the same type, character set conversions might be
required if replication system components reside on more than one type of
platform.

Character set problems can produce data inconsi stencies between the primary

database and the replicate database. To avoid character set problems, you must

either:

*  Usethe same character set on all servers and platformsin the replication
system, or

*  Usecompatible character setson all servers and platformsin the
replication system, and configure replication system components to
perform the appropriate character set conversions.

Note Using character set conversions slows performance.
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Configuring your environment’s character set

By default, the Java Virtual Machine (JVM) under which a Replication Agent
instance is running, finds your system'’s default character set. The type of
character datathat Replication Agent can handleis determined by the character
set, also known as the encoding. Unless you want to override the default
character set that the VM finds on your system, you do not have to explicitly
set the character set-related environment variable.

To support overriding the default character set, all of the executable scripts (or
batch files) in the Replication Agent /bin directory refer to an environment
variable named RA_JAVA DFLT CHARSET. You can set this environment
variable to use the character set you want. The character set you specify must
be the character set configured on the primary database. For alist of valid Java
character sets, see Supported Encodings on the I nternationalization page under
Documentation for the J2SE 1.4.2 DK at
http://java.sun.com/j2se/corejava/intl/index.jsp.

All Replication Agent instance RUN scripts al so reference the
RA _JAVA DFLT_CHARSET environment variable.

Note If you are using Replication Server to replicate a number of different
character sets, you must configure it for UTF8.

You can override the system default character set by either:

»  Setting the value of a system variable named
RA_JAVA_DFLT_CHARSET inyour environment and using thera utility
to start the Replication Agent instance, or

»  Setting the value of the RA_JAVA_DFLT_CHARSET variable in the
Replication Agent instance RUN script and using the RUN script to start the
Replication Agent instance.

If you start a Replication Agent instance by invoking the ra utility, you can
override the value of the RA_JAVA_DFLT_CHARSET system variablein
your environment to specify the character set.

If you start a Replication Agent instance by invoking the instance RUN script
(or batch file), you can edit the instance RUN script to specify the default value
of RA_JAVA _DFLT_CHARSET and specify the character set you want to use.

[TTo override the system default character set for all instances
1 Enter acharacter set valuein the ra script:

e For Windows, edit the %SYBASE%\RAX-12_6\bin\ra.bat file.
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e For UNIX, edit the $SYBASE/RAX-12_6/bin/ra.shfile:
RA JAVA DFLT CHARSET=charset
where charset is the Java-supported encoding.

For example: 1sosss59 1 or cp1252 for ISO-1 (also known as Latin-
1), and 1so8ss9 8 Or cp1255 for Hebrew.

Note InUNIX, spaces are not allowed on either side of the equals
sign.

For alist of valid Java character sets, see Supported Encodings on the
Internationalization page under Documentation for the J2SE 1.4.2
JDK  at http://java.sun.com/j2se/corejava/intl/index.jsp.

2 Uncomment the following lines of code:
For Windows:
set RA JAVA DFLT_CHARSET=charset
For UNIX:

RA_JAVA DFLT CHARSET=charset
export RA_JAVA DFLT_CHARSET

[TTo override the system default character set for a Replication Agent
instance

«  Enter acharacter set value in the RUN script:

For Windows, edit the %SYBASEY%\RAX-
12 6\<instance>\RUN_<instance>.bat script:

set RA JAVA DFLT CHARSET=charset

For UNIX, edit the $SYBASE/RAX-
12 6/<instance>/RUN_<instance>.sh batch file:

RA_JAVA DFLT CHARSET=charset
export RA_JAVA DFLT_CHARSET

where charset is the Java-supported encoding.
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For example: 1508859 1 or cp1252 for ISO-1 (also known as Latin-1),
and 1508859 8 Or cp1255 for Hebrew.

Note InUNIX, spaces are not allowed on either side of the equals sign.

For alist of valid Java character sets, see Supported Encodings on the
Internationalization page under Documentation for the J2SE 1.4.2 IDK  at
http://java.sun.com/j2se/corejava/intl/index.jsp.

Starting an instance with the ra utility

When you start the Sybase Replication Agent with the ra utility, you can
specify the instance start-up state. If you do not specify a start-up state when
you invoke the ra utility, the Replication Agent instance startsin its default
Admin state.

36

Note You must set the SY BASE environment before you invoke the Sybase
Replication Agent ra utility. See* Setting the SY BA SE environment” on page
14 for more information.

[TTo start Sybase Replication Agent with the ra utility

1

Open an operating system command window on the Replication Agent
host machine.

At the operating system prompt, navigate to the Sybase Replication Agent
bin directory.

»  On Microsoft Windows platforms, enter:
cd $SYBASE%\RAX-12 6\bin

where %SYBASEY is the path to the Sybase Replication Agent
installation directory.

e OnUNIX platforms, enter:
cd $SYBASE/RAX-12 6/bin

where $SYBASE is the path to the Sybase Replication Agent
installation directory.

In the Sybase Replication Agent bin directory, invokethera utility to start
the Replication Agent instance:
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ra -iinst name
or
ra -iinst name -state
where;
* inst_nameisthe server name of the Replication Agent instance.
« dtateisthe optiona keyword for the start-up state:
e admin — starts the Replication Agent instance in Admin state.

* replicate — starts the Replication Agent instance in Replicating
State.

Note If you do not specify the state option, Replication Agent starts
up in Admin state.

For example, to start the Replication Agent instance named “my_ra’ in
Replicating state, enter:

ra -i my ra -replicate
See “Using the ra utility” on page 16 for more information.

After you start the Replication Agent instance, you must open another
operating system command window to log in to its administration port.

Starting an instance with the Administrator GUI

Note You must set the SYBASE environment before you invoke the Sybase
Replication Agent administrator utility. See “ Setting the SY BASE
environment” on page 14 for more information.

[TTo start a Replication Agent instance using Administrator

The administrator utility must be running beforeyou useit to start aReplication
Agent instance. See “ Starting the Administrator GUI” on page 28 for details.

Note When you start a Replication Agent instance on Windows, start-up
processes are running in the background with no DOS windows open.
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Select the Replication Agent instance or instances you want to start in the
List of instances. Click Start.

Administrator provides a dialog box asking you to confirm that the
appropriate JDBC driver is specified in the CLASSPATH environment
variable. Click Yesto continue.

Note If the appropriate JDBC driver isnot listed in the CLASSPATH
environment variable, you can start the Replication Agent instance, but it
will not be able to establish a connection to the primary database server.

Click Start.

The Sybase Replication Agent window indicates that the instance you
selected is running:

Note You may need to click Refresh to see if the Replication Agent
instance is running.

*  On Windows 2000 or 2003, a console window opens for each
Replication Agent instance you selected to start.

*  OnUNIX, each Replication Agent instance you selected is started in
the background.

For all platforms, the Replication Agent is started using the ra_auto script,
whichislocated in the RAX-12_6/bin directory. During start-up, standard
error output is redirected to the error.log file, which is located in the
Replication Agent instance’s log directory. After start-up, standard error
and standard output directed to the <instance>.log filein the
<instance>/log directory.

Note If you try to start a Replication Agent instance with the same
administration port number as an instance that is already running,
Replication Agent aborts the process and logs an error message in the
system log.

If theinstanceyou try to start does not run, check the instance log to seeif
an error occurred. See “ Examining the Replication Agent logs’ on page
128 for more information about viewing the instance log.

Click Done to exit the Administrator GUI window.
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Starting an instance with the RUN script
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The RUN scriptisnamed RUN _inst_name, whereinst_name isthe name of the
Replication Agent instance. It is created automatically when the Replication
Agent instanceis created.

The RUN script invokes the ra utility with the appropriate parameter val ues to
start the Replication Agent instance. You can edit the RUN script to specify the
start-up state.

Note You need not set the SY BASE environment variable before you invoke
the RUN script, because the RUN script sets the Sybase environment variable
before it starts the Replication Agent instance.

[TTo start Sybase Replication Agent with the RUN script

1 Open an operating system command window on the Replication Agent
host machine.

2 At the operating system prompt, navigate to the Replication Agent
instance directory:

e On Microsoft Windows platforms, enter:
cd $SYBASE%\RAX-12 6\inst name
where:

e %SYBASE% is the path to the Sybase Replication Agent
installation directory.

e inst_nameisthe name of the Replication Agent instance.
e« OnUNIX platforms, enter:

cd SSYBASE/RAX-12 6/inst name

where:
*  $SYBASE isthe path to the Sybase Replication Agent installation
directory.

e inst_nameisthe name of the Replication Agent instance.

3 IntheReplication Agent instance directory, invoke the RUN script to start
the Replication Agent instance:

RUN_inst name

where inst_name is the server name of the Replication Agent instance.
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For example, to start the Replication Agent instance named “my_ra,”
enter:

RUN my ra

Note Because thisrun script is generated at the time that the instance is
created, the UNIX version does not have the .sh extension.

After you start the Replication Agent instance, you must open another
operating system command window to log in to its administration port.

Using the Replication Agent administration port

When you create a Replication Agent instance, you specify aclient socket port
number for its administration port. Client applications use this port to connect
to the Replication Agent.

The administration port allows Open Client (or Open Client-compatibl€)
applications to log in and execute Replication Agent commands. You can use
any Sybase Open Client interface utility (such asisgl or SQL Advantage) to
connect to the Replication Agent administration port.

Note Client applications are not provided with the Sybase Replication Agent
software. Theisql utility is provided with the Replication Server software, and
both isql and SQL Advantage are provided with the Adaptive Server software.

Creating an entry in the interfaces file
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In general, Open Client applications (such asisql) require an interfaces file to
identify available servers, host machines, and client ports. On Microsoft
Windows platforms, the interfaces file is named sgl.ini. On UNIX platforms,
the interfaces file is named interfaces.

If you want Open Client applications to be able to connect to the Replication
Agent administration port, asthey would to any other Open Server application,
you must create a server entry for the Replication Agent in the interfaces file
on the Open Client application host machine.
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A server entry for a Replication Agent administration port in an interfacesfile
appears as follows:

[inst namel
query=protocol, host name, port num

where;

« inst_nameisthe name of the Replication Agent instance.

e protocol isthe network protocol used for the connection.

e host_name is the name of the Replication Agent host machine.

e port_numisthe client socket port number of the administration port.

For example, to specify aninterfacesfileentry for aReplication Agent instance
named “my_ra,” using the Microsoft Windows socket protocol, on a host
named “my_host,” with client socket port number 10002, you would add the
following lines to the interfaces file:

[my ral]
query=NLWNSCK, my host, 10002

Some systems require the interfaces file to bein the TLI form. If your system
reguires that, you must use a utility (such as sybtli or dsedit) that edits the
interfaces file and saves the result in aform compatible with TLI.

After you create an entry for the Replication Agent instance in the interfaces
file, you can connect to the administration port using any Open Client
application that uses that interfacesfile.

Logging in to the Replication Agent

Administration Guide

This section describes how to usetheisgl interactive SQL utility tolog into the
Replication Agent administration port.

Before you can log in to the Replication Agent administration port with an
Open Client application (such asisql), you must first create a server entry for
the Replication Agent instance in the interfacesfile. See “Creating an entry in
the interfaces file’ on page 40 for more information.

Note Thefirst timeyouloginto anewly created Replication Agent instance,
use the default administrator login, “sa”, with no password.
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[TTo log in to a Replication Agent instance
1 Open an operating system command window.

2 At the operating system prompt, enter the following command:
isqgl -Uusername -Ppassword -Sinst name
where:
e username isthe Replication Agent administrator login.
e password isthe corresponding password.
* inst_nameisthe name of the Replication Agent instance.

For example, to log in to a new Replication Agent instance named
“my_ra,” enter:

isgl -Usa -P -Smy ra

Note Sybase recommends that you create a new administrator login and
password to replace the default “sa” login and secure accessto the
administration port, immediately after you create aReplication Agent instance.
See*“ Creating the Replication Agent administrator login” on page 42 for more
information.

Once you have successfully logged in to the administration port, you can use
Replication Agent commands to administer the Replication Agent instance.

Creating the Replication Agent administrator login

Each Replication Agent instance has only one administrator login. The default
administrator login (sa, with no password) is created when the Replication
Agent instance is created.

Note Sybase recommends that you create a user login name and password to
replace the default sa login and secure access to the administration port,
immediately after you create a Replication Agent instance.

You can usera_set_login to create (or change) the administrator login for a
Replication Agent instance.

[TTo create or change the Replication Agent administrator login

1 Loginto the Replication Agent instance with the administrator login.
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When you log in to the Replication Agent instance for the first time, use
the default administrator login.

2 After youlog in, enter the following command:
ra_set login admin user,admin pw
where:

e admin_user isthe new administrator login name you want to use for
this Replication Agent instance.

e admin_pw isthe password for the new administrator login.

Note Usethe valuesfrom items 1e and 1f on the “Installation and Setup
Worksheet” in the Sybase Replication Agent Installation Guide to specify
the Replication Agent administrator login name and password.

The new login name replaces the current administrator login. The next time
you log in to the Replication Agent instance, you must use the new
administrator login name and password.

Setting up Replication Agent connectivity
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You must set up connectivity between the Replication Agent instance and the
following replication system components:

e Primary data server
¢ Replication Server
+ RSSD

Primary databases require you to perform specific setup tasks before you can
set up connectivity between the Replication Agent and a primary database. See
the Sybase Replication Agent Primary Database Guide to verify that the
required setup tasks have been performed for your primary database.

Note Theterm “RSSD” in this document refers to both RSSD and ERSSD,
unless there is adifference.

Setting up connectivity for the Replication Agent requires:
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e Creating auser login name, with the appropriate authority in the primary
data server and the primary database, for the Replication Agent

e Creating auser login name, with connect source permission in the
Replication Server, for the Replication Agent

e Creating auser login name, with the appropriate authority in the RSSD
data server and the RSSD, for the Replication Agent

e Setting values for the Replication Agent connection configuration
parameters

You can use the “Installation and Setup Worksheet” in the Sybase Replication
Agent Installation Guide, to record the values of connection configuration
parameters for each Replication Agent instance.

Creating the primary database user login name
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Sybase Replication Agent requires client access to the primary database to:
*  Get information about the database schema

» Create, manage, and read its transaction log objects (Replication Agents
for UDB, Informix, and Microsoft SQL Server)

»  Getinformation about database log devices (Replication Agent for Oracle)

Use the following procedure to set up a user login name in the primary data
server and the primary database for the Replication Agent instance.

Note You must have a System Administrator user role in the primary data
server to perform this procedure.

[TTo create a primary database user login for Sybase Replication Agent

1 Logintothe primary data server with a System Administrator user role.

2 Add the Replication Agent login name to the primary data server, and if
necessary, to the primary database.

* Refer to the Sybase Replication Agent Primary Database Guide for
information about the permissions and authorities required in each
type of primary data server and primary database.
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«  Refer to the documentation provided by your primary data server
vendor for information about the specific commands you need to
execute to create the Replication Agent login name in the primary
data server (and, if necessary, in the primary database).

After you set up the Sybase Replication Agent user login in the primary data
server, verify that the new user login nameisvalid (it canlog in to the primary
data server and access the primary database).

Creating the Replication Server user login name
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Sybase Replication Agent requires client access to the primary Replication
Server to send replicated transactions.

Usethe following procedure to set up a Replication Server user login name for
the Replication Agent instance.

Note You must have“sa” permissionin the Replication Server to perform this
procedure.

[TTo create a Replication Server user login for Sybase Replication Agent

1 Logintothe Replication Server with alogin that has “sa” permission.
2 Createthe Replication Agent user login name in the Replication Server:
create user ra rs user set password ra rs pwd
where;
e ra_rs user isthe Replication Agent user login name.
e ra_rs pwd isthe password for the user login name.
3 Grant connect source permission to the Replication Agent login name:
grant connect source to ra rs user
wherera_rs user isthe Replication Agent user login name.

After you set up the Replication Agent user login in the primary Replication
Server, verify that the new user login nameisvalid (it can log in to the
Replication Server).
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Creating the RSSD user login name

Sybase Replication Agent requires client access to the RSSD or ERSSD to
obtain information about replication definitions.

The following sections describe procedures for:

e Setting up the RSSD user login for Sybase Replication Agent

e Setting up the ERSSD user login for Sybase Replication Agent

Refer to the appropriate procedure for your Replication Server configuration.

Setting up the RSSD user login for Sybase Replication Agent
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Use the following procedure to set up a user login name for the Replication
Agent instance in an RSSD managed by Adaptive Server Enterprise.

See " Setting up the ERSSD user login for Sybase Replication Agent” on page
47 for information about setting up auser login namefor the Replication Agent
instance in an ERSSD managed by Adaptive Server® Anywhere.

Note You must have a System Administrator user rolein the Adaptive Server
that manages the RSSD to perform this procedure.

[TTo set up the RSSD user login for Sybase Replication Agent

1 Logintothe Adaptive Server that manages the RSSD with a System
Administrator user role.

2 Add the Replication Agent login name to the RSSD data server:

use master
sp_addlogin ra rssd user, ra rssd_pwd, rssd _db

where;
* ra_rssd_user isthe Replication Agent user login name.
* ra_rssd_pwd isthe password for the user login name.
» rssd_db isthe database name of the RSSD.
3 Add the Replication Agent user login name to the RSSD:

use rssd_db
sp_adduser ra rssd user

where;
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e rssd_db isthe database name of the RSSD.
e ra_rssd_user isthe Replication Agent user login name.

After you set up the Replication Agent user login in the RSSD, verify that the
new user login nameisvalid (it can log in to the RSSD data server and access
the RSSD).

Setting up the ERSSD user login for Sybase Replication Agent

Use the following procedure to set up a user login name for the Replication
Agent instance in an ERSSD managed by Adaptive Server Anywhere.

See “ Setting up the RSSD user login for Sybase Replication Agent” on page
46 for informati on about setting up auser login name for the Replication Agent
instance in an RSSD managed by Adaptive Server Enterprise.

Note You must have the primary user role in the ERSSD (“sa’ permission in
the Replication Server) to perform this procedure.

[TTo set up the ERSSD user login for Sybase Replication Agent
1 Logintothe ERSSD asthe primary user.

2 Add the Replication Agent login name to the ERSSD:

grant connect to ra rssd_user
identified by ra rssd pwd

where:
e ra_rssd_user isthe Replication Agent user login name.
e ra_rsd_pwdisthe password for the user login name.

3 GivetheReplication Agent user permission to read the Replication Server
system tables:

grant membership in group rs_systabgroup
to ra rssd user

wherera_rssd_user isthe Replication Agent user login name.

After you set up the Replication Agent user logininthe ERSSD, verify that the
new user login nameisvalid (it can log in to the ERSSD and access the
Replication Server system tables).
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Setting up the connection configuration parameters
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When Sybase Replication Agent connects to another replication system
component, it uses values stored in its configuration parameters to define the
following minimal set of connection properties:

e Server host name
*  Port number
e Userlogin name

e User login password

Note Thecomplete set of connection parametersisdifferent for each database.
See the Replication Agent Primary Database Guide for the complete set of
connection parameters that each database requires.

For its connection to the Replication Server, Sybase Replication Agent relies
on the values of two additional configuration parameters (rs_source_db and
rs_source_ds) to identify the Replication Server primary database connection
inthe LTL connect source command.

The Replication Agent instance must be in Admin state to setup connection
parameters. When the Replication Agent instance is Admin state, the instance
has no connections established to other replication system components, but is
available to execute administrative commands. For more information, see
“Understanding Replication Agent states’ on page 66.

Note Thevalues of thers_source_db and rs_source_ds parameters must
exactly match the database and data server names specified in the create
connection command for the Replication Server primary database connection.
The values are case sensitive.

See the Sybase Replication Agent Reference Manual for more information
about the rs_source_db and rs_source_ds parameters.

You can use the “Installation and Setup Worksheet,” in the Sybase Replication
Agent Installation Guide, to record the values of connection configuration
parameters for each Replication Agent instance.
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Refer to the “ Installation and Setup Worksheet” for the connection
configuration parameter values you need to set in the following procedures.

Note The Replication Agent instance must be running before you can set its
connection configuration parameter values. See “ Starting the Sybase
Replication Agent” on page 32 for more information.

[TTo set up connection parameters for the primary database

When the Replication Agent instance is Admin state, the instance has no
connections established to other replication system components, but is
availableto execute administrative commands. The Replication Agent instance
must be in Admin state to setup connection parameters.

1

Log in to the Replication Agent administration port, and verify that the
Replication Agent instance isin Admin state.

a Usethefollowing command to verify that the Replication Agent
instance isin Admin state:

ra_status

b If theinstanceis not in Admin state, use the following command to
change it to Admin state;

suspend
Specify the primary data server host name:
ra config pds hostname, pds host

where pds_host is the network name of the primary data server host
machine.

Specify the primary data server port number:
ra_config pds_port number, NNN

where NNN is the number of the network port where the primary data
server listens for connections.

Specify the primary database name:
ra_config pds_database name, pdb
where pdb is the database name of the primary database.

Specify the primary dataserver user login namefor the Replication Agent
instance;

ra_config pds_username, ra pds user
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wherera_pds_user isthe user login name that the Replication Agent uses
tolog in to the primary data server.

Specify the password for the Replication Agent user login:
ra config pds password, ra pds pwd

wherera_pds_pwd is the password for the user login name that the
Replication Agent usesto log in to the primary data server.

After you set up connection configuration parametersfor the primary database,
you can use the Replication Agent test_connection PDS command to test
connectivity between the Replication Agent and the primary database. See
“Testing network connectivity” on page 52 for more information.

[TTo set up connection parameters for the Replication Server

1

Log in to the Replication Agent administration port, and verify that the
Replication Agent instanceisin Admin state.

a Usethefollowing command to verify that the Replication Agent
instanceisin Admin state:

ra_status

b If theinstanceis not in Admin state, use the following command to
change it to Admin state:

suspend
Specify the Replication Server host name:
ra_config rs hostname, rs host
wherers_host isthe network name of the Replication Server host machine.
Specify the Replication Server port number:
ra_config rs_port number, NNN

where NNN is the number of the network port where Replication Server
listens for connections.

Specify the Replication Server character set:
ra_config rs_charset, <sybase charset>

where rs_charset matches the character set used by Replication Server. If
rs_charset is not set, Replication Agent refuses to replicate anything.

Specify the Replication Server user login name for the Replication Agent
instance:
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ra_config rs_username, ra rs user

wherera_rs_user isthe user login namethat the Replication Agent usesto
log in to the primary Replication Server.

Specify the user login password for the Replication Agent instance:
ra config rs password, ra rs pwd

wherera_rs pwd isthe password for the user login name that the
Replication Agent usesto log in to the primary Replication Server.

Specify the primary data server name for the Replication Server primary
database connection:

ra_config rs_source ds, pds

where pdsisthe primary data server namethat the Replication Agent uses
inthe LTL connect source command.

Specify the primary database name for the Replication Server primary
database connection:

ra_config rs_source db, pdb

where pdb isthe primary database namethat the Replication Agent usesin
the LTL connect source command.

[TTo set up connection parameters for the RSSD (or ERSSD)

1

Log in to the Replication Agent administration port, and verify that the
Replication Agent instanceis in Admin state:

a Usethefollowing command to verify that the Replication Agent
instanceisin Admin state:

ra_status

b If theinstanceisnotin Admin state, use the following command to put
it in Admin state:

suspend
Specify the RSSD host name:
ra_config rssd_hostname, rssd host
where rssd_host is the network name of the RSSD host machine.
Specify the RSSD port number:

ra config rssd port number, NNN
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where NNN is the number of the network port where the RSSD server
listens for connections.

4  Specify the RSSD database name:
ra_config rssd database name, rssd db
whererssd_db is the database name of the RSSD.
5 Specify the RSSD user login name for the Replication Agent instance:
ra_config rssd username, ra rssd user

wherera_rssd_user isthe user login namethat the Replication Agent uses
tologintothe RSSD.

6  Specify the user login password for the Replication Agent instance:
ra_config rssd password, ra rssd pwd

wherera_rssd_pwd is the password for the user login name that the
Replication Agent usesto log in to the RSSD.

After you set up connection configuration parameters for the primary
Replication Server and RSSD, you can use the Replication Agent
test_connection RS command to test connectivity between the Replication
Agent and the Replication Server and RSSD.

Testing network connectivity
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Sybase Replication Agent provides a simple means of testing network
connections. The test_connection command sends a connection request and
confirms the network connection to the following servers:

e Primary data server
*  Primary Replication Server
* RSSD server (if so configured)

Note If the value of the use_rssd configuration parameter istrue, the
test_connection command tests Replication Agent connectivity to the RSSD
when it tests connectivity to the Replication Server. If thevalue of theuse_rssd
configuration parameter is false, the test_connection command does not test
Replication Agent connectivity to the RSSD.
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The test_connection command returns a failure message if:

e The connection specifications (server name, port number, user login, and
so forth) recorded in the Replication Agent configuration parameters are
not correct.

e The Replication Agent cannot establish a connection to a server because
of anetwork failure.

«  The Replication Agent cannot establish a connection to a server because
the server is down.

The test_connection command does not validate Replication Agent user login
permissionsin the primary database. It verifies only that the user login and
password specified in the pds_username and pds_password parameterscanlog
in to the primary data server.

The test_connection command does verify that the Replication Agent user
login (specified in the rs_username and rs_password parameters) has connect
source permission in the primary Replication Server.

See “ Setting up Replication Agent connectivity” on page 43 for information
about setting up Replication Agent connection configuration parameters.

Note You must bein Admin state to test network connectivity.

[TTo verify Replication Agent connections

1 Logintothe Replication Agent instance with the administrator login.

2 Usethefollowing command to test Replication Agent network
connections:

test connection

This command tests all of the connections from the Replication Agent
instance you logged in to.

Note You can test a specific connection (either the primary data server or
the primary Replication Server) by specifying the connection you want to
test.

If the test_connection command returns afailure, check the Replication Agent
system log to determine the cause of the failure. You may also need to check
the system log of the server associated with the connection to determine the
cause of the failure.
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See the Sybase Replication Agent Reference Manual for more information
about the test_connection command.

Initializing the Replication Agent transaction log

Specifying the
transaction log object
name prefix
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In trigger-based implementations (Informix and Microsoft SQL Server),
Sybase Replication Agent uses its own proprietary transaction log to capture
and record transactionsin the primary database for replication. The Replication
Agent transaction log consists of a set of database objects (tables, stored
procedures, and triggers) that the Replication Agent creates in the primary
database.

In log-based implementations (DB2 Universal Database and Oracle), Sybase
Replication Agent uses the native transaction log maintained by the primary
database to obtain transactions.

Note The Replication Agentsfor UDB and for Oracle also create afew user
tablesin the primary database to support their operation.

Before you initialize a Replication Agent that has a Replication Agent System
Database (RASD), the primary database must be quiesced. Currently, only the
Replication Agent for Oracleusesan RASD. Thefollowing procedureincludes
that quiesing.

Before you create the Replication Agent transaction log base objects, you can
specify the object name prefix string that will be used to name transaction log
objects. You can set this prefix string to avoid conflicts with the names of
existing database objects in your primary database.

The value of the pdb_xlog_prefix parameter is the prefix string used in all
Replication Agent transaction log component names. Use the ra_config
command to change the value of the pdb_xlog_prefix parameter.

Note Replication Agent usesthevalueof pdb_xlog_prefix to find itstransaction
log objectsin the primary database. If you change the value of pdb_xlog_prefix
after you create the transaction log, Replication Agent will not be able to find
the transaction log objects that use the old prefix.
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Initializing transaction log objects is the same process for trigger-based
Replication Agents (for Informix and Microsoft SQL Server) and |og-based
Replication Agents (for UDB and Oracle).

Note Primary databasesrequire you to perform specific setup tasks before you
caninitializethe Replication Agent transaction log. Seethe Sybase Replication
Agent Primary Database Guide to verify that the required setup tasks have
been performed for your primary database.

[Tro initialize a Replication Agent transaction log

1
2

Log in to the Replication Agent administration port.

To define a prefix that uniquely identifies the Replication Agent
transaction log you are creating, use the following command:

ra config pdb xlog prefix, string

where string is a character string of one to three characters that will be
used as a prefix for all database object names of the Replication Agent
transaction log components created in the primary database.

Note Thedefault valueof the pdb_xlog_prefix parameter isra_. Unlessthis
string poses aconflict with existing database object namesin your primary
database, you should use the default value.

To initialize the transaction log, use the following command:

pdb xlog init

Note Releasesof Replication Agent prior to 12.6 use the pxb_xlog
command with the create keyword to initialize the transaction log. This
keyword has been retained for backward compatibility, but the init
keyword is the correct and preferred syntax to be used with the pdb_xlog
command

When you invoke the pdb_xlog command with the init option, the
Replication Agent does the following:

e Checksthe primary database for compatible settings.

e Generatesa SQL script that isrunin the primary database. This script
creates the Replication Agent transaction log base objects.
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For Replication Agents that use a Replication Agent System Database
(RASD), the RASD isinitialized with information from the primary
database.

Note Transaction log base objects must be created before any objects can
be marked for replication in the primary database.

4 To verify that the Replication Agent transaction log was created, use the
following command:

pdb xlog

When you invoke the pdb_xlog command with no options, Replication
Agent returns alist of the transaction log base objects in the primary
database, if the transaction log was created successfully. If no information
isreturned, the transaction log does not exist in the primary database.

When the Replication Agent transaction log exists, and both primary database
and Replication Server connections are defined correctly, you can put the
Replication Agent instancein Replicating state. See “ Starting replication” on
page 62 for more information about putting the Replication Agent in
Replicating state.

Marking objects in the primary database
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Tables and stored procedures must be marked for replication and have
replication enabled for the object (table or stored procedure). LOB columns
must have replication enabled, and the table that contains the LOB column
must be marked for replication and have replication enabled for that table.

There are four types of objectsthat can be marked for replication in a primary
database:

o Tables
*  Stored procedures

Note Procedure replication is not available for DB2 Universal Database.

e Large-object (LOB) columns
e DDL (Cracle only)
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Marking tables in the primary database

For transactions against atable to be replicated, the primary table in the
primary database must be marked for replication and replication must be
enabled for that table.

Administration Guide

[TITo mark atable in the primary database
1 Logintothe Replication Agent administration port.

2

Use the pdb_setreptable command to determine if the table you want to
mark is already marked in the primary database:

pdb_setreptable pdb table

where pdb_table is the name of the tablein the primary database that you
want to mark for replication.

If the pdb_setreptable command returnsinformation that the specified
tableis marked and replication is enabled, you need not continue this
procedure.

If the pdb_setreptable command returnsinformation that the specified
table is marked, but replication is disabled, skip step 3 and continue
this procedure from step 4 to enable replication for the table.

If the pdb_setreptable command returnsinformation that the specified
table is not marked, continue this procedure to mark the table for
replication.

Use the pdb_setreptable command to mark the table for replication.

The pdb_setreptable command allows you to mark the primary table to be
replicated and specify the name to use for replication.

Use the following command to mark the table for replication using a
replication definition with the same table name;

pdb_ setreptable pdb table, mark

where pdb_table isthe name of the table in the primary database that
you want to mark for replication.

Use the following command to mark the table for replication using a
replication definition with a different table name:

pdb_setreptable pdb table, rep table, mark
where;

e pdb_tableisthe name of the table in the primary database that
you want to mark for replication.
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* rep_tableisthe name of the table in the with all tables named
rep_table clause in the replication definition for this table.

*  When marking atable for replication, you can specify that the table
owner’snameissent along with thetable nameinthe LTL. To dothis,
use the owner keyword after the mark keyword, as shown in the
following example:

pdb setreptable pdb table, mark, owner

where pdb_table isthe name of the table in the primary database that
you want to mark for replication.

If the pdb_dfit_object_repl parameter is set to true (the default), the table
marked for replication with the pdb_setreptable command is ready for
replication after you invoke the pdb_setreptable command successfully,
and you can skip step 4 in this procedure.

If the pdb_dfit_object_repl parameter is set to false, you must enable
replication for the table before replication can take place.

4  Usethe pdb_setreptable command to enable replication for the marked
table:

pdb setreptable pdb table, enable

where pdb_table is the name of the marked table in the primary database
for which you want to enable replication.

After thetableismarked and replication is enabled for thetable, you can begin
replicating transactions that affect data in that table.

Marking stored procedures in the primary database
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To replicate invocations of a stored procedure in the primary database, the
stored procedure must be marked for replication and replication must be
enabled for that stored procedure.

For Oracle, DDL replication must be disabled before marking (or unmarking)
astored procedure.

Note Procedure replication is not available for DB2 Universal Database.

[_ITo mark a stored procedure in the primary database
1 Logintothe Replication Agent administration port.
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Usethe pdb_setrepproc command to determineif the stored procedureyou
want to mark is already marked in the primary database:

pdb_setrepproc pdb proc

where pdb_proc is the name of the stored procedure in the primary
database that you want to mark for replication.

If the pdb_setrepproc command returnsinformation that the specified
stored procedure is marked and replication is enabled, you need not
continue this procedure.

If the pdb_setrepproc command returnsinformation that the specified
stored procedureis marked, but replication isdisabled, skip step 3 and
continuethis procedure from step 4 to enabl e replication for the stored
procedure.

If the pdb_setrepproc command returnsinformation that the specified
stored procedure is not marked, continue this procedure to mark the
stored procedure for replication.

Use the pdb_setrepproc command to mark the stored procedure for
replication.

The pdb_setrepproc command allows you to mark the stored procedure to
be replicated and specify the name to use for replication.

Use the following command to mark the stored procedure for
replication using afunction replication definition with the same
procedure name:

pdb_setrepproc pdb proc, mark

where pdb_proc is the name of the stored procedure in the primary
database that you want to mark for replication.

Use the following command to mark the stored procedure for
replication using afunction replication definition with a different
procedure name:

pdb_setrepproc pdb proc, rep proc, mark
where;

*  pdb_procisthe name of the stored procedure in the primary
database that you want to mark for replication.

e rep_proc isthe name of the stored procedure in the with all
procedures named rep_proc clause in the function replication
definition for this stored procedure.
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If the pdb_dflt_object_repl parameter is set to true (the default), the stored
procedure marked for replication with the pdb_setrepproc command is
ready for replication after you invoke the pdb_setrepproc command
successfully, and you can skip step 4 in this procedure.

If the pdb_dflt_object_repl parameter is set to false, you must enable
replication for the stored procedure so replication can take place.

4 Usethe pdb_setrepproc command to enable replication for the marked
stored procedure;

pdb_setrepproc pdb proc, enable

where pdb_proc isthe name of the marked stored procedurein the primary
database for which you want to enable replication.

After the stored procedure is marked and replication is enabled for the stored
procedure, you can begin replicating invocations of that stored procedure.

Enabling replication for LOB columns
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For transactions that affect aLOB column to be replicated, the table that
containsthe LOB column must be marked for replication and have replication
enabled, and the LOB column must have replication enabled.

If the value of the pdb_dfit_column_repl parameter is set to true, all LOB
columnsin atable have replication enabled automatically when you mark the
table (by invoking the pdb_setreptable command). If the value of the
pdb_dfit_column_repl parameter is set to false, you must enable replication
separately for each LOB column before replication can take place.

Note The default value of the pdb_dflt_column_repl parameter is false.

[_ITo enable replication for a LOB column in the primary database
1 Logintothe Replication Agent administration port.

2 Usethe pdb_setrepcol command to determineif replication is aready
enabled for the LOB column you want to enable replication for in the
primary database:

pdb setrepcol tablename, pdb col
where;

* tablenameisthe name of the table that contains the LOB column.
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e pdb_col isthe name of the LOB column in the primary database.

Note If pdb_setrepcol isinvoked with atable containing a“DATE”
column, the primary key in the primary table must not include the
“DATE” column. Thisistrue for all Replication Agents except
Replication Agent for Oracle.

If the pdb_setrepcol command returns information that replication is
enabled for the specified column, you need not continue this procedure.

If the pdb_setrepcol command returns information that replication is not
enabled for the specified column, continue this procedure to enable
replication for the column.

3 Usethe pdb_setrepcol command to enable replication for the LOB
column:

pdb_setrepcol tablename, pdb col, enable
where:
. tablename is the name of the table that contains the LOB column.

e pdb_col isthe name of the LOB column in the primary database for
which you want to enable replication.

After replication is enabled for the LOB column, you can begin replicating
transactions that affect datain that column.

Enabling replication for DDL

Administration Guide

Note DDL replication isonly available for Oracle.

For database definition language (DDL) to be replicated, the pdb_setrepddl
command must be set to enable. If pdb_setrepdd| is Set to enable, all DDL in
your primary database is replicated.

Note To replicate DDL, Replication Server must have a database-level
replication definition with replicate DDL set in the definition. See the
Replication Server Reference Manual for details on creating a database-level
replication definition.
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[_TTo enable replication for DDL in the primary database
1 Logintothe Replication Agent administration port.

2 Usethe pdb_setrepddl command without an argument to determine if
replication is aready enabled for DDL in the primary database:

pdb setrepddl

If the pdb_setrepddl command returns information that replicationis
enabled, you need not continue this procedure.

If the pdb_setrepddl command returns information that replication is not
enabled for DDL, continue this procedure to enable replication for DDL.

3 Usethe pdb_setrepddl command to enable replication for DDL.:
pdb setrepddl enable

After replication is enabled for the DDL, you can begin replicating your
primary database.

See the Sybase Replication Agent Primary Database Guide for enabling
DDL replication details specific to your primary database.

Starting replication

Note Before you attempt to replicate transactions from the primary database,
you must complete all of the proceduresin “ Setting up Replication Agent
connectivity” on page 43.

[TTo start replication in the Replication Agent instance

1 Logintothe Replication Agent administration port and use the following
command to verify that the Replication Agent instance isin Admin state:

ra_status

2 Sart replication by invoking the following command:

resume
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3 Usethera_status command to verify that the Replication Agent instance
isin Replicating state.

Note The Replication Agent instance will go to the Replicating state only if a
connection for the primary database has been created in the primary
Replication Server. For more information on creating the primary database
connection in Replication Server, seethe Replication Agent Primary Database
Guide.

When the Replication Agent instanceisin Replicating state, it is scanning the
transaction log for transactionsto be replicated and sending LTL to the primary
Replication Server.

If the Replication Agent instanceisnot in Replicating state after youinvokethe
resume command, see Chapter 4, “ Troubleshooting Sybase Replication
Agent,” for moreinformation.
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This chapter describes administrative tasks and proceduresfor the Sybase
Replication Agent.
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Configuring and tuning the Replication Agent 114

See the Sybase Replication Agent Installation Guide for information
about installing the Sybase Replication Agent software.

See Chapter 2, “ Setup and Configuration,” for information about setting
up the Sybase Replication Agent.

Note Example proceduresin this chapter show isqgl as the Open Client
application used to log in to the Replication Agent administration port.
You can use any Open Client (or Open Client-compatible) application to
log in to the Replication Agent administration port.

Determining current Replication Agent status

Administration Guide

The Replication Agent status consists of the current state and activity of
the Replication Agent instance.
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[To determine the status of a Replication Agent instance

1
2

Log in to the Replication Agent instance with the administrator login.

Usethefollowing command to get current statusfor the Replication Agent
instance:

ra_status

This command returnsthe current state of the Replication Agent instance,
and any current activity, as shown in the following example:

State Action

ADMIN Waiting for operator command
(1 row affected)

Understanding Replication Agent states

When a Replication Agent instance is running, it can bein one of two discrete
states:

66

Admin — the instance has no connections established to other replication
system components, but it is available to execute administrative
commands, such as changing configuration parameters and maintaining
the transaction log or the RASD. No replication processing occurs when
the Replication Agent instanceisin Admin state.

Replicating — the instanceis performing its normal replication

processi ng—scanning the transaction log, processing log records and
change-set data, and sending LTL commands to the primary Replication
Server. In Replicating state, some administrative commands are not
allowed.

Note When the state appears as Replicating (Waiting at end of log), the
instanceisready to perform (or continue) itsnormal replication processing, but
the Log Reader component isidle and waiting for additional transactionsto be
logged.

The default start-up state is Admin. The Replication Agent instance goesto
Admin state automatically when no start-up state is specified.

The state of a Replication Agent instance can be changed by either:
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Admin state

Replicating state

Administration Guide

e Anexterna event that occurs while the Replication Agent is processing
replicated transactions (for example, a network error on the Replication
Server connection), or

e Operator intervention (for example, invoking acommand that changesthe
Replication Agent state).

From the moment a state-changing event occurs until the Replication Agent
instanceis actually in the new state, the instanceis said to be “in transition.”
During state transition, some administrative commands are ignored.

A Replication Agent instance goes to Admin state when:

e Theinstanceis started in its default state.

e Theinstanceis started with the ra utility -admin option.

e The Replication Agent quiesce or suspend command is invoked.

< Anunrecoverable error occurs when the instance is in Replicating state.

In Admin state, the Replication Agent instance is running, but it has no
connection established to the primary Replication Server (or RSSD, if so
configured) or the primary database.

You can perform most administrative tasks while the Replication Agent
instance is in Admin state, including changing the value of any Replication
Agent configuration parameter.

Note In Admin state, the instance can open a connection to the primary
database, if necessary, to process acommand that requests results from the
primary database.

A Replication Agent instance may go to Admin state from Replicating state
when a network failure or communication error causes its connection to the
primary database or the primary Replication Server to be dropped.

When Replication Agent drops a connection, before it goes to Admin state, it
first attempts to re-establish the connection using the values recorded in its
configuration parameters for that connection. If it cannot reconnect, the
Replication Agent instance goes to Admin state.

A Replication Agent instance goes to Replicating state when:
e Theinstanceis started with the ra utility -replicate option.

e The Replication Agent resume command is invoked.

67



Determining current Replication Agent status

In Replicating state, the Replication Agent instance maintains a connection to
the primary database and the primary Replication Server (and RSSD, if so
configured), and its Log Reader component scans the transaction log for
transactions to replicate.

If the Replication Agent instance has finished processing al of the recordsin
the transaction log, its state may appear as Replicating (Waiting at end of |og).
In that case:

e TheLog Reader component’s |og-scanning process “ sleeps’ according to
thevalues of thescan_sleep_increment and scan_sleep_max configuration
parameters.

e Afterthe Log Transfer Interface (LTI) component finishes processing all
of the change setsit received from the Log Reader and sending all of the
LTL to the Replication Server, no replication throughput will occur until
new replicated transactions appear in the log and the L og Reader scans
them.

» The Replication Agent instance remainsin Replicating state, unless some
other event causesit to go to Admin state.

Changing the Replication Agent state

Changing from
Replicating state to
Admin state
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The state of a Replication Agent instance indicates its current operational
condition, and determines which administrative tasks you can perform.

Generally, thereare only two reasonsto changethe state of aReplication Agent
instance:

»  To perform certain administrative or maintenance procedures (change the
state from Replicating to Admin)

» Torestore normal replication processing (change the state from Admin to
Replicating), either after an administrative or maintenance procedure, or
after recovery from an error

To change the state of the Replication Agent instance from Replicating to
Admin, you can use either the quiesce or suspend command. See “Stopping
replication in the Replication Agent” on page 72 for more information.

See the Sybase Replication Agent Reference Manual for more detailed
information about the quiesce and suspend commands.
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Changing from Admin
state to Replicating
state

To change the state of the Replication Agent instance from Admin to
Replicating, you can use theresume command. See* Starting replicationin the
Replication Agent” on page 71 for more information.

See the Sybase Replication Agent Reference Manual for more detailed
information about the resume command.

Getting Replication Agent statistics

The Replication Agent records information about the performance of its
internal components whenever it isin Replicating state. You can use this
information to tune Replication Agent performance or troubleshoot problems.

To get information about Replication Agent performance, use the ra_statistics
command. You can also use ra_statistics to reset the statistics counters.

Note Each time the Replication Agent instance goes to Replicating state,
statistics counters are reset automatically.

See the Sybase Replication Agent Reference Manual for more information
about the ra_statistics command and Replication Agent performance statistics.

Shutting down the Replication Agent instance

Administration Guide

Each Replication Agent instance can be started and shut down independently
of al other componentsin areplication system, and independently of other
Replication Agent instances.

See* Starting the Sybase Replication Agent” on page 32 for information about
how to start a Replication Agent instance.

Shutting down the Replication Agent instance terminates its process on the
host machine.

Note You can stop all replication processing in the Replication Agent without
shutting down the instance. See “ Stopping replication in the Replication
Agent” on page 72 for more information.

69



Shutting down the Replication Agent instance

70

To shut down a Replication Agent instance, you must log in to the
administration port and invoke the shutdown command. The shutdown
command gives you two options:

Normal shutdown —first quiescesthe Replication Agent instance, and then
shuts down the instance, terminating its process.

Immediate shutdown — shuts down the Replication Agent instance and
terminates its process immediately, without first quiescing. To use this
method, use the immediate keyword when you invoke the shutdown
command.

Note If the Replication Agent instanceisin state transition, it ignores the
shutdown command with no option (normal shutdown). It does not ignore
shutdown immediate when it isin any state, including transition from one state
to another.

When a Replication Agent instance is shut down normally, it does the
following:

Stops reading the transaction log
Drops its connection to the primary database
Finishes processing any transactionsit already hasin itsinternal queues

Drops its connection to the Replication Server after successfully sending
LTL for any transactions in itsinternal queues

Terminates its process

[TTo shut down a Replication Agent instance

1
2

Log in to the Replication Agent instance with the administrator login.
Invoke the shutdown command as follows:

e Usethefollowing command to shut down the Replication Agent
instance normally:

shutdown

This command first quiesces the Replication Agent instance before
shutting it down. If the Replication Agent instance isin Replicating
state, and the internal queues are full when you invoke shutdown, the
processing may take awhile to complete, and there may be a delay
before the process terminates.
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See “Quiescing the Replication Agent” on page 73 for more
information about quiesce processing.

e Usethefollowing command to force an immediate shutdown,
regardless of the state of the Replication Agent instance:

shutdown immediate

This command shuts down and terminates the Replication Agent
instance immediately, without first quiescing.

See the Sybase Replication Agent Reference Manual for more detail ed
information about the shutdown command.

Starting replication in the Replication Agent
When you start replication in the Replication Agent:

*  TheReplication Agent instance opens network connectionsto the primary
database and primary Replication Server (and the RSSD, if so configured).

e Theinternal Log Reader and Log Transfer Interface components begin
normal replication processing—scanning the transaction log for
operations to replicate, and sending replicated transactionsto the
Replication Server.

*  The Replication Agent instance goes from Admin state to Replicating
State.

When the Replication Agent instance isin Replicating state, it maintains
connectionsto the primary database and the primary Replication Server (and
RSSD, if so configured), and its Log Reader component scans the transaction
log for transactions to replicate.

The Replication Agent instance must be running before you can start
replication. See “ Starting the Sybase Replication Agent” on page 32 for more
information.

[TTo start replication in the Replication Agent
1 Logintothe Replication Agent instance with the administrator login.
2 Usethefollowing command to start replication:

resume
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After you invoke the resume command, the Replication Agent instance
should go from Admin state to Replicating state.

3 Usethefollowing command to verify that the Replication Agent instance
isin Replicating state:
ra_status
If the Replication Agent instance does not go to Replicating state after you

invoke the resume command, see Chapter 4, “ Troubleshooting Sybase
Replication Agent,” for more information.

See the Sybase Replication Agent Reference Manual for more detailed
information about the resume command and how Sybase Replication Agent
starts replication processing.

Stopping replication in the Replication Agent
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When you stop replication in the Sybase Replication Agent:

» Theinternal Log Reader and L og Transfer Interface components stop their
normal replication processing.

* Any open connectionsto the primary database are released, and the
connection to the Replication Server is dropped.

»  TheReplication Agent instance goes from Replicating state to Admin
State.

When the Replication Agent instance isin Admin state, it isrunning and
available to execute administrative commands, but it does not maintain
connections to the primary database and the primary Replication Server (and
RSSD, if so configured), and it does not process replicated transactions.

Some administrative tasks require the Replication Agent instanceto bein
Admin state. In a normally operating replication system, you must stop
replication in the Replication Agent to perform those tasks.

There are two ways to stop replication in the Replication Agent:

*  Quiescethe Replication Agent instance to stop replication gracefully. See
“Quiescing the Replication Agent” on page 73 for more information.

»  Suspend the Replication Agent instance to stop replication immediately.
See “ Suspending the Replication Agent instance” on page 74 for more
information.
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Quiescing the Replication Agent

Quiescing the Replication Agent instance stops its replication processing
gracefully:

Administration Guide

The Log Reader component stops reading operations from the transaction
log when the current scan iscompl ete. It continuesto send change-set data
to the Log Transfer Interface component until it finishes processing the
last operation it scanned from the log.

The Log Transfer Interface component stops sending LTL commands to
the Replication Server as soon asit finishes processing the last change set
it received from the Log Reader.

When the Log Transfer Interface component is finished processing its

input queue and sending theresulting LTL, the Replication Agent instance
releasesall of itsconnectionsto the primary database (if any are open), and
drops its connection to the Replication Server (and RSSD, if connected).

The Replication Agent instance goes from Replicating state to Admin
state.

[TTo quiesce a Replication Agent instance
1 Logintothe Replication Agent instance with the administrator login.

2 Usethefollowing command to quiesce the Replication Agent:

quiesce

After you invoke the quiesce command, the Replication Agent instance
should go from Replicating state to Admin state.

Use the following command to verify that the Replication Agent instance
isin Admin state;

ra_status

Note If theinternal queuesarefull when youinvoke the quiesce command, the
quiesce processing may take a while to complete, and there may be adelay
before the Replication Agent instance completes its transition to Admin state.

See the Sybase Replication Agent Reference Manual for more detailed
information about the quiesce command and Sybase Replication Agent quiesce
processing.
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Suspending the Replication Agent instance

Suspending the Replication Agent instance stopsiits replication processing
immediately:

» TheLog Reader component stops scanning the transaction log
immediately, and the Log Transfer Interface component stops sending
LTL commands to the Replication Server immediately.

e All datainthe Replication Agent internal queues (input and output queues
of the Log Reader and L og Transfer Interface components) is flushed
without further processing.

e TheReplication Agent instance releases all of its connections to the
primary database (if any are open), and drops its connection to the
Replication Server (and RSSD, if connected).

e The Replication Agent instance goes from Replicating state to Admin
state.

[_ITo suspend a Replication Agent instance
1 Logintothe Replication Agent instance with the administrator login.

2 Usethefollowing command to suspend the Replication Agent:
suspend

After you invoke suspend, the Replication Agent instance should go from
Replicating state to Admin state.

3 Usethefollowing command to verify that the Replication Agent instance
isin Admin state:

ra_status

See the Sybase Replication Agent Reference Manual for more detailed
information about the suspend command.

Managing the Replication Agent transaction log

This section describes transaction log administration and maintenance
procedures for the following Sybase Replication Agent variants:

* Replication Agent for Informix
* Replication Agent for Microsoft SQL Server

74 Sybase Replication Agent 12.6



CHAPTER 3 Administering Sybase Replication Agent

Replication Agents for
Informix and Microsoft
SQL Server

Replication Agent for
uDB

Replication for Oracle

Administration tasks
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e Replication Agent for DB2 Universal Database (UDB)
* Replication Agent for Oracle

The Replication Agent for Informix and the Replication Agent for Microsoft
SQL Server aretrigger-based. To capture replicated transactionsin the primary
database, each trigger-based Replication Agent uses its own proprietary
transaction log, which consists of objects (tables, stored procedures, and
triggers) that it creates, owns, and maintains in the primary database.

Theonly routine maintenance required for thetrigger-based Replication Agent
transaction log is truncation. If not periodically truncated, the Replication
Agent transaction log objects can grow to consume all of the resources
alocated to the primary database.

The Replication Agent for UDB uses the native DB2 |og to capture replicated
transactions. The Replication Agent for UDB does create some “transaction
log” objectsin the primary databaseto storeits system data, but those database
objects require no routine maintenance. See the Sybase Replication Agent
Primary Database Guide for information on how to manually archive the
transaction log.

The Replication Agent for UDB has no effect on conventional transaction log
maintenance requirementsin DB2 UDB.

The Replication Agent for Oracle uses the native Oracle log to capture
replicated transactions. The transaction log objects it creates in the primary
database facilitate stored procedure replication. These database objectsrequire
no routine maintenance.

Oracle log archive operations do not occur until the Replication Agent has
processed all thelog recordsin aredo log file. Once processed, the Replication
Agent will issue the archive log command to the Oracle database.

Note Seethe Sybase Replication Agent Primary Database Guide for more
details.

The following sections describe each Replication Agent transaction log
administration and maintenance task in detail:

< Initializing the Replication Agent transaction log
« Removing the Replication Agent transaction log
e Forcing transaction log removal

e Truncating the Replication Agent transaction log
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Backing up Replication Agent objects in the primary database

Initializing the Replication Agent transaction log

The Replication Agent instance must be running and connectivity to the
primary database must be established before you can initialize atransaction
log. See* Starting the Sybase Replication Agent” on page 32 and “ Setting up
Replication Agent connectivity” on page 43 for more information.
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Note Beforeyou initialize a Replication Agent that has a Replication Agent
System Database (RASD), the primary database must be quiesced. Currently,
only the Replication Agent for Oracle usesan RASD. Thefollowing procedure
includes quiescing.

[TTo initialize a Replication Agent transaction log in the primary database

1
2

Log in to the Replication Agent instance with the administrator login.

Use the following command to determine if a transaction log associated
with this Replication Agent instance already exists in the primary
database:

pdb xlog

If atransaction log does not exist, the pdb_xlog command returns no
information about transaction log objects. Continue this procedure to
create atransaction log in the primary database.

Note The pdb_xlog command looksfor transaction log components based
on thevalue of thepdb_xlog_prefix configuration parameter. |f the value of
the pdb_xlog_prefix parameter changed after atransaction log was created,
the pdb_xlog command will not find the previously created transaction log
objects.

If a Replication Agent transaction log existsin the primary database, the
pdb_xlog command returns a list of the transaction log objects. For
Replication Agent for Oracle, if replication has been initialized, it returns
the Oracle database instance name.

If atransaction log exists for the Replication Agent instance, you need not
complete this procedure.
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If you want to use a particular string for the database object name prefix
of the transaction log components, use the ra_config command to set the
value of the pdb_xlog_prefix parameter:

ra config pdb xlog prefix, XXX

where XXX isaone- to three-character string that will be the new value of
the pdb_xlog_prefix parameter, and the prefix string used in the database
object names of transaction log components when the transaction log is
created. The default value of the pdb_xlog_prefix parameter isra_.

Note Thevalue of the pdb_xlog_prefix_chars parameter specifies the
non-al phabetic charactersthat are allowed in the prefix string (the val ue of
the pdb_xlog_prefix parameter). The primary data server may restrict the
characters that can be used in database object names.

You can also use ra_config to determine the current value of the
pdb_xlog_prefix parameter:

ra config pdb xlog prefix

When you invokera_config and specify a configuration parameter with no
value, it returns the current value of that parameter.

If your Replication Agent has an RASD, you must quiesce the primary
database, or otherwise prevent any DDL operations that can change the
database objects or schema.

Currently, only the Replication Agent for Oracle uses an RASD.

Log in to the primary data server with a user login that has appropriate
permissions or authority, and then quiesce the primary database (or
execute the commands necessary to prevent any DDL operations that
change the database objects or schema).

Use the pdb_xlog command to initialize the Replication Agent transaction
log:

pdb xlog init

Note When you invoke pdb_xlog with the init keyword, the command
returns an error message if atransaction log (using the prefix string
currently specified in the pdb_xlog_prefix parameter) already existsin the
primary database.

77



Managing the Replication Agent transaction log

When you invoke the pdb_xlog command with the init option, the
Replication Agent does the following:

e Checksthe primary database for compatible settings.

e GeneratesaSQL script that isrunin the primary database. This script
creates the Replication Agent transaction log base objects.

For Replication Agents that use a RASD, the RASD isinitialized with
information from the primary database.

Note You can configurethe Replication Agent to generate the script—but
not execute—Dby setting thevalue of thepdb_auto_run_scripts parameter to
false before you invoke the pdb_xlog command. To complete the
transaction log creation, you must manually execute that script in the
primary database.

If the log-creation script executes successfully, the script is stored in afile
named create.sql in the scripts/xlog/installed directory.

If the log-creation script does not execute successfully, the primary databaseis
not changed, and the script is stored in afile named create.sgl in the
scripts/xlog directory.

Check the primary database error log to determine why the log-creation script
did not execute successfully. To get the log-creation script to execute
successfully, you may need to edit the script file. See Chapter 4,
“Troubleshooting Sybase Replication Agent,” for more information.

Removing the Replication Agent transaction log

The Replication Agent instance must be running in Admin state to remove the
transaction log. See “ Starting the Sybase Replication Agent” on page 32 for
more information.

[_ITo remove the Replication Agent transaction log from the primary
database

1 Loginto the Replication Agent instance with the administrator login.

2 Usethepdb_xlog command to verify that atransaction log associated with
this Replication Agent instance exists in the primary database:

pdb xlog
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If atransaction log does not exist for this Replication Agent instance, the
pdb_xlog command returns no information about transaction log objects.
If no transaction log exists, you need not complete this procedure.

Note Thepdb_xlog command looksfor transaction log components based
on the current value of the pdb_xlog_prefix configuration parameter. If the
value of the pdb_xlog_prefix parameter changed after atransaction log was
created for a Replication Agent instance, the pdb_xlog command will not
find the previously created transaction log.

If atransaction log existsfor this Replication Agent instance, the pdb_xlog
command returns alist of the names of the transaction log database
objects. Continue this procedure to remove the transaction log from the
primary database.

Use the pdb_setreptable command to disable replication for all marked
tables in the primary database:

pdb_setreptable all, disable

When you invoke the pdb_setreptable command with the all and disable
keywords, Replication Agent disablesreplication for all marked tablesin
the primary database.

Use the pdb_setrepproc command to disable replication for all marked
procedures in the primary database:

pdb setrepproc all, disable

Use the pdb_setreptable command to unmark all marked tablesin the
primary database:

pdb_ setreptable all, unmark

When you invoke the pdb_setreptable command with the all and unmark
keywords, Replication Agent removes replication marking from all
marked tables in the primary database.

If there are pending transactions for any trigger-based table that you
attempt to unmark, pdb_setreptable returns an error message. You can
force an unmark, regardless of pending transactions or the table's enable
status, by following the unmark keyword with the force keyword:

pdb_ setreptable all, unmark, force

Use the pdb_setrepproc command to unmark all marked proceduresin the
primary database:

pdb_setrepproc all, unmark
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When you invoke the pdb_setrepproc command with the all and unmark
keywords, Replication Agent removes replication marking from all
marked proceduresin the primary database.

If there are pending transactions for any trigger-based procedure that you
attempt to unmark, pdb_setrepproc returnsan error message. You canforce
an unmark, regardless of pending transactions or the procedure’s enable
status, by following the unmark keyword with the force keyword:

pdb_setrepproc all, unmark, force

Note Normally, if any objectsin the primary database are marked for
replication, you cannot remove the Replication Agent transaction log.

Use the pdb_xlog command to remove the Replication Agent transaction
log:

pdb xlog remove

Note When you invoke the pdb_xlog command with theremove keyword,
the command returns an error message if no transaction log existsin the
primary database.

After you invoke the pdb_xlog command with the remove keyword,
Replication Agent generates a script that, when executed, removes the
transaction log base objects from the primary database.

Note You can configure Replication Agent to simply build the script, but
not execute it, by setting the value of the pdb_auto_run_scripts parameter
to false prior to invoking the pdb_xlog command. To complete the
transaction log removal process when thereisno RASD involved, you
have to manually execute the script.

If the log removal script executes successfully, the script is stored in afile
named remove.sql file in the RAX-12_6\inst_name\scripts\xlog\installed
directory.

If the log removal script does not execute successfully, the script isstored ina
file named remove.sqgl in the RAX-12_6\inst_name\scripts\xlog directory.
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Forcing transaction log removal

When you invoke the pdb_xlog command with the remove keyword,
Replication Agent creates a script (remove.sql) that, when executed
successfully, removes all transaction |og objects from the primary database.

In the event that the remove.sql script fails for some reason, some transaction
log components may be removed from the primary database and some
components may remain.

Note If errorscauseascript execution failure, you should refer to your primary
database error logs and the Replication Agent system log to evaluate the any
errors and determine if any corrective action is necessary.

Even after you correct the cause of the failure, if you simply re-execute the
remove.sql script after afailure in which some (but not al) transaction log
components were removed, the script will immediately fail again because of
the missing (successfully removed) transaction log components.

To avoid this problem and finish removing transaction log components after a
script execution failure, you can invoke the pdb_xlog command with the
remove keyword followed by the force keyword:

pdb_xlog remove, force

When you use the force keyword, the execution of the remove.sql script
continues, even when errors are encountered, until the script is finished.

Truncating the Replication Agent transaction log
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The Replication Agents for Informix, Microsoft SQL Server, and Oracle
support both automatic and manual transaction log truncation.

You can enable or disable automatic log truncation at any time, and you can
truncate the Replication Agent transaction log manually at any time, with
automatic log truncation either enabled or disabled.

Note The Replication Agent for UDB does not support transaction log
truncation.

The Replication Agent for Oracle supports transaction log truncation by
controlling archive operations against the Oracleredo logs. Seethe Replication
Agent Primary Database Guide for details.
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Automatic truncation
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When the Replication Agent truncatesits transaction log, either automatically
or on command (manually), the truncation point is determined by the most
recent LTM Locator received from the primary Replication Server.

You have two options for automatic transaction log truncation:

e Automatic truncation each time the Replication Agent receives a new
LTM Locator value from the primary Replication Server

e Periodic truncation on atime interval you specify

Replication Agent truncates the transaction log based on the most recent
truncation point received from the primary Replication Server. The truncation
point is part of the information contained in the LTM Locator.

[To enable automatic log truncation

1 Loginto the Replication Agent instance with the administrator login.

2 Usethera_config command to enable automatic log truncation and specify
the type of automatic truncation:

* Usethefollowing command to enable automatic log truncation at a
specified time interval:

ra_config truncation type, interval

e Usethefollowing command to enable automatic log truncation
whenever the Replication Agent receivesanew LTM Locator value
from the primary Replication Server:

ra_config truncation type, locator update

3 If you enabled automatic log truncation based on atime interval, use
ra_config to specify the time interval for automatic truncation:

ra config truncation interval, N

where N is the number of seconds between automatic truncations.

Note The maximum truncation_interval value is 720.

See the Sybase Replication Agent Reference Manual for more information
about the truncation_interval and truncation_type configuration parameters.

[TTo disable automatic log truncation

1 Logintothe Replication Agent instance with the administrator login.

2 Usethera_config command to disable automatic log truncation:
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Manual truncation

ra config truncation type, command

Note If the value of the truncation_type parameter isinterval, and the value of
the truncation_interval parameter is 0 (zero), automatic log truncation is
effectively disabled.

If automatic log truncation is disabled, you must periodically truncate the
Replication Agent transaction log manually.

[TTo truncate the Replication Agent transaction log manually

1 Logintothe Replication Agent instance with the administrator login.

2 Usethefollowing command to truncate the Replication Agent transaction
log:

pdb_truncate_ xlog

The pdb_truncate_xlog command is asynchronous; it does not return
success or failure, unless an immediate error occurs.

Note To determine the results of pdb_truncate_xlog, you can use the
ra_statistics command, both before and after you invoke
pdb_truncate_xlog, to compare the Number of transactions truncated value.
Replication Agent for Oracle does not provide this statistic.

See the Sybase Replication Agent Reference Manual for more information
about the pdb_truncate_xlog command.

Note Asan aternative to the Replication Agent automatic log truncation
feature, you can use a scheduler utility to execute the pdb_truncate_xlog
command in ascript.

Backing up Replication Agent objects in the primary database
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The Sybase Replication Agent does not support automatically backing up and
restoring Replication Agent objectsin the primary database.

Sybase recommends that you use the database backup utilities provided by
your primary database vendor to periodically back up the Replication Agent
transaction log objects in the primary database.
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RASD overview
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A new feature introduced in Sybase Replication Agent version 12.6, the
Replication Agent for Oracle uses an embedded database, managed by
Adaptive Server Anywhere, for its Replication Agent System Database
(RASD).

There are four tasks you can perform to maintain the RASD:
» Updating the RASD

» Backing up the RASD

* Restoring the RASD

»  Truncating the RASD

Each instance of the Replication Agent for Oracle depends on the information
inits Replication Agent System Database (RASD) to recognize database
structure or schema objects in the transaction log.

When you create a Replication Agent instance, the RASD is created
automatically, but it containsno information until you initialize the Replication
Agent instance.

When you initialize a Replication Agent instance, it does the following:

*  Queriesthe primary database to get information about the database
structure or schema

*  Storesinformation about the database schemain its RASD

Initializing the Replication Agent is one of the tasks required to set up the
replication system, and it has severa prerequisites. See “ The Replication
Agent instance” on page 11 for more information about these tasks, and
initializing the Replication Agent.

After the RASD isinitially populated, its contents will be synchronized with
the primary database automatically during normal replication (without
intervention).

If replication does not occur, the contents of the RASD become stale (not
synchronized with the primary database), and you should rebuild them before
use.
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Most of the common data definition language (DDL) commands and system
procedures executed in the primary database are recorded in the transaction
log, and they are replicated to the standby database. When it processes those
DDL transactions for replication, the Replication Agent updates the RASD
automatically.

If aDDL command or system procedure produces a change in the primary
database schema and the Replication Agent cannot recogni ze that command or
procedure and update its RASD automatically, areplication failure will occur
if a subsequent transaction changes datain an object that is not recorded in the
RASD. In that event, you must re-initialize and quiesce the primary database,
and force the Replication Agent to update its RASD. See “Updating the
RASD” on page 86 for more information.

Each time it processes a DDL transaction that affects an existing database
object, the Replication Agent creates a new version of the object metadatain
its RASD. The version of each object isidentified by the LTM Locator value
of the DDL transaction that changed it.

Previous versions of objects must be kept in the RASD long enough to allow
system recovery. For example, replaying atransaction that involved an object
before it was changed by DDL could produce an error (or data inconsistency)
with the current version of the object.

Note The Sybase Replication Agent does not support replaying transactions
from arestored transaction log.

The Replication Agent determines which version of each object to use by
comparing the object’s current version string with the current LTM Locator
value. If the current LTM Locator valueis greater than or equal to the value of
the object version, the current object metadatais used. If the current LTM
Locator valueislessthan the value of the object version, aprevious version of
the object metadata must be used.

Without periodic truncation, the size of the RASD can grow indefinitely, as
more and more versions of object metadata are added. See “ Truncating the
RASD” on page 90 for more information.
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Updating the RASD

Note The RASD isnormally updated automatically during normal replication
activity. Thefollowing procedure to force an update of the RASD should only
be used with the recommendation of Sybase Technical Support when the
RASD is suspected of being corrupt.

Once the datain the RASD is created by initializing the Replication Agent
instance, the only way to update the RASD isto re-initialize the instance using
the pbd_xlog command with the init and force keywords.

Note Beforeyou re-initialize the Replication Agent, the primary database
must be quiesced. The following procedure includes quiescing.

[ITo update the RASD

1
2
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Log in to the Replication Agent instance with the administrator login.

Use the following command to determine the state of the Replication
Agent instance:

ra_status

If the Replication Agent isin Admin state, skip this step and continue with
step 4.
If the Replication Agent isin Replicating state:

a Usethefollowing command to quiesce the Replication Agent
instance:

quiesce

b Usethefollowing command to verify that the Replication Agentisin
Admin state:

ra_status

Beforeyoure-initializethe RASD, you must quiesce the primary database,
or otherwise prevent any DDL operations that can change the database
objects or schema.

Loginto the primary data server, using a user login that has appropriate
permissions or authority, and then quiesce the primary database (or
execute the commands necessary to prevent any DDL operations that
change the database objects or schema).
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5 Usethefollowing command to re-initialize the Replication Agent and
forceit to update its RASD:

pdb xlog init, force

Note The pbd_xlog init, force command does not overwrite any marking
information or configurations. It also does not overwrite any existing path
information to thelog device (or redo log in Oracle) in the RASD, if all of
the following log information in the RASD matches that returned by the
primary data server.

The following log information pertains only to Oracle:
*  Redo group number

e Redo name

¢ Redo path

For each log device or redo log identified in the RASD, if any item in the
preceding list does not match the information returned by the primary data
server, pbd_xlog init, force overwritesthe RASD record for that log device
or redo log with the information returned by the primary data server.

6 After the Replication Agent isinitialized, you must release the quiesce
hold on the primary database to restore normal client accessto the
database. Use one of the following methods to do this:

Login to the primary data server, using a user login that has appropriate
permissions or authority, and then rel ease the quiesce hold on the primary
database (or execute the commands necessary to restore normal client
access to the database).

7 Usethefollowing command to resume replication in the Replication
Agent:

resume

8 Usethefollowing command to verify that the Replication Agent isin
Replicating state:

ra_status

If the Replication Agent does not return to Replicating state, see Chapter 4,
“Troubleshooting Sybase Replication Agent,” for more information.
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Backing up the RASD

Like any database, you should periodically back up the RASD to prevent data
loss in the event of adevice failure.

Note Sybase recommends that you always back up the RASD after you
truncate the primary database | og.

The Replication Agent places RASD backup filesin thedirectory identified by
the rasd_backup_dir configuration parameter. See the Sybase Replication
Agent Reference Manual for more information about the rasd_backup_dir
parameter.

You need not interrupt replication to back up the RASD. You can back up the
RASD at any time, when the Replication Agent instanceis in any state.

[_ITo back up the RASD
1 Loginto the Replication Agent instance with the administrator login.
2 Usethefollowing command to back up the RASD:
rasd_backup

After the backup completes successfully, the Replication Agent returns a
message to confirm that the RASD backup was successful.

If the Replication Agent could not find the directory identified in the
rasd_backup_dir parameter, or if it could not write the RASD backup filesin
that directory (for example, because of a permission problem), it returns an
error. You must correct the cause of the error to successfully back up the
RASD.

Restoring the RASD

If the RASD becomes corrupt (for example, because of a device failure), you
can restore the database from the most recent backup files.
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The Replication Agent retrieves the RASD backup files from the directory
identified by the rasd_backup_dir configuration parameter. See the Sybase
Replication Agent Reference Manual for more information about the
rasd_backup_dir parameter.

Note To restorethe RASD, the Replication Agent instance must be in Admin
state.

[TTo restore the RASD

1
2

Log in to the Replication Agent instance with the administrator login.

Use the following command to determine the state of the Replication
Agent instance:

ra_status

If the Replication Agent isin Admin state, skip this step and continue with
step 4.

If the Replication Agent isin Replicating state:

a Usethefollowing command to quiesce the Replication Agent
instance:

quiesce

b Usethefollowing command to verify that the Replication Agentisin
Admin state;

ra_status

After you verify that the Replication Agent isin Admin state, use the
following command to restore the RASD:

rasd_restore

After the restore compl etes successfully, the Replication Agent returns a
message to confirm that the RASD restore was successful.

If the Replication Agent cannot find the directory identified in the
rasd_backup_dir parameter, or if it cannot read the RASD backup filesin
that directory (for example, because of a permission problem), it returns
an error. You must correct the cause of the error to restore the RASD.

After the RASD is successfully restored from the most recent backup, use
the following command to resume replication in the Replication Agent
instance:

resume

89



Managing the Replication Agent System Database

If the Replication Agent does not return to Replicating state, see Chapter 4,
“Troubleshooting Sybase Replication Agent,” for more information.

Truncating the RASD

To keep the RASD from growing indefinitely, you can periodically truncate
older versions of its primary database object metadata.

Note Back up the RASD using rasd_backup before you truncate it. See
“Backing up the RASD” on page 88 for more information.

The RASD stores definitions for two types of database objects:
» Articles—tables and stored procedures that are marked for replication.
»  Users—database users who apply transactionsin the primary database.

Usethera_truncatearticles and ra_truncateusers commands to manage the size
of the RASD.

You need not interrupt replication to truncate the RASD. You can truncate the
RASD at any time, when the Replication Agent instanceis in any state.

[—TTo truncate older versions of articles in the RASD
1 Logintothe Replication Agent instance with the administrator login.
2 Usethefollowing command to truncate articles in the RASD:
ra_ truncatearticles NNN

where NNN isan LTM Locator value that identifies the ol dest non-current
version of any article to be kept.

All non-current versions of all articlesthat arelessthan the LTM Locator value
you specify are truncated from the RASD. If the current (most recent) version
of an articleis older than the version identified by the LTM Locator value, it is
not truncated.

[—TTo truncate older versions of users in the RASD
1 Logintothe Replication Agent instance with the administrator login.
2 Usethefollowing command to truncate usersin the RASD:

ra_truncateusers NNN
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where NNN isan LTM Locator value that identifies the oldest non-current
version of any user to be kept.

All non-current versions of all usersthat are less than the LTM Locator value
you specify are truncated from the RASD. If the current (most recent) version
of auser isolder than theversion identified by the LTM Locator value, itisnot
truncated.

|ldentifying replicated transactions and procedures

Administration Guide

In a Sybase transaction replication system, the Sybase Replication Agent and
Replication Server components both providefeaturesthat allow you to identify
(or select) the transactions that you want to replicate. You need not replicate al
transactions, or all data-changing operations, in the primary database.

Theability to select transactionsfor replication is particul arly useful when you
need to implement a replication system to support an application that uses
some of the tables in a database, but not all of them.

By marking tables, you identify the specific tablesin the primary database for
which transactions are replicated. Transactions that affect the datain marked
tables are referred to as replicated transactions.

Note If atransaction affects datain both marked and unmarked tables, only the
operations that affect datain marked tables are replicated.

By marking stored procedures, you identify (or select) the specific procedures
in the primary database that will be replicated as applied functions. When a
marked procedure isinvoked in the primary database, itsinvocation is
replicated, along with its input parameter values, to the replicate database.

The ability to select proceduresfor replication is particularly useful when you
need to implement a replication system to support an application that uses
stored procedures, or when replicating a single procedure invocation is more
efficient than replicating numerous, individual data-changing operations that
are produced by a single procedure invocation.

Sybase Replication Agent provides the following features to allow you to
select replicated transactions and procedures:

e Marking and unmarking tables
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e Enabling and disabling replication for marked tables

e Enabling and disabling replication for LOB columns

e Marking and unmarking stored procedures

e Enabling and disabling replication for stored procedures

« Enabling and disabling replication for DDL (Replication Agent for
Oracle)

Preparing to mark tables or stored procedures

Before you can mark tables or stored procedures for replication, you must
create the Replication Agent transaction log objects.

See the following for more information:
» “Initializing the Replication Agent transaction log” on page 76
»  “Managing the Replication Agent System Database” on page 84

Marking and unmarking tables

Table marking with
trigger-based
Replication Agents

92

To replicate transactions that affect the datain atablein the primary database,
that table must be marked for replication, and replication must be enabled for
the marked table.

Marking atable can be separate from enabling replication for that table. If the
value of the pdb_dflt_object_repl parameter istrue, replication is enabled
automatically at the time atable is marked. See “Enabling and disabling
replication for marked tables” on page 99 for more information.

The table-marking process of trigger-based Replication Agents (for Informix
and Microsoft SQL Server) isdifferent from the table-marking processes of the
Replication Agent for UDB and the Replication Agent for Oracle.

When atable is marked for replication, atrigger-based Replication Agent
creates several transaction log objects in the primary database to support
replication for that table:

e Shadow table — prefixSH_xxx
e Blob shadow table — prefixBSH_xxx

e Shadow-row procedure — prefixSRP_xxx
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e Blob shadow-row procedure — prefixBSRP_xxx
e Insert trigger — prefixINSTRG_xxx

e Updatetrigger — prefixUPDTRG_xxx

e Deletetrigger — prefixDELTRG_xxx

where:

« prefixisthe 1 to 3-character transaction log prefix string specified by the
pdb_xlog_prefix parameter.

e xXxxisanautomatically generated alphanumeric counter, whichis
incremented each time an object is marked in the primary database.

Note The prefix string recorded in the pdb_xlog_prefix parameter is used for
naming all Replication Agent transaction log database objects.

For example, if the value of the pdb_xlog_prefix parameter isra_ (the default),
and two tables have already been marked, the Replication Agent generates the
following transaction log object names for the third marked table:

e Shadow table—ra_SH ¢

* Blob shadow table—ra_BSH ¢

e Shadow-row procedure—ra_SRP_c

«  Blob shadow-row procedure —ra_BSRP_c
e Insert trigger —ra_INSTRG_c

e Updatetrigger —ra_UPDTRG_c

e Deletetrigger —ra_DELTRG_c

Note If triggersexist on thetable, the Replication Agent attemptsto insert its
trigger code, leaving the existing trigger code intact. You can configure the
Replication Agent instance to simply build a script to mark the table—but not
execute it—by setting the value of the pdb_auto_run_scripts parameter to false.
To complete the table marking, you have to manually execute the script.
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Table unmarking with
trigger-based
Replication Agents

Table marking with the
Replication Agent for
ubDB
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If you need to change the schema of a marked table in the primary database,
you must unmark the table to remove the shadow table, stored procedure, and
triggers that Replication Agent creates for the primary table, then change the
primary table’'s schema and re-mark the table.

Note If you change the schema of a primary table, you may need to
rematerialize the replicate table.

When you unmark a table marked for replication, atrigger-based Replication
Agent removes the transaction log objects for that table from the primary
database.

Sybase Replication Agent provides two ways to unmark an object:

e Normal unmarking — The Replication Agent first checksto seeif
replication is disabled for the table, then it checks for any unprocessed
transactionsin thetransaction log. If replication is not disabled, or if there
are any unprocessed transactions in the transaction log, the unmarking
operation fails.

e Forceunmarking — The Replication Agent unmarksthe tableimmediately,
without checking the replication enabled status or |ooking for unprocessed
transactions in the transaction log.

Note Forced unmarking can cause transactional inconsistency between the
primary database and replicate database. In general, it should be used only
when you are removing the entire transaction |og and discontinuing replication
from the primary database, or in troubleshooting procedures.

When atable is marked for replication with the |og-based Replication Agent
for UDB (DB2), the Replication Agent does the following:

* Logsin to the primary database and sets the value of the table’s DATA
CAPTURE option to DATA CAPTURE CHANGES.

» Addsarow to the Replication Agent marked objects table in the primary
database. Each row in the marked objects table lists attributes of atable
marked for replication in the primary database.

If you need to change the schema of a marked table, you must:
1 Lock thetable so that new operations cannot change any datain the table.

2 Wait for the Replication Agent to complete its processing of any logged
transactionsin the table.
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Table unmarking with
the Replication Agent
for UDB

Table marking with the
Replication Agent for
Oracle

Table unmarking with
the Replication Agent
for Oracle
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Quiesce the Replication Agent instance.
Change the table's schema, without changing the DATA CAPTURE option.

Unlock the table to allow normal user or client access.

o 0o b~ W

Use the Replication Agent resume command to restart replication.

Note If you change the schema of a primary table, you may need to
rematerialize the replicate table.

When you unmark a table marked for replication with the log-based
Replication Agent for UDB, the Replication Agent does the following:

e Logsintothe primary database and restores the value of the table’s DATA
CAPTURE option to the value it had before the table was marked.

« Deletesthetable's row in the Replication Agent marked objects table.

When atableisunmarked, any subsequent operationsthat affect the datain that
table areignored (not replicated).

Note Inthe event that the Replication Agent for UDB must re-scan the
transaction log, such as when recovering from areplication error, transactions
recorded prior to unmarking atable will not be replicated.

When atable is marked for replication with the log-based Replication Agent
for Oracle, the Replication Agent does the following:

¢  Connectsto the RASD
¢ Recordsthe mark status for the table in the RASD Article for that table.

When atable is marked, any subsequent operations that affect the data in that
table are replicated.

When you unmark a table marked for replication with the log-based
Replication Agent for Oracle, the Replication Agent does the following:

¢  Connectsto the RASD
¢ Recordsthe unmark status for the table in the RASD Article for that table

When atableisunmarked, any subsequent operationsthat affect the datain that
table areignored (not replicated).
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Marking a table for replication

Use the following procedure to mark tables for replication with any Sybase
Replication Agent (either log-based or trigger-based).

[ITo mark a table in the primary database for replication

1
2
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Log in to the Replication Agent instance with the administrator login.

Use the pdb_setreptable command to determine if the table is already
marked:

pdb_setreptable pdb table

where pdb_table is the name of the table that you want to mark for
replication.

If the pdb_setreptable command returns information that the specified
tableis marked for replication, you need not continue this procedure.

If the pdb_setreptable command returns information that the specified
tableis not marked, continue this procedure to mark the table for
replication.

Use the pdb_setreptable command to mark the table for replication.

The pdb_setreptable command allows you to mark the primary tableto be
replicated and specify a different table name to use in the replicate
database (as specified in areplication definition).

»  Usethefollowing command to mark thetablefor replication when the
replicate table (in the replicate database) has the same table name:

pdb setreptable pdb table, mark

where pdb_table is the name of the table that you want to mark for
replication.

»  Usethefollowing command to mark thetablefor replication when the
replicate table (in the replicate database) has a different table name:

pdb setreptable pdb table, rep table, mark
where;

* pdb_tableisthe name of the table that you want to mark for
replication.
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« rep_tableisthe name of thereplicate tablein the replicate
database.

Note When the primary table and replicate table have different
names, you must use the with all tables named rep_table clause when
you create the replication definition in the primary Replication Server.

*  When marking atable for replication, you have the option to specify
that the table owner’s nameis sent with the tablenameinthe LTL. To
do this, use the owner keyword after the mark keyword, as shown in
the following example:

pdb_setreptable pdb table, mark, owner

where pdb_table is the name of the table that you want to mark for
replication.

Note The table owner’s name returned from the primary database
must be the same as the owner name specified in the replication
definition for the table.

If the value of the pdb_dflt_object_repl parameter istrue, the table you
marked for replication is ready for replication immediately after the
pdb_setreptable command returns successfully.

The default value of the pdb_dflt_object_repl parameter istrue.

If thevalue of the pdb_dflt_object_repl parameter istrue, you can skip step
4 in this procedure.

If thevalue of the pdb_dflt_object_repl parameter isfalse, you must enable
replication for the table, as described in step 4.

4 Usethepdb_setreptable command to enablereplication for amarked table:
pdb_ setreptable pdb table, enable
where pdb_table is the name of the marked table.

After replication is enabled for the table, the Replication Agent can begin
replicating transactions that affect datain that table.
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Unmarking a table

Usethe same procedure to unmark tablesfor replication with either alog-based
Replication Agent or atrigger-based Replication Agent. For non-RASD
instances, Replication Agent must be in Admin state when unmarking.

[TITo unmark atable in the primary database

1
2
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Log in to the Replication Agent instance with the administrator login.

Use the pdb_setreptable command to confirm that the tableis marked in
the primary database:

pdb_setreptable pdb table

where pdb_table isthe name of the table in the primary database that you
want to unmark.

If the pdb_setreptable command returns information that the specified
tableis marked, continue this procedure to unmark the table.

If the pdb_setreptable command does not return information that the
specified table is marked, you need not continue this procedure.

Use the pdb_setreptable command to disable replication from the table:
pdb setreptable pdb table, disable

where pdb_table isthe name of the table in the primary database that you
want to disable.

Usethepdb_setreptable command to remove the replication marking from
the table:

pdb setreptable pdb table, unmark

where pdb_table isthe name of the table in the primary database that you
want to unmark.

If you need to force the unmark, you can use the following command:
pdb setreptable pdb table, unmark, force

Use the pdb_setreptable command to confirm that the table is no longer
marked for replication:

pdb setreptable pdb table
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where pdb_table is the name of the tablein the primary database that you
unmarked.

Note You can unmark all marked objectsin the primary database by invoking
the pdb_setreptable command with the all keyword.

Enabling and disabling replication for marked tables

Administration Guide

If you need to temporarily stop replication for a marked table (for example,
when maintenance operations are performed in the primary database), you can
disable replication for a marked table without affecting replication for other
tablesin the primary database. Then, when you are ready to resume replication
from that table, you can enabl e replication for that table without affecting other
tables in the database.

To replicate transactions that affect the datain atable, that table must be
marked for replication, and replication must be enabled for the marked table.
See “Marking and unmarking tables’ on page 92 for more information.

Replication Agents for Informix, Microsoft SQL Server, and UDB have a
marked objects table which contains an entry for each marked table in the
primary database. Each marked table row contains a flag indicating whether
replication is enabled or disabled for the marked table. Replication Agent for
Oracle has articlesin the RASD. An article is an object that has a one-to-one
relationship to the tables and has amarked indicator.

When replication is disabled for a marked object, the marking infrastructure
remainsin place, but no transactions for that object are captured in the
transaction log.

Note For Replication Agentsfor Informix, Microsoft SQL Server, or DB2
UDB, if you need to change the schema of a marked table in the primary
database, you must first unmark the table to remove the transaction log objects
that Replication Agent creates for the primary table.

Thisisnot required for Replication Agent for Oracle since DDL commandsare
captured in the Oracle database and the RASD will be updated automatically.

See “Marking and unmarking tables’ on page 92 for more information.
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Enabling replication for marked tables
Use the same procedure to enable replication for marked tables with either a
log-based Replication Agent or atrigger-based Replication Agent.
[TTo enable replication for a marked table
1 Loginto the Replication Agent instance with the administrator login.

2 Usethe pdb_setreptable command to verify that replication is disabled for
thetable:

pdb_setreptable pdb table

where pdb_table is the name of the marked table you want to enable
replication for.

If the pdb_setreptable command returns information that the table is
marked and has replication disabled, continue this procedure to enable
replication for the table.

Note A table must be marked for replication before replication can be
enabled or disabled for the table.

3 Usethe pdb_setreptable command to enable replication for the table:
pdb setreptable pdb table, enable

where pdb_table is the name of the marked table in the primary database
for which you want to enable replication.

After replication is enabled for the table, any transaction that affects the
datain that table will be captured for replication.

4 You can use the pdb_setreptable command again to verify that replication
is now enabled for the table:

pdb setreptable pdb table

where pdb_table is the name of the marked table for which you want to
verify that replication is enabled.

Disabling replication for marked tables

Use the same procedure to disable replication for marked tables with either a
log-based Replication Agent or atrigger-based Replication Agent.

[TTo disable replication for a marked table
1 Loginto the Replication Agent instance with the administrator login.
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Use the pdb_setreptable command to verify that replication is enabled for
the table:

pdb_setreptable pdb table

where pdb_table is the name of the marked table for which you want to
disable replication.

If the pdb_setreptable command returns information that the tableis
marked and has replication enabled, continue this procedure to disable
replication for the table.

Note A table must be marked for replication before replication can be
enabled or disabled for the table.

Use the pdb_setreptable command to disable replication for the table:
pdb _setreptable pdb table, disable

where pdb_table is the name of the marked table in the primary database
for which you want to disable replication.

After replication is disabled for the table, transactions that affect the data
in that tablewill not be captured for replication until replication isenabled
again.
You can use the pdb_setreptable command again to verify that replication
is now disabled for the table:

pdb_setreptable pdb table

where pdb_table is the name of the marked table for which you want to
verify that replication is disabled.

Enabling and disabling replication for LOB columns
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In this document, all columns that contain large object (LOB) datatypes are
referred to as L OB columns, regardless of the actual datatype name used by the
primary database vendor. To replicate transactions that affect a LOB column,
replication must be enabled for that column.

You must enable replication for each LOB column you want to replicate, in
addition to marking and enabling replication for the table that contains the
LOB column.
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If the value of the pdb_dflt_column_repl parameter istrue, replication is enabled
automatically for all LOB columnsin atable at thetimethetable is marked. If
the value of the pdb_dflt_column_repl parameter isfalse, replication is not
enabled automatically for any LOB columnsin atable at the time thetableis
marked. See “Marking and unmarking tables’ on page 92 for more
information on marking atable for replication.

When atableis marked for replication and replication is enabled for that table
but not for aL OB column in that table, any part of atransaction that affectsthe
LOB columnisnot replicated. The portion of atransaction that affectsall other
non-LOB columnsisreplicated if the tableis marked for replication and
replication is enabled for the table.

When replication is enabled for aLOB column, Replication Agent makes an
entry in the prefixBLOB_COLUMNS_ table to support replication for that
column.

When Replication Agent triggers process a transaction that affects aLOB
column, the LOB dataisnot stored in the transaction log because of itspossible
size. Instead, the Replication Agent L og Reader component readsthe L OB data
directly from the primary database at the time it processes the transaction.

Because of the way Replication Agent processes the LOB column data when
replicating transactions, it is possible to compromise transaction integrity. For
example, if two transactions change the datain a LOB column and the Log
Reader does not process the first transaction until after the second transaction
has been committed, when the LOB datais read from the primary database, the
value of that dataistheresult of the second transaction. In thisevent, thevalue
of the LOB datain the first transaction is never sent to the replicate database.
After the second transaction is processed by the Log Reader, the primary and
replicate databaseswill be synchronized again, but for aperiod of time between
processing the first and second transactions, the replicate database contains
data that does not match the originating transaction.

This problem occurs only when a LOB column is changed more than once by
a sequence of transactions. The period of time over which the problem exists
could be significant if the replication system throughput is slow or if a
replication system component fails. Assoon asthelast transaction that changes
the LOB column is processed at the replicate site, the problem will be
corrected.
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In contrast, Oracle logs all LOB data (except for BFILE datatypes) in the
Oracleredo log. Thisallows the Replication Agent to apply each individual
L OB change. However, for BFILE data, the same technique is used as for the
trigger-based solution and the same limitation exists—BFILE datais not
logged, but read from the database at the time the rest of the transactionis
processed. If two consequtive transactions modifiy the same bfile, the same
inconsistency described above can occur.

See the Replication Agent Primary Database Guide for more information on
LOB handling for Oracle.

Enabling replication for LOB columns

Administration Guide

[TTo enable replication for a LOB column in a marked table

1
2

Log in to the Replication Agent instance with the administrator login.

Use the pdb_setrepcol command to verify that replication is disabled for
the LOB column:

pdb_setrepcol pdb table, pdb col

where;
* pdb_tableisthe name of the marked table that contains the LOB
column.

e pdb_col isthe name of the LOB column.

If the pdb_setrepcol command returns information that the LOB column
has replication disabled, continue this procedure to enable replication for
the column.

Note The table that contains the LOB column must be marked for
replication before replication can be enabled or disabled for aLOB
column.

Use the pdb_setrepcol command to enable replication for the LOB
column:

pdb_setrepcol pdb table, pdb col, enable

where;
e pdb_tableisthe name of the marked table that contains the LOB
column.
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e pdb_coal isthename of the LOB column for which you want to enable
replication.

After replication is enabled for the LOB column (and if replication is
enabled for the table that contains the column), any transaction that affects
the datain that column will be replicated.

You can use the pdb_setrepcol command again to verify that replicationis
now enabled for the LOB column:

pdb setrepcol pdb table, pdb col

where pdb_table is the name of the marked table that contains the LOB
column and pdb_col is the name of the LOB column for which you want
to verify that replication is enabled.

Disabling replication for LOB columns

[TTo disable replication for a LOB column in a marked table

1
2
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Log in to the Replication Agent instance with the administrator login.

Usethepdb_setrepcol command to verify that replicationisenabled for the
LOB column:

pdb setrepcol pdb table, pdb col

where:
e pdb_tableisthe name of the marked table that contains the LOB
column.

* pdb_coal isthe name of the LOB column you want to disable
replication for.

If the pdb_setrepcol command returns information that the LOB column
has replication enabled, continue this procedure to disable replication for
the column.

Note The table that containsthe LOB column must be marked for
replication before replication can be enabled or disabled for aLOB
column.

Use the pdb_setrepcol command to disabl e replication for the LOB
column:

pdb_setrepcol pdb table, pdb col, disable

where:
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e pdb_tableisthe name of the marked table that contains the LOB
column.

e pdb_col isthename of the LOB column for which you want to disable
replication.

After replication is disabled for the LOB column, transactions that affect
the datain that column will not be replicated unless replication is enabled
for that column again.

You can use the pdb_setrepcol command again to verify that replication is
now disabled for the LOB column:

pdb_setrepcol pdb table, pdb col
where;

* pdb_tableisthe name of the marked table that contains the LOB
column.

e pdb_col isthe name of the LOB column for which you want to verify
that replication is disabled.

Marking and unmarking stored procedures

Sybase Replication Agent supports Replication Server function replication by
replicating the invocation of stored proceduresin the primary database.

Administration Guide

Note Inthisdocument, the terms function and stored procedure are synonyms.

Sybase Replication Agent can replicate both applied functions and request
functions:

Applied functions are stored procedures that are executed in the primary
database and generate transactionsthat affect datain the primary database.

Request functions are stored procedures that are invoked in one database
(for example, areplicate database), then executed in another database (for
example, aprimary database).
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Replication Agent does not distinguish between these two function types,
except to supply a specific user and password for use with request
functions. If you are using request functions, the configuration parameters
function_username and function_password must be supplied. For more
information about applied and request functions, see the Managing
Replicated Functions chapter of the Replication Server Administration
Guide. For more information about the function_username and
function_password configuration parameters, see the Replication Agent
Reference Manual.

In order to replicate a stored procedure invoked in a primary database, the
stored procedure must be marked for replication and replication must be
enabled for that stored procedure. (Thisis analogous to marking and enabling
replication for tables.)

Note Marking a stored procedure for replication is separate from enabling
replication for the stored procedure. If the value of the pdb_dflt_object_repl
parameter istrue, replication is enabled automatically at the time a stored
procedure is marked. See “ Enabling and disabling replication for stored
procedures’ on page 110 for more information on enabling and disabling
replication for amarked stored procedure.

If amarked stored procedure performs operations that affect a marked table,
the operationsthat affect the marked table are not captured for replication, only
the invocation of the marked stored procedure is replicated.

When you mark a stored procedure for replication, Replication Agent creates
a shadow-row procedure for that stored procedure.

Replication Agent also modifies the marked stored procedure as follows:
» Insertsanew first step to execute the associated shadow- row procedure

» Insertsanew last step to again execute the shadow-row procedure with
different parameters.

If you need to temporarily suspend replication of a marked stored procedure
(for example, when database maintenance operations are performed in the
primary database) you can disabl e replication for the stored procedure. See
“Enabling and disabling replication for stored procedures’ on page 110 for
more information.
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When you unmark an object that has been marked for replication, the
transaction log objects that were created to facilitate the replication for that
object are removed from the primary database.

Note Procedure replication is not supported for DB2 UDB.

For more information on the Replication Server function replication feature,
see the Replication Server Administration Guide.

Marking a stored procedure for replication

Administration Guide

When you mark a stored procedure for replication, Replication Agent creates
the transaction log objects that capture the stored procedure invocation in the
transaction log.

Note For Orcacle, DDL replication must be disabled during the marking of
stored procedures. See “Disabling replication for DDL” on page 113.

[ITo mark a stored procedure for replication

1 Logintothe Replication Agent instance with the administrator login.

2 Usethe pdb_setrepproc command to determineif the stored procedure is
already marked in the primary database:

pdb_ setrepproc pdb proc

where pdb_proc is the name of the stored procedure in the primary
database that you want to mark for replication.

If the pdb_setrepproc command returns information that the specified
stored procedure is marked, you need not continue this procedure.

If the pdb_setrepproc command returns information that the specified
stored procedure isnot marked, continue this procedure to mark the stored
procedure for replication.

3 Usethe pdb_setrepproc command to mark the stored procedure for
replication.

The pdb_setrepproc command allows you to mark the primary stored
procedure to be replicated and specify a different stored procedure name
to use in the replicate database (as specified in a function replication
definition).
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e Usethefollowing command to mark the stored procedure for
replication using afunction replication definition with the same stored
procedure name:

pdb_setrepproc pdb proc, mark

where pdb_proc is the name of the stored procedure in the primary
database that you want to mark for replication.

» Usethefollowing command to mark the stored procedure for
replication using a function replication definition with a different
stored procedure name:

pdb_setrepproc pdb proc, rep proc, mark
where;

* pdb_procisthe name of the stored procedure in the primary
database that you want to mark for replication.

* rep_proc isthe name of the stored procedure in the function
replication definition for this stored procedure.

If the value of the pdb_dfit_object_repl parameter is true, the stored
procedure marked for replication with the pdb_setrepproc command
isready for replication after you invokethe pdb_setrepproc command
successfully.

If thevalue of thepdb_dfit_object_repl parameter istrue (the default value),
you can skip step 4 in this procedure.

If the value of the pdb_dfit_object_repl parameter isfalse, you must enable
replication for the stored procedure before replication can take place.

Use the pdb_setrepproc command to enable replication for the marked
stored procedure:

pdb_setrepproc pdb proc, enable

where pdb_proc isthe name of the marked stored procedure for which you
want to enable replication.

After replication is enabled for the stored procedure, you can begin
replicating invocations of that stored procedure in the primary database.

Note If your stored procedureisin Oracle, and you disabled DDL
replication during stored procedure marking, remember to re-enable DDL
replication. See “Enabling replication for DDL” on page 113.
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Unmarking a stored procedure

Administration Guide

When you unmark a stored procedure, Replication Agent removes the
transaction log objects that were created when the stored procedure was
marked. For non-RASD instances, Replication Agent must be in Admin state
when you are unmarking a stored procedure.

Note For Oracle, DDL replication must be disabled during the unmarking of
stored procedures. See “Disabling replication for DDL” on page 113.

[TITo unmark a stored procedure

1 Logintothe Replication Agent instance with the administrator login.

2 Usethe pdb_setrepproc command to confirm that the stored procedureis
marked in the primary database:

pdb_setrepproc pdb proc

where pdb_proc is the name of the stored procedure that you want to
unmark.

If the pdb_setrepproc command returns information that the specified
stored procedure is marked, continue this procedure to unmark the stored
procedure.

If the pdb_setrepproc command does not return information that the
specified stored procedure is marked, you need not continue this
procedure.

3 Usethe pdb_setrepproc command to disable replication of the stored
procedure:

pdb_setrepproc pdb proc, disable

where pdb_proc is the name of the stored procedure that you want to
unmark.

4 Usethepdb_setrepproc command to remove the replication marking from
the stored procedure:

pdb_setrepproc pdb proc, unmark

where pdb_proc is the name of the stored procedure that you want to
unmark.

If you need to force the unmark, you can use the following command:

pdb_ setrepproc pdb proc, unmark, force
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5 Usethe pdb_setrepproc command to confirm that the stored procedureis
no longer marked for replication:

pdb setrepproc pdb proc

where pdb_proc is the name of the stored procedure in the primary
database that you unmarked.

You can unmark all marked stored procedures in the primary database by
invoking the pdb_setrepproc command with the all keyword.

Note If your stored procedureisin Oracle, and you disabled DDL replication
during stored procedure unmarking, remember to re-enable DDL replication.
See “Enabling replication for DDL" on page 113.

Enabling and disabling replication for stored procedures

If you need to temporarily suspend replication of a stored procedure, you can
use the pdb_setrepproc command to disable replication for the marked stored
procedure. When you are ready to resume replication of the marked stored
procedure, you can use the pdb_setrepproc command to enable replication.

Note Procedure replication is not supported for DB2 UDB.

To replicate invocations of a stored procedure in the primary database, the
stored procedure must be marked for replication and replication must be
enabled for that stored procedure.

Marking a stored procedure for replication is separate from enabling
replication for the stored procedure. See “Marking and unmarking stored
procedures’ on page 105 for more information on marking a stored procedure
for replication.

Enabling replication for stored procedures

[TTo enable replication for a marked stored procedure
1 Loginto the Replication Agent instance with the administrator login.

2 Usethepdb_setrepproc command to verify that replicationisdisabled for
the stored procedure:

pdb setrepproc pdb proc
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where pdb_proc is the name of the marked stored procedure you want to
enablereplication for.

If the pdb_setrepproc command returns information that the stored
procedure is marked and has replication disabled, continue this procedure
to enable replication for the stored procedure.

Note A stored procedure must be marked for replication before
replication can be enabled or disabled for the stored procedure.

3 Usethe pdb_setrepproc command to enable replication for the stored
procedure:

pdb_setrepproc pdb proc, enable

where pdb_proc isthe name of the marked stored procedure for whichyou
want to enable replication.

After replication isenabled for the stored procedure, any invocation of that
stored procedure will be replicated.

4 You can use the pdb_setrepproc command again to verify that replication
is now enabled for the stored procedure:

pdb_ setrepproc pdb proc

where pdb_proc isthe name of the marked stored procedure for whichyou
want to verify that replication is enabled.

Disabling replication for stored procedures
[TTo disable replication for a marked stored procedure
1 Logintothe Replication Agent instance with the administrator login.

2 Usethe pdb_setrepproc command to verify that replication is enabled for
the stored procedure;

pdb_setrepproc pdb proc

where pdb_proc is the name of the marked stored procedure you want to
disable replication for.
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If the pdb_setrepproc command returns information that the stored
procedure is marked and has replication enabled, continue this procedure
to disable replication for the stored procedure.

Note A stored procedure must be marked for replication before
replication can be enabled or disabled for that stored procedure.

3 Usethe pdb_setrepproc command to disable replication for the stored
procedure:

pdb_setrepproc pdb proc, disable

where pdb_proc isthe name of the marked stored procedure for which you
want to disable replication.

After replication is disabled for the stored procedure, any invocation of
that stored procedure will not be captured for replication until replication
is enabled again.

4 You can usethe pdb_setrepproc command again to verify that replication
isnow disabled for the stored procedure:

pdb setrepproc pdb proc

where pdb_proc isthe name of the marked stored procedure for which you
want to verify that replication is disabled.

Enabling and disabling replication for DDL

Note DDL replication isavailable only for Oracle. See the Replication Agent
Primary Database Guide for more information on the DDL commands that
that are not replicated.

If you need to temporarily suspend replication of DDL, you can use the
pdb_setrepddl command to disable replication of DDL. When you are ready to
resume replication of DDL, you can use the pdb_setrepddl command to enable
replication.
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When you set the value of pdb_setrepddl to enable, all DDL in your primary
database is replicated.

Note To replicate DDL, Replication Server must have a database-level
replication definition with replicate DDL set in the definition. See the
Replication Server Reference Manual for details on creating a database-level
replication definition.

Enabling replication for DDL
[_TTo enable replication for DDL in the primary database
1 Logintothe Replication Agent administration port.

2 Usethe pdb_setrepddl command without an argument to determine if
replication is already enabled for DDL in the primary database:

pdb_setrepddl

If the pdb_setrepddl command returns information that replication is
enabled, you need not continue this procedure.

If the pdb_setrepddl command returns information that replication is not
enabled for DDL, continue this procedure to enable replication for DDL.

3 Usethe pdb_setrepddl command to enable replication for DDL:
pdb_setrepddl enable

After replication is enabled for the DDL, you can resume replicating your
primary database.

See the Sybase Replication Agent Primary Database Guide for enabling
DDL replication details specific to your primary database.

Disabling replication for DDL
[TTo disable replication for DDL in the primary database
1 Logintothe Replication Agent administration port.

2 Usethe pdb_setrepddl command without an argument to determine if
replication is already disabled for DDL in the primary database:

pdb_setrepddl
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If the pdb_setrepddl command returns information that replicationis
disabled, you need not continue this procedure.

If the pdb_setrepddl command returns information that replicationis
enabled for DDL, continue this procedure to disable replication for DDL.

3 Usethe pdb_setrepddl command to disable replication for DDL.:
pdb_setrepddl disable

After replication isdisabled for the DDL, you can resume replicating your
primary database.

See the Sybase Replication Agent Primary Database Guide for enabling
DDL replication details specific to your primary database.

Configuring and tuning the Replication Agent
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The performance of Sybase Replication Agent can be tuned or optimized by
adjusting some of the Replication Agent configuration parameters.

You can set or change a Replication Agent configuration parameter with the
ra_config command.

Because the Replication Agent overwrites its entire configuration file
whenever ra_config or ra_set_login isinvoked, Sybase recommendsthat you do
not edit the configuration file. Furthermore, each Replication Agent instance
reads its configuration file only at start-up. You must use the ra_config
command if youwant anew configuration parameter valueto take effect before
the instance is shut down and restarted.

Note Some configuration parameter changes are recorded in the configuration
filewhen you invoke ra_config, but they do not take effect until the Replication
Agent instance is shut down and restarted.

All Replication Agent configuration parameters can be changed when the
Replication Agent instanceisin Admin state. Some configuration parameters
cannot be changed when the instance isin Replicating state.

Table 3-1 lists al Replication Agent configuration parameters.
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Table 3-1: Replication Agent configuration parameters

Parameter name Description Default
admin_port Port number on which 10000
Replication Agent listens for
incoming user connections.
column_compression Use minimal column true
information.
compress_ltl_syntax Use abbreviated LTL syntax. true
connect_to_rs Enable/disable connection from  true

LTI to Replication Server.

ddl_password

Password for user ID passed in
LTL with replicated DDL
invocations.

<not_configured>

ddl_username

User ID passed in LTL with
replicated DDL invocations.

<not_configured>

dump_batch_timeout Timeto sendincompletebufferto 5
Replication Server.
filter_maint_userid Log Reader filters operations true

with maintenance user ID.

function_password

Password for user ID passed in
LTL with replicated stored
procedure invocations.

““ (empty string)

function_username User ID passed in LTL with sa
replicated stored procedure
invocations.

log_backup_files Determines the number of log 3

backup files kept in the log
directory.

log_directory

Directory where Replication
Agent system log file is located.

Current directory on
the Replication
Agent host machine
from which the
Replication Agent

Administration Guide

instance was started.
log_trace_verbose Switch on/off verbose modein fase
trace log file.
log_wrap Number of 1KB byte blocks 1000
written to log file before
wrapping.
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Parameter name

Description

Default

Ir_ntext_byte_order

Specifies which byte order to use
when replicating NTEXT data:
"big (BigEndian), little
(LittleEndian)." For Microsoft
SQL Server only.

big

Iti_batch_mode

Specifies whether to batch the
LTL commands sent to
Replication Server.

true

Iti_max_buffer_size

Maximum number of change sets
stored in the LTI input buffer.

5000

Iti_update_trunc_point

Number of LTL commands sent
before LTI requests new LTM
Locator.

1000

Itl_batch_size

Size of the LTL batch buffer.

40000

Itl_character_case

Case of database object names
sent to Replication Server.

asis

Itl_origin_time_required

Specifies whether to send
origin_timecommandtaginLTL.

false

[tm_admin_pw

Password for Replication Agent
administrative port.

“* (empty string)

Itm_admin_user

User ID for Replication Agent
administrative port.

sa

max_ops_per_scan

Maximum number of operations
Log Reader will read in asingle
log scan.

1000

pdb_auto_run_scripts

Automatic execution of SQL
scripts used to create/remove
transaction log objects and
mark/unmark primary database
objects.

true

pdb_convert_datetime

Convertsnativedate/timeformats
to Sybase datetime format.

false

pdb_dflt_column_repl

Enables replication for LOB
columns by default when tableis
marked.

false

pdb_dflt_object_repl

Enables replication by default
when object is marked.

true

pdb_exception_handling

Allows primary database to
continue operation if Replication
Agent triggersfail.
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Parameter name

Description

Default

pdb_update_stats_count

Indicatesthetotal number of rows
that must be truncated before
update statistics isrun at the
primary database. A value of
zero indicates that update
statistics should not be run at all.
Therangeis 0to 2,147,483,647.
For Informix only.

10,000

pdb_update_stats_type

Indicates the type of update
statistics to run at the primary
database: low, medium, high. For
Informix only.

medium

pdb_xlog_device

Name of the primary database
device.

NULL

pdb_xlog_prefix

Character string prefix used to
identify transaction log objects.

ra_

pdb_xlog_prefix_chars

Non-alphabetic characters
allowed in pdb_xlog_prefix.

For DB2 Universal
Database: _#@

For Informix: _

For Microsoft SQL
Server:  $H@

For Oracle: #$

pds_connection_type

Type of connection to primary
data server.

For DB2 Universal
Database:
UDBODBC

For Informix:
IFXJDBC

For Mircosoft SQL
Server:
MSMERJIDBC

For Oracle:
ORAJDBC

pds_database_name

Name of databasereplicated from
primary data server.

<not_configured>

pds_datasource_name

Data source name of database
replicated from primary data
server.

<not_configured>

pds_host_name

Name of primary data server host
machine.

<not_configured>
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Parameter name

Description

Default

pds_password

Password for user ID Replication
Agent usesto access primary data
server.

“* (empty string)

pds_port_number Port number for primary data 1111
server.

pds_retry_count Number of times to retry 5
connection to primary data server.

pds_retry_timeout Number of seconds to wait 10

between connection retry
attempts.

pds_server_name

Server name of primary data
Server.

<not_configured>

pds_username

User ID that Replication Agent
uses to access primary data
Server.

<not_configured>

ra_retry_count Number of timesLTM attemptsto 2
get back to Replicating state after
afailure.

ra_retry_timeout Number of seconds to wait 10

between LTM attempts to get
back to Replicating state.

rs_charset

Character set used to
communicate with Replication
Server.

we

(empty string)

rs_host_name

Name of primary Replication
Server host machine.

<not_configured>

rs_packet_size

Network 1/0 packet size sent to
Replication Server.

2048

rs_password

Password for user ID Replication
Agent uses to access Replication
Server.

“* (empty string)

rs_port_number Port number for primary 1111
Replication Server.

rs_retry_count Number of times to retry 5
connection to primary
Replication Server.

rs_retry_timeout Number of secondsto wait 10

between connection retry
attempts.

rs_source_db

Name of primary database
identified to Replication Server.

<not_configured>
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Parameter name

Description

Default

rs_source_ds

Name of primary data server
identified to Replication Server.

<not_configured>

rs_username

User ID that Replication Agent
uses to access primary
Replication Server.

<not_configured>

rssd_charset

Character set used to
communicate with RSSD.

““ (empty string)

rssd_database_name

Name of RSSD database.

<not_configured>

rssd_host_name

Name of RSSD host machine.

<not_configured>

rssd_password

Password for user ID Replication
Agent uses to access RSSD.

““ (empty string)

rssd_port_number

Port number for RSSD.

111

rssd_username

User ID that Replication Agent
uses to access RSSD.

<not_configured>

scan_sleep_increment

Number of secondsto increase
Log Reader wait before next scan
after finding no operationsto
replicate.

scan_sleep_max

Maximum number of seconds for
Log Reader to wait before next
scan after finding no operationsto
replicate.

60

skip_ltl_errors

LTI ignores error messages
returned by Replication Server.

false

structured_tokens

LTI uses structured tokens when
generating LTL output.

true

truncation_interval

Number of minutes to wait
between automatic log
truncations.

truncation_type

Method(s) of log truncation
alowed.

For Oracle:
locator_update

For all others: interval

use_rssd

Switches on/off access to RSSD
for replication definitions.

true

Administration Guide

Note Log truncation is not available with log-based Replication Agent for
UDB. Therefore, thetruncation_interval and truncation_type parametersin Table
3-1 do not apply to Replication Agent for UDB.
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See the Sybase Replication Agent Reference Manual for more information
about thera_config command and Replication Agent configuration parameters.

Configuring Replication Agent

To set or changeaReplication Agent configuration parameter, usethera_config
command.

Because the Replication Agent overwritesiits entire configuration file
whenever ra_config or ra_set_login isinvoked, Sybase recommendsthat you do
not edit the configuration file. Furthermore, Replication Agent reads the
configuration file only at start up. You must use the ra_config command if you
want anew configuration parameter value to take effect before the Replication
Agent is shut down and restarted.

Note Some configuration parameter changes are recorded in the configuration
file when you invoke ra_config, but do not take effect until the Replication
Agent is shut down and restarted.

Customizing tuning

Adjusting the size and
volume of the
Replication Agent
system logs

120

Generally, Replication Agent’s default configuration val ues provide optimal
performance. However, there may be certain situationswhere the configuration
should be changed to suit or optimize your particular environment.

By default, the system logs produced by the Replication Agent are a pre-set
size. They roll over occasionally to prevent continual disk consumption.

You can adjust the size of alog and adjust the number of backup files. By
increasing these sizes, you can save log data for alonger period of time. By
decreasing them, you can increase the unused space in your environment.

[TTo adjust the size and volume of log files

1 Sart the Replication Agent instance using the following command at the
operating system prompt:

ra -i inst name

where inst_nameis the name of the Replication Agent instance you want
to start.

2 Loginto the Replication Agent instance using the administrator login.
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Preventing continual
spinning at the end of
a log scan

Administration Guide

3 Usethera_status command to verify that the Replication Agent instance
isin Admin state;

ra_status

4 Increasethefollowing valuesif you want to increase the size and number
of backup files. Decrease the following valuesif you want to make more
space availablein your environment. Usethera_config command to set the
values of the following Replication Agent configuration parameters for
the primary database:

ra_config log_backup_files, n
ra_config log_wrap, m

Replication Agent uses the configuration parameters scan_sleep_increment
and scan_sleep_max to “pause” scanning when the end of the log is reached.
This prevents Replication Agent from continually “spinning” on the end of the
log. The downside is that Replication Agent may pause up to 60 seconds (by
default) before a new transaction appears, because it was deeping. When you
need the maximum possible latency for atransaction to be less than the
60-second default, the scan parameters can be reduced. This resultsin
additional CPU usage when the end of the log is reached.

Conversely, if CPU maximization is agreater concern than latency, you can
increase these parameters to allow Replication Agent to use less CPU on an
inactive log, at the cost of having the latency of the ‘next’ transaction
increased.

Note These parameters have effect only when the end of the log has been
reached and thereis no additional activity to be replicated. By default,
Replication Agent immediately re-scans (without pause) when the end of the
log has not been reached.
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Troubleshooting Sybase
Replication Agent

This chapter describes basi ¢ troubleshooting procedures for Sybase
Replication Agent and the replication system.

Topic Page
Diagnosing command errors and replication errors 123
Troubleshooting specific command errors 124
Examining the Replication Agent when replication failure occurs | 125
Checking the Replication Server 133

Diagnosing command errors and replication errors

Administration Guide

Two types of failures can occur in your replication system: command and
replication. Command failures occur when you are in setting up your
replication system. They return specific error messages that help you
troubleshoot the problem. Replication failures occur after the replication
system has been set up and replicated transactions do not appear in the
replicate database.

Often, problemsthat prevent replication from occurring do not result in an
error message from any replication system component. For example, a
component may not recognize a problem in its own configuration that
prevents replication from starting.

In afunctioning Sybase Replication Agent system—one that has
previously replicated transactions successfully—most system problems
result in an error message from one or more of the system’s components.
However, some problems that interrupt replication might not be
interpreted as errors by the system’s components. In that case, replication
fails, but no error message is returned.

Use the diagnostic and troubleshooting tips in the following sectionsto
identify and correct the cause of areplication system problem:
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e Troubleshooting specific command errors
»  Examining the Replication Agent when replication failure occurs

e Checking the Replication Server

Troubleshooting specific command errors

This section describestroubleshooting for specific errorsyou may encounter in
a Replication Agent. The following error message can be returned from a
command or appear in the log file.

Connection refused

Error message

Explanation

Action

124

Could not connect to <jdbc:sybase:Tds:localHost:5001/emb>:
JZ006: Caught IOException: java.net.ConnectException:
Connection refused: connectJZ006:

The Replication Agent attempted to connect to a Sybase server on ahost called
localHost and port 5001. The error indicates no server was found.

Thisisausualy aconfiguration error. Either the primary database server that
Replication Agent is attempting to connect to is not running, or the host and
port information configured in Replication Agent is incorrect.

Verify that your primary database server is running.

Verify that your Replication Agent is configured with the correct host and port
information. See “ Setting up the connection configuration parameters’ on
page 48 for more information. Test your connection after you have verified
them. See, “ Testing network connectivity” on page 52.
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Examining the Replication Agent when replication
failure occurs

When no transactions appear to be replicated to the replicate database, and you
receive specific error messages, see “ Troubleshooting specific command
errors’ on page 124. When no errors are returned by any replication system
components, the first things to check are:

*  Verify that primary database objects are marked for replication
«  Examining the Replication Agent logs
*  Checking the Replication Agent status

e Using thera_statistics command to troubleshoot

Verify that primary database objects are marked for replication

In a Sybase transaction replication system, the Sybase Replication Agent and
Replication Server components both provide features that allow you to select
the objects that you want to replicate. You need not replicate all objects, or all
data-changing operations, in the primary database.

If aprimary database object, such as atable or stored procedure, is not
replicating, verify the object you intended to replicate is marked.

[TTo verify that a primary database object is marked for replication
1 Logintothe Replication Agent instance with the administrator login.
2 Usetheappropriate command to determineif the object is already marked:
e Foratable:
pdb_setreptable pdb table

where pdb_table is the name of the table that you want to verify is
marked for replication.

* ForaLOB column:
pdb_setrepcol pdb table, pdb col
where:

* pdb_tableisthe name of the marked table that containsthe LOB
column.

e pdb_col isthe name of the LOB column.
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e For astored procedure:
pdb_setrepproc pdb proc

where pdb_proc is the name of the stored procedure in the primary
database that you want to verify is marked for replication.

» ForDDL:
pdb_setrepdd! pbd_ddl

where pdb_ddl isthe name of the DDL in the primary database that
you want to verify is marked for replication.

What's next After you verify the primary database objects are marked, see the following
table:
If... Then...
The primary database object is not Mark the object:
marked, » Table—see“Marking atablefor

replication” on page 96
¢ LOB column—"“Enabling replication
for LOB columns’ on page 103
¢ Stored procedure —see “Marking and
unmarking stored procedures’ on
page 105
« DDL —“Enabling and disabling
replication for DDL” on page 112
The primary database object ismarked, | Check the Replication Agent status. See
“Checking the Replication Agent status”
on page 126.

Checking the Replication Agent status
The status of the Replication Agent instance indicates whether it is:
* InReplicating state, or
e InAdmin state.

No replication takes place when the Replication Agent instanceisin Admin
state. See “ Understanding Replication Agent states” on page 66 for more
information.

[TTo check the current Replication Agent status
1 Logintothe Replication Agent instance with the administrator login.
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What's next
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2 Usethefollowing command to check the current status of the Replication

Agent:

ra_status

This command returns the current state of the Replication Agent instance,

as shown in the following example:

State Action

ADMIN Waiting for operator command

(1 row affected)

See the Sybase Replication Agent Reference Manual for more information

about the ra_status command.

When the Replication Agent instanceisin one of the following states, take the

suggested actions.
If...

Then...

The Replication Agent instanceisin
Replicating (Waiting at end of log) state

Examinethe statistics output to check the
progress of the replication process. See
“Using the ra_statistics command to
troubleshoot” on page 130 for more
information.

The Replication Agent instance is
Replicating

Note When the Replication Agent
instance isin the Replicating state, al
data may not have yet been replicated.
You can only besurethat the Replication
Agent instance is finished replicating
when the state is Replicating (Waiting at
end of log).

Theinstanceis operating normally, but it
has not reached the end of the transaction
log. Wait until Replication Agent
instanceisin Replicating (Waiting at end
of log) state. Then repeat the procedure
on page 126.
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If... Then...
If the Replication Agent instanceisin Start replication and put the Replication
Admin state Agent instance in Replicating state by

executing the Replication Agent resume
command. See “ Starting replication in
the Replication Agent” on page 71 for
more information.

If the Replication Agent instance returns
to Admin state after you invoke the
resume command, then thereis at |east
oneunresolved problem that preventsthe
instance from going to Replicating state.
See “Examining the Replication Agent
logs’ on page 128 for more information.

Examining the Replication Agent logs

The Replication Agent system log files contain warning and error messages, as
well as information about the Replication Agent connections to the primary
database and the primary Replication Server. Look for the most recent
command you executed at the bottom of the log file to find the most recent
message. The logs are located in the $SYBASE/RAX-12_6/inst_name/log
directory.

The following is sample output from an instance's log file:

W. 2005/04/26 11:33:23.075 OracleLogScanne
com.sybase.ds.oracle.log.OraclelLogScanner scanForward 23 The change
vector list for log record <00001610.000002d2.0170> is empty.

W. 2005/04/26 11:33:43.313 OraclelLogScanne
com.sybase.ds.oracle.log.OraclelLogScanner scanForward 23 The change
vector list for log record <00001610.00000483.011lc> is empty.

W. 2005/04/26 11:33:47.879 OracleLogScanne
com.sybase.ds.oracle.log.OraclelLogScanner scanForward 23 The change
vector list for log record <00001610.000004f7.012c> is empty.

T. 2005/04/26 11:35:28.867 OracleLogScanne
com.sybase.ds.oracle.log.OraclelLogScanner scanForward 23 Moving to log
<5649>.

E. 2005/04/26 11:35:30.359 ERROR

com.sybase.ds.oracle.log.record.RecordFactoryparselLogRecord 23
com.sybase.ds.oracle.record.UnknownRecordException: Unkown CVXE 4 inner op
type: <63>.
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E. 2005/04/26 11:35:30.359 ERROR
com.sybase.ds.oracle.log.record.RecordFactoryparseLogRecord 23
java.lang.RuntimeException:
com.sybase.ds.oracle.record.UnknownRecordException: Unkown CVXE 4 inner op
type: <63>.

E. 2005/04/26 11:35:30.359 ERROR
com.sybase.ds.oracle.log.record.RecordFactoryparselLogRecord 23
com.sybase.ds.oracle.log.record.RecordFactory.createChangeVector (RecordFactor
y.java:430)

where:
e Thefirst column displays a single character indicating the type of
message:
e | =information
e W =warning
e E=error
e T=trace
e S=severe

e The second column is atime stamp indicating when the message was
written.

e Thethird column is a description.

e Thefourth column identifies the Java class that produced the error.

Note The following two columns appear only when configuration
property log_trace_verbose is set to TRUE.

*  Thefifth column includes the method.
¢ The sixth column includes the line number.

e Thefina column is atext description of the message.

Note Insome cases, theinformationin aspecific columnwill not be consistent
with these descriptions. In these cases, other information is generated that is
used by technical support to determine where the message was generated from.
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Using the ra_statistics command to troubleshoot

Thera_statistics command returns activity-related statisticsthat you can useto
evaluate Replication Agent operations and performance. By comparing the
statistics returned when you first run the command, to the statistics returned
after you have successfully replicated something you know will work, you can
analyze the differences in the statistics and troubleshoot where the problem
lies. The statistics help you determine if the instanceis:

130

Scanning the transaction log
Processing replicated transactions
Sending LTL to the Replication Server

[TTo check Replication Agent operations

1
2

Log in to the Replication Agent instance with the administrator login.

Verify that you are in Replicating state. If you are not, change the state to
Admin. See “ Checking the Replication Agent status’ on page 126.

Use the following command to get current Replication Agent activity
statistics:

ra_statistics

This command returns statistics for all of the Replication Agent
components and the Java VM.

Save the statistics returned to use as a baseline for comparison.
Perform activity against the object that is not being replicated.
For example, update atable that is not being replicated.

Repeat step 2.

Note Be sureto allow enough time for the Replication Agent to process
the transaction.

Compare the new returned statistics activity with the baseline.

Check for differences and see the table below.
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If... Then...

The value returned for Total You are executing the transaction as
Maintenance User operations | theRepserver maintenance user for

filtered increases this Replication Server connection.

By default, these transactions are not
sent to Replication Server. You must
either connect to the primary
database as a different user, or you
can set the configuration value of
filter_maint_userid to false.

See “ Setting up the connection

configuration parameters’ on page
48.

See the Sybase Replication Agent Reference Manual for more information
about the ra_statistics command.

Running out of memory
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If you are running out of memory you will get the following error message:
java.lang.OutOfMemoryError

When you are running out of memory, the Replication Agent drops out of
Replicating state, or the entire Replication Agent server may stop executing.

To support adjusting the amount of memory available to the JRE, all of the
executable scripts (or batch files) in the Replication Agent /bin directory refer
to an environment variable named RA_JAVA_MAX_MEM.

All Replication Agent instance RUN scripts a so reference the
RA_JAVA_MAX_MEM environment variable.

You can adjust the amount of memory available to the JRE by either:

e Setting the value of a system variable named RA_JAVA_MAX_MEM in
your environment and using the ra utility to start the Replication Agent
instance, or

e Setting the value of the RA_JAVA_MAX_MEM variablein the
Replication Agent instance RUN script and using the RUN script to start the
Replication Agent instance.
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Debugging LTL
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If you start a Replication Agent instance by invoking the ra utility, you can set
thevalue of theRA_JAVA_MAX_MEM system variablein your environment
to specify the amount of memory available to the JRE. Before it sets the
RA_JAVA_MAX_MEM variable to adefault value, the ra and ra_admin
utilitiesfirst check to seeif it is already set.

If you start a Replication Agent instance by invoking the instance RUN script
(or batch file), you can edit the instance RUN script to change the default value
of RA_JAVA_MAX_MEM and specify the amount of memory availableto the
JRE.

Note When a Replication Agent instance is started with the instance RUN
script, the value of the RA_JAVA_MAX_MEM variable specified in the RUN
script overridesthe value set el sewhere. Therefore, you can edit the RUN script
to adjust the memory available to the JRE for each instance individually.

LTL (Log Transfer Language) isthe syntax used to communicate or distribute
replication data to Replication Server. It is the principle output from a
Replication Agent. For more details about LTL syntax, see the Replication
Server Design Guide.

[To debug LTL

1 Sart the Replication Agent instance using the following command at the
operating system prompt:

ra -i inst name

where inst_nameis the name of the Replication Agent instance you want
to start.

2 Loginto the Replication Agent instance using the administrator login.

3 Usethera_status command to verify that the Replication Agent instance
isin Admin state:

ra_status

4  Usethera_config command to set the values of the following Replication
Agent configuration parameters for the primary database:

ra config LITTRACELTL, true

5 Usetheresume command to change the Replication Agent state to
Replicating:

resume
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Uncompressing LTL
for debugging a
problem

6  When new replication activity is generated, check the LTITRACELTL.log
filein thelog directory to debug your problem.

Once new activity is generated, check the LTITRACELTL.log filein thelog
directory to debug your problem.

By default, the LTL generated by the Replication Agent is compressed to
reduce the amount of data sent to Replication Server, reducing network
bandwidth. In cases where you require more verbose output to help debug a
problem, change the following configuration parameters to produce more
verbose LTL.

[TTo produce more verbose LTL

1 Start the Replication Agent instance using the following command at the
operating system prompt:

ra -1 inst name

whereinst_name is the name of the Replication Agent instance you want
to start.

Log in to the Replication Agent instance using the administrator login.

3 Usethera_status command to verify that the Replication Agent instance
isin Admin state;

ra_status

4 Usethera_config command to set the values of the following Replication
Agent configuration parameters for the primary database:

ra_config column_compression = false
ra_config compress_Itl_syntax = false
ra_config structured_tokens = false

5 When new replication activity is generated, check the LTITRACELTL.log
filein the log directory to debug your problem.

Checking the Replication Server

Administration Guide

This section describes how to use Replication Server commands to check for
the most common replication problems. See the Replication Server
Troubleshooting Guide for more detailed information about diagnosing and
solving Replication Server problems.
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Check replication definitions and subscriptions
Verify that you created replication definitions with the appropriate information.

Verify that you defined and activated subscriptions for all of the replication
definitions.

Replication Server status and operation
Replication Server provides several admin commandsthat you can useto check
on its status and operation.
[TTo check the status and operation of the Replication Server

1 LogintotheReplication Server with auser loginthat has“sa’ permission.

2 Usethefollowing command to check the current status of the Replication
Server:

admin health

This command returns the current status of the Replication Server, as
shown in the following example:

Mode Quiesce Status

NORMAL FALSE HEALTHY

If the Replication Server statusis SUSPECT, use the admin who_is_down
command to check for Replication Server threads that may be down or
attempting to connect to other servers.

3 Usethefollowing command to check the current status of the Replication
Server primary database connection (the connection from the Replication
Agent to the primary Replication Server):

admin show_connections

You can also use the admin who, dsi command to get more information
about the Replication Agent connection in the primary Replication Server.

Note You can use the admin show_connections or admin who, dsi
command output to verify that the primary data server and primary
database names are correct for the Replication Agent connection in the
primary Replication Server.

134 Sybase Replication Agent 12.6



CHAPTER 4 Troubleshooting Sybase Replication Agent

See the Replication Server Reference Manual for more information about the
admin show_connections and admin who commands.

Replication Agent login in Replication Server

The Replication Server connect source Iti command accomplishes the
following:
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Verifies that the Replication Server database connection used by the
Replication Agent existsin the primary Replication Server

Verifies that the login name specified in the Replication Agent
rs_username parameter has permission to connect to the primary
Replication Server as a data source

Returns a version string that shows the highest numbered version of LTL
that the primary Replication Server supports

[TTo verify that the rs_username login has appropriate permissions

1 Logintothe primary Replication Server with the Replication Agent user

login name specified in the rs_username configuration parameter.

Refer to the“Installation and Setup Worksheet” in the Sybase Replication
Agent Installation Guide for this login name.

Execute the connect source Iti command using the following example
syntax:

connect source lti pds.pdb version
where;

* pdsisthe value specified for the Replication Agent rs_source_ds
configuration parameter.

« pdbisthe value specified for the Replication Agent rs_source_db
configuration parameter.

e versionisthe proposed LTL version number.

Refer to the “Installation and Setup Worksheet” in the Sybase Replication
Agent Installation Guide for the values of the rs_source_ds and
rs_source_db parameters.

Enter 999 for the value of the LTL version number. Replication Server
returns the highest numbered version of LTL that it supports.
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3 Disconnect from the primary Replication Server asrs_username, and then
log in to the Replication Agent instance with the administrator login and
invoke the resume command.

See the Replication Server Design Guide and Reference Manual for more
information about the connect source Iti command.

Replication Server stable queues

Check the Replication Server stable queues to determine which transactions
are being processed or ignored, and to determine whether transactions are open
(not committed).

[TTo display information about SQM and SQT threads

1 Logintothe primary Replication Server and execute the admin who, sgm
command.

2 View theresults to determine the number of duplicate messages being
detected and ignored, and the number of blocks being written in the
Replication Server stable queues.

3 Inthe primary Replication Server, execute the admin who, sqt command.
4 View the resultsto find open transactions.

See the Replication Server Reference Manual for more information about the
admin who command.
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Materializing Subscriptions to
Primary Data

This appendix introduces the concept of bulk materialization and how to
use it to set up replication from primary tablesin a primary database. It
also describesthe process of materializing subscriptionsto primary tables
in a non-Sybase database.

Topic Page
Understanding materialization 137
Unloading data from a primary database 139
Loading data into replicate databases 139
Atomic bulk materialization 139
Nonatomic bulk materialization 143

Understanding materialization
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Materialization is a process of creating and activating subscriptions and
copying datafrom the primary database to the replicate database, thereby
initializing the replicate database. Before you can replicate datafrom a
primary database, you must set up and popul ate each replicate database so
that it isin a state consistent with that of the primary database.

There are two types of subscription materialization supported by the
Sybase Replication Server:

«  Bulk materialization — the process of manually creating and
activating a subscription and populating a replicate database using
data unload and load utilities outside the control of the replication
system.
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Atomic materialization — the process of creating a subscription and
populating areplicate database using Replication Server commands.

Note Sybase Replication Agent does not support atomic materialization.

See the Replication Server Administration Guide for more information on
subscription materialization methods.

Bulk materialization

overview

Sybase recommends that you use bulk materialization to materialize
subscriptions to primary data in a non-Sybase database. When you use bulk
materialization, you must coordinate and manually perform the following
meaterialization activities:

Define, activate, and validate the subscription (or create the subscription
without materialization)

Unload the subscription data at the primary site
Move the unloaded data to the replicate database
L oad datainto the replicate tables

Resume the database connection from the replicate Replication Server to
the replicate database so that the replicate database can receive replicated
transactions

Resume replication at the Replication Agent instance

There are two bulk materialization options for subscriptionsto primary datain
anon-Sybase database:
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Atomic bulk materialization

Nonatomic bulk materialization
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Unloading data from a primary database

Part of the subscription materialization process is unloading the subscription
data from the primary table so it can be loaded into the replicate table.
Subscription datais the datain the primary table that is requested by the
subscription.

Data unloading utilities are usually provided with the primary data server
software. You can use one of the OEM-supplied unloading utilities, or a
database unload utility of your choice.

Loading data into replicate databases

See Also

Part of the subscription materialization processis|oading the subscription data
from the primary table into the replicate table.

If you are using Sybase Adaptive Server Enterprise as the data server for your
replicate database, you can use the Sybase bep utility to load subscription data
into the replicate database.

If you are using a non-Sybase data server as the data server for your replicate
database, you can use the load utility of your choiceto load subscription data
into the replicate database.

e Sybase Adaptive Server Enterprise Utility Programsfor moreinformation
about using the bep utility to load subscription datainto a replicate
database in Sybase Adaptive Server version 11.5 or later.

e Sybase WL Server Utility Programsfor more information about using the
bep utility to load subscription datainto a replicate database in Sybase
SQL Server version 11.0.x.

Atomic bulk materialization
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Atomic bulk materialization assumesthat all applications updating the primary
table can be suspended while a copy of the tableis made. This copy will be
loaded at the replicate site.

You can use this method to retrieve data from the primary database if you can
suspend updates to the primary data.
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Preparing for atomic bulk materialization

Before you start an atomic bulk materialization procedure, verify the
following:

The primary table exists and contains data.

You have auser ID with ownership or select privilege on the primary table
(or acolumn to be replicated in the primary table).

The replicate table exists and contains the appropriate columns.

You successfully configured every Replication Server in your replication
system.

You created the replication definition correctly at the primary Replication
Server.

You successfully created the Replication Agent transaction log in the
primary database.

You marked and enabled replication for the primary table in the primary
database.

You started the Replication Agent instance and put it in the Replicating
state.

Atomic bulk materialization procedure
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[TTo perform atomic bulk materialization

1

Logintothereplicate Replication Server asthe System Administrator (sa)
using isql:

isgl -Usa -Psa password -SRRS servername
where;
* saisthe System Administrator user ID.
* sa password isthe password for the System Administrator user ID.
* RRS servername isthe name of the replicate Replication Server.

Define the subscription at the replicate Replication Server using the
following syntax:

1> define subscription subscription name
2> for replication definition
3> with replicate at dataserver.database
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4> [where search conditions]
5> go

The dataserver.database name must match the name you used for your
replicate database.

Check the subscription at both the primary and replicate Replication
Servers. Use the following command to verify that the subscription status
is DEFINED:

1> check subscription subscription name
2> for replication definition

3> with replicate at dataserver.database
4> go

Lock the primary table to prevent primary transaction activity. This
prevents updates to the primary table during materialization.

Unload the subscription data at the primary site using your site’s preferred
database unload method to select or dump the datafrom the primary table.

Note When unloading subscription datafrom the primary table, make sure
you select only the columns specified in the replication definition and the
rows specified in the subscription.

Activate the subscription using the with suspension option at the replicate
Replication Server by using the following syntax:

1> activate subscription subscription name
2> for replication definition

3> with replicate at dataserver.database
4> with suspension

5> go

Wait for the subscription to become active at both the primary and
replicate Replication Servers. Execute the check subscription command at
both the primary and replicate Replication Serversto verify that the
subscription statusis ACTIVE.

When the subscription statusisACTIVE at thereplicate Replication Server,
the database connection for the replicate database is suspended.

Restore the primary table to read-write access (unlock).
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L oad the subscription datainto the replicate database using the bep utility
or your site's preferred database load utility.

Note Beforeloading the subscription data into the replicate table, make
sure that any data manipulation that will be performed by Sybase
Replication Agent (such as datetime conversion) or by Replication Server
function stringsis applied to the unload file.

From the replicate Replication Server, resume the database connection for
the replicate database:

1> resume connection
2> to dataserver.database
3> go

Validate the subscription at the replicate Replication Server:

1> validate subscription subscription name
2> for replication definition

3> with replicate at dataserver.database
4> go

Wait for the subscription to become valid at both the primary and replicate
Replication Servers, then execute the check subscription command at both
the primary and replicate Replication Serversto verify that the statusis
VALID.

When you complete this procedure, the subscription is created, the replicate
datais consistent with the primary data, and replication isin progress.

If replication isnot in progress when you complete this procedure, see Chapter
4, “Troubleshooting Sybase Replication Agent.”
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Nonatomic bulk materialization

Nonatomic bulk materialization assumes applications updating the primary
table cannot be suspended while a copy of the table is made. Therefore, a
nonatomic materialization requires the use of the Replication Server
autocorrection feature to get the replicate database synchronized with the
primary database.

Note You cannot use nonatomic materialization if the replicate minimal
columns featureis set for the replication definition for the primary table.

Preparing for nonatomic bulk materialization

Before you start a nonatomic bulk materialization procedure, verify the
following:

Administration Guide

The primary table exists and contains data.

You have auser | D with ownership or select privilege on the primary table
(or acolumn to be replicated in the primary table).

The replicate table exists and contains the appropriate columns.

You successfully configured every Replication Server in your replication
system.

You created the replication definition correctly at the primary Replication
Server.

You successfully created the Replication Agent transaction log in the
primary database.

You marked and enabled replication for the primary table in the primary
database.

You started the Replication Agent instance and put it in the Replicating
State.
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Nonatomic bulk materialization procedure
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[ITo perform nonatomic bulk materialization
1 Logintothereplicate Replication Server asthe System Administrator (sa)

using isql:

isgl -Usa -Psa_password -SRRS servername
where:
e saisthe System Administrator user ID.
e sa_password isthe password for the System Administrator user ID.
* RRS servername isthe name of the replicate Replication Server.
Turn on the autocorrection feature at the replicate Replication Server:

1> set autocorrection on

2> for replication definition

3> with replicate at dataserver.database
4> go

Define the subscription at the replicate Replication Server:

1> define subscription subscription name
2> for replication definition

3> with replicate at dataserver.database
4> with suspension

5> go

The dataserver.database name must match the name you used for your
replicate database.

In the primary database, invoke thers_marker stored procedure to activate
the subscription.

Check the subscription at both the primary and replicate Replication
Servers. Use the following command to verify that the subscription status
iISACTIVE:

1> check subscription subscription name
2> for replication definition

3> with replicate at dataserver.database
4> go

When the subscription statusiSACTIVE at thereplicate Replication Server,
the database connection for the replicate database is suspended.
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Unload the subscription data at the primary site using your site’s preferred
database unload method to select or dump the data from the primary
tables.

Note When unloading subscription datafrom the primary table, make sure
you select only the columns specified in the replication definition and the
rows specified in the subscription.

Inthe primary database, invokethers_marker stored procedureto validate
the subscription.

Wait for the subscription to become valid at both the primary and replicate
Replication Servers, then execute the check subscription command at both
the primary and replicate Replication Serversto verify that the statusis
VALID.

L oad the subscription datainto the replicate database using the bep utility
or your site’s preferred database load utility.

Note Beforeloading the subscription datainto the replicate table, make
sure that any data manipulation that will be performed by Sybase
Replication Agent (such as datetime conversion) or by Replication Server
function stringsis applied to the unload file.

From the replicate Replication Server, resume the database connection for
the replicate database:

1> resume connection
2> to dataserver.database
3> go

Wait for the subscription to become valid at both the primary and replicate
Replication Servers, then execute the check subscription command at both
the primary and replicate Replication Serversto verify that the statusis
VALID.

When the subscription’sstatusis VALID at thereplicate Replication Server,
the replicate database is synchronized with the primary database and you
can turn off autocorrection.

Turn off the autocorrection feature at the replicate Replication Server
using the following syntax:

1> set autocorrection off
2> for replication definition
3> with replicate at dataserver.database
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4> go

When you complete this procedure, the subscription is created, the
replicate datais consistent with the primary data, and replication isin
progress.

If replication is not in progress when you complete this procedure, see
Chapter 4, “ Troubleshooting Sybase Replication Agent.”

See also * Replication Server Commands Reference for information on Replication
Command Language (RCL) commands.

* Replication Server Administration Guide for information on configuring
Replication Servers and materialization methods.
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Adaptive Server

atomic materialization

BCP utility

bulk copy
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Thisglossary describes Replication Server and Sybase Replication Agent
terms used in this book.

The brand name for Sybase relational database management system
(RDBMS) software products.

e Adaptive Server Enterprise manages multiple, large relational
databases for high-volume online transaction processing (OLTP)
systems and client applications.

e Adaptive Server 1Q manages multiple, largerelational databaseswith
special indexing algorithms to support high-speed, high-volume
business intelligence, decision support, and reporting client
applications.

e Adaptive Server Anywhere managesrelational databaseswith asmall
RDBMS footprint, which isideal for embedded applications and
mobile device applications.

See also database and RDBMS.

A materialization method that copies subscription data from a primary
database to areplicate database in asingle, atomic operation. No changes
to primary data are allowed until the subscription datais captured at the
primary database. See also bulk materialization and nonatomic
materialization.

A bulk copy transfer utility that providesthe ability to load multiple rows
of datainto atable in atarget database. See also bulk copy.

An Open Client interface for the high-speed transfer of data between a
database table and program variables. It provides an alternative to using
SQL insert and select commands to transfer data. See also BCP utility
and materialization.
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bulk materialization

client

client application

commit

data client

data distribution

data replication

data server

database

database connection

datatype
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A materialization method whereby subscription datain areplicate databaseis
initialized outside of the replication system. You can use bulk materialization
for subscriptions to table replication definitions or function replication
definitions. See also atomic materialization, materialization, and
nonatomic materialization.

In client/server systems, the part of the system that sends requests to servers
and processes the results of those requests. See also client application.

Software that is responsible for the user interface, including menus, data entry
screens, and report formats. See also client.

Aninstruction to the DBM S to make permanent the changes requested in a
transaction. Contrast with rollback. See dso DBMS and transaction.

A client application that provides access to data by connecting to adata server.
See also client, client application, and data server.

A method of locating (or placing) discrete parts of asingle set of datain
multiple systems or at multiple sites. Data distribution is distinct from data
replication, although a data replication system can be used to implement or
support data distribution. Contrast with data replication.

The process of copying data to remote locations, and then keeping the
replicated data synchronized with the primary data. Datareplication is distinct
from data distribution. Replicated datais stored copies of data at one or more
remote sites throughout a system, and it is not necessarily distributed data.
Contrast with data distribution. See also transaction replication.

A server that provides the functionality necessary to maintain the physical
representation of atable in adatabase. Data servers are usually database
servers, but they can be any datarepository with theinterface and functionality
adataclient requires. See aso client, client application, and data client.

A collection of datawith aspecific structure (or schema) for accepting, storing,
and providing datafor users. Seealso data server andrelational database.

A connection that allows Replication Server to manage the database and
distribute transactions to the database. Each database in a replication system
can have only one database connection defined in Replication Server. See also
Replication Server and route.

A keyword that identifies the characteristics of stored information on a
computer. Some common datatypes are; char, int, smallint, date, time, numeric,
and float. Different data servers support different datatypes.

Sybase Replication Agent 12.6



Glossary

DBMS

ERSSD

function

function string

gateway

inbound queue

interfaces file

isql

Java

Java VM
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An abbreviation for database management system. A DBMS is a computer-
based system for defining, creating, manipulating, controlling, managing, and
using databases. The DBMS can include the user interface for using the
database, or it can be a stand-alone data server system. Compare with
RDBMS. See adso database.

An abbreviation for embedded Replication Server System Database. The
ERSSD manages replication system information for a Replication Server. See
also Replication Server.

A Replication Server object that represents a data server operation, such as
insert, delete, Or begin transaction. Replication Server distributes operationsto
replicate databases as functions. See also function string.

A string that Replication Server usesto map afunction and its parametersto a
data server API. Function strings allow Replication Server to support
replication between (homogeneous) non-Sybase data servers, and
heterogeneous replication, in which the primary and replicate databases are
different types, with different SQL extensionsand different command features.
See also function.

Connectivity softwarethat allowstwo or more computer systemswith different
network architectures to communicate.

A stable queue managed by Replication Server to spool messages received
from a Replication Agent. See also outbound queue and stable queue.

A file containing information that Sybase Open Client and Open Server
applications need to establish connections to other Open Client and Open
Server applications. See also Open Client and Open Server.

Aninteractive SQL client application that can connect and communicate with
any Sybase Open Server application, including Adaptive Server, Sybase
Replication Agent, and Replication Server. See also Open Client and Open
Server.

An object-oriented, platform-independent, “write once, run anywhere”
programming language developed by Sun Microsystems. The Sybase
Replication Agent is a Java application.

The Java Virtual Machine. The JavaVM (or VM) isthe part of the Java
Runtime Environment (JRE) that interprets Javabyte codes. Seealso Java and
JRE.
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An abbreviation for Java Database Connectivity. JDBC is the standard
communication protocol for connectivity between Java clients and data
servers. See also client, data server, and Java.

The Sybase JDBC driver that Replication Agent usesto connect to Replication
Server and the RSSD.

An abbreviation for Java Runtime Environment. The JRE consists of the Java
Virtual Machine (JavaVM or JVM), the Java Core Classes, and supporting
files. To run a Java application, such as the Sybase Replication Agent, a JRE
must be installed on the machine. See also Java and Java VM.

An abbreviation for “local area network.” A local area network is a computer
network located on the user’s premises and covering a limited geographical
area (usualy asingle site). Communication within alocal area network is not
subject to external regulations; however, communication across the LAN
boundary can be subject to some form of regulation. Contrast with WAN.

In transaction replication, the time it takes to replicate a transaction from a
primary database to areplicate database. Specifically, latency isthe time
elapsed between committing an original transaction in the primary database
and committing the replicated transaction in the replicate database. See also
transaction replication.

An abbreviation for large object. A LOB isatype of dataelement (or datatype)
associated with a column that contains extremely large quantities of data.

Aninternal component of the Replication Agent that interactswith the primary
database to capture transactions for replication. Seealso Log Transfer
Interface and Log Transfer Manager.

Aninternal component of the Replication Agent that interactswith Replication
Server to forward transactions for distribution to areplicate database. See also
Log Reader and Log Transfer Manager.

Aninternal component of the Replication Agent that interactswith Replication
Server to forward transactions for distribution to areplicate database. See also
Log Reader and Log Transfer Manager.

The proprietary protocol used between Replication Agent and Replication
Server to replicate data from the primary database to Replication Server. See
also Log Reader and Log Transfer Interface.

A special user login namein thereplicate database that Replication Server uses
to apply replicated transactionsto the database. See alsoreplicate database
and Replication Server.
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primary database
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The process of copying the data from a primary database to a replicate
database, initializing the replicate database so that the replication system can
begin replicating transactions. See also atomic materialization, bulk
materialization, and non-atomic materialization.

A materialization method that copies subscription data without alock on the
primary database. Changes to primary data are allowed during data transfer,
which may cause temporary inconsi stencies between the primary and replicate
databases. Contrast with atomic materialization. See also bulk
materialization.

An abbreviation for Open Database Connectivity. ODBC is an industry
standard communication protocol for clients connecting to data servers. See
also client, data server, and JDBC.

A Sybase product that provides customer applications, third-party products,
and other Sybase products with the interfaces needed to communicate with
Open Server applications. See also Open Server.

An application that uses Sybase Open Client libraries to implement Open
Client communication protocols. See also Open Client and Open Server.

A Sybase product that provides the tools and interfaces required to create a
custom server. See also Open Client.

A server application that uses Sybase Open Server librariestoimplement Open
Server communication protocols. See also Open Client and Open Server.

A stable queue managed by Replication Server to spool messagesto areplicate
database. See also inbound queue, replicate database, and stable
queue.

Theversion of aset of datathat isthe source used for replication. Primary data
is stored and managed by the primary database. See also primary database.

The database that contains the data to be replicated to another database (the
replicate database) through a replication system. The primary database is the
source of replicated transactions and data in a replication system. Sometimes
called the active database. Contrast with replicate database. Seeaso
primary data and replicated transaction.

The column or columns whose data uniquely identify each row in atable.

A table used as a source for replication. Primary tables are defined in the
primary database schema. See also primary data and primary database.
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A transaction that is committed in the primary database and recorded in the
primary database transaction log. See also primary database and
transaction log.

To cause a system to go into a state in which further data changes are not
allowed. See also quiescent.

In areplication system, astatein which all data-changing operations have been
propagated to their destinations. Some Replication Server commands require
that you quiesce the replication system.

In a database, a state in which all data-changing operations are suspended so
that transactions cannot change any data.

Thisterm is interchangeable with quiesced and in quiesce. See also quiesce.

An abbreviation for Replication Agent System Database. Information in the
RASD is used by the primary database to recognize database structure or
schema objectsin the transaction log.

An abbreviation for Replication Command Language. RCL is the command
language used to manage Replication Server. See dso Replication Server.

Anabbreviation for relational database management system. An RDBMSisan
application that manages and controls relational databases. Compare with
DBMS. Seealso relational database.

A collection of datain which datais viewed as being stored in tables, which
consist of columns (dataitems) and rows (units of information). Relational
databases can be accessed by SQL requests. Compare with database. See
also SQL.

The data managed by a replicate database, which is the destination (or target)
of areplication system. Contrast with primary data. See alsoreplicate
database andreplication system.

A database that contains data replicated from another database (the primary
database) through a replication system. The replicate database is the database
that receives replicated transactions and/or datain areplication system.
Sometimes called the standby database. Contrast with primary database.
See alsoreplicate data, replicated transaction, and replication
system.

A set of datathat is replicated from a primary database to a replicate database
by areplication system. Seealso primary database, replication system,
and replicate database.
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A primary transaction that is replicated from a primary database to areplicate
database by atransaction replication system. See also primary database,
primary transaction, replicate database, and transaction
replication.

An application that reads a primary database transaction log to acquire
information about data-changing transactions in the primary database,
processes the log information, and then sends it to a Replication Server for
distribution to a replicate database. See also primary database, replicate
database, and Replication Server.

A description of atable or stored procedure in a primary database, for which
subscriptions can be created. The replication definition, maintained by
Replication Server, includes information about the columns to be replicated
and the location of the primary table or stored procedure. See also
Replication Server and subscription.

The Sybase software product that provides the infrastructure for arobust
transaction replication system. See also Replication Agent.

An abbreviation for Replication Server System Database. The RSSD manages
replication system information for aReplication Server. Seealso Replication
Server.

A dataprocessing system that replicates datafrom onelocation to another. Data
can bereplicated between separate systems at asinglesite, or from one or more
local systemsto one or more remote systems. See also data replication and
transaction replication.

An instruction to a database to reverse the data changes requested in a unit of
work (atransaction). Contrast with commit. See also transaction.

A one-way message stream from a primary Replication Server to areplicate
Replication Server. Routes carry data-changing commands (including those for
RSSDs) and replicated functions (database procedures) between separate
Replication Servers. See also Replication Server.

An abbreviation for Sructured Query Language. SQL is a hon-procedural
programming language used to process datain arelational database. ANSI
SQL isanindustry standard. See also transaction.
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A disk device-based, store-and-forward queue managed by Replication Server.
Messages written into the stabl e queue remain there until they can be delivered
to the appropriate process or replicate database. Replication Server providesa
stable queue for both incoming messages (the inbound queue) and outgoing
messages (the outbound queue). See also database connection,
Replication Server, androute.

A request for Replication Server to maintain areplicated copy of atable, or a
set of rowsfrom atable, in areplicate database at a specified location. Seealso
replicate database, replication definition, and Replication Server.

In arelational database, atwo-dimensional array of data, or anamed data
object that contains a specific number of unordered rows composed of agroup
of columns that are specific to the table. See also database and relational
database.

A unit of work in a database that can include zero, one, or many operations
(including insert, update, and delete operations), and that is either applied or
rejected as awhole. Each SQL statement that modifies data can be treated asa
separate transaction, if the database is so configured. See also replicated
transaction and SQL.

Generally, thelog of transactionsthat affect the data managed by a database or
adata server. Replication Agent reads the transaction log to identify and
acquire the transactions to be replicated from the primary database. See also
primary database, Replication Agent, and transaction.

A datareplication method that copies data-changing operationsfrom aprimary
database to areplicate database. See al'so data replication, primary
database, and replicate database.

A condition inwhich all transactionsin the primary database are applied in the
replicate database, and in the same order that they were applied in the primary
database. See also primary database, replicate database, and
transaction.

An abbreviation for “wide area network.” A wide area network is a system of
local-area networks (LANS) connected together with data communication
lines. Contrast with LAN.
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changing state 6869
creating 20-25
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