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init vector random
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select LR o
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PL R 7R ;o7 BAT db_admin_role ] /', 1E create table il alter table i
bR e N A N R N %50 “safe_key”

grant select on safe key to db_admin role

il insert. update. delete F select AP I F I Y, AN S0 2%
HEHRAT select BUR .

VEAAE R AR I — 35y, N SR O T s 2 il 8 . A
create encryption key fill it —ANHr %4, R )51 alter table...modify >k 18T
B HN I .

LR 7n B € creditcard 41 B4 LN . alter table it 22 1# ]
cc_key _new XTHEAS customer 4T ¥ creditcard H 34T R4 I 8T N4

create encryption key cc _key new for AES

alter table customer modify creditcard encrypt with
cc_key new

12 WA 34 Hiff) “alter table” o

AU BAT 286 2R 8 % «
e int. smallint. tinyint

+ float4 il float8

»  decimal I numeric

+  char Al varchar

«  binary HlI varbinary

A 1% 0 58 0 5 Ay varbinary. 7% varbinary 44 K 01
AR, HB R 14 U0 SR .
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PR RIS IN%, TE{E create table 1) A8 FH LR 41 3E Tt :
[encrypt [with [database.[owner].]keyname]]
keyname — ¥ 1R{# ] create encryption key Bl [ 5550 .. FRAIEIHEE
DAIIXT keyname FLAT select BUFR o WIS AL keyname, Adaptive
Server ¥ #¥ 46 4# H create encryption key " [¥] as default ) fl] 4[] 5kt
B, R create table 152315V, 1HS ILEE 38 TUIF) “create
table” .

LUl QU iy A2 4] — A2 Bl Esag % 9], & A8 init_vector.
pad il keylength [FBAE ;o5 — A2l AR (1K) i 44 % B cc_key.
employee 1] ssn FIMH FELA Z AN, customer K H ] creditcard 471
8] cc_key N
create encryption key new key as default for AES
create encryption key cc key for AES with
keylength 256
init vector null
pad random

create table employee table (ssn char(15) encrypt)

create table customer (creditcard char (20)
encrypt with cc_key)

1.4.2 S MEFNHIZE 5]

10

I SRR E N B B P ANAE PR a6 A0 R B BB LI 7S, U m) DORE N & 1)
FIRIERT] . RN E S B ARG O sl BE LIS, WD ST
create index i I, FERAHTR . IS A R T IAE T AT ULk
WA, AR TV HE R
FELLR7RBIH,  cc_key 48 AMERIWI IR R R B FS AT NS . & fovF
XHAEATH] co_key N 5B R ] -

create encryption key cc_key for AES

with init vector null

create table customer (custid int,
creditcard varchar (16) encrypt with cc_key)

create index cust idx on customer (creditcard)
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1.4.3 INEMERPHEE

1.5 iR IR

1.5.1 fEZE 1R

FrENIA X P EIF e, 157 alter table 18] "4 FH DL A1) T«

[encrypt [with [database.[owner].]keyname

keyname — Fr UM ] create encryption key Il Z (1) 2555 .. F MA@ &
WA keyname A select B . U R AYLE keyname, Adaptive
Server J4 Tk fii 1] create encryption key EF‘ ] as default ) 1) 2 (1) 5
HE . 1K alter table [W5E 3L, 12 Adaptive Server
Enterprise Reference Manual (Adaptive Server Enterprise = F/H) o

AR UERB IR, R ad A ik gy, W4 T2 alter
table K11 KM . (EARTE R AT IS 2 7y, AUMIERfn & 2%, I
AT alter table .. encrypt J& BB A1) # % fih A 8% .

,@WU\EEE&?UE’UJDYE@E’JHH HymHeEE AR
AR o T LU alter table Y3 i1 i 471

.

alter table customer modify custid encrypt with cc_key
alter table customer add address varchar (50) encrypt
with cc key

HREIAEVS, ES I 36 TLY “alter table” .

T IR AT LU N IR, A BN 51 Hh S F W SOl sl o s
HUBAT 1 2R W % :

o WHFUY select FLFE

. XA decrypt PR, FIT HFRFIEK LK wheres  having.  order by
update “5 L& K AL1A)

R AE grant decrypt [ HABT 2R A (5 0 X T RER 1 —

I A BURE B . 2 FE sl L B A 1% 1 LU S BCRRIN, 7T BA g

BT B -

o EPRAERERLRRN exec BUR, I F ALAT LU M RFAL (1 I 51 i A 7 2
e REMPTAT B RN IAT WS E 5 K
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12 Hi&ThEE

o EPXHLE I decrypt KU, T T AT LURRFAL 0 0% 51 28T
e MEIPTATH R %R .

FEIX PRI DU ST TR A (1 088 814527 g 2 BB
TGEVEAN -

grant decrypt on [ owner.] table[( column[{ ,column}])] to user
| group | role

PEAR AL T AR 20 2 T AT 0 91 952 - e s PR
X customer & BITAT N 5145 T il s BURR -
grant decrypt on customer to accounts role

PAF /- B 7R user2 4K “employee” 1 ssn #1150 A 25 AN PR
usert #% LA J7 X E employee 32l employee_view:
create table employee (ssn varchar (l2)encrypt,

dept id int, start date date, salary money)

create view emp salary as select
ssn, salary from employee

grant select, decrypt on emp salary to user2
M\ emp_salary FLIEIZEATIERERS, user2 A RLYT Il CLAR R AL S DR IS 55

select * from emp salary

AT LA T AR T VESROHE F P B AR -
revoke decrypt on [ owner.] table[( column[ {,column}])] from user
| group | role

4

revoke decrypt on customer from public
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1.6 MR INZEFNZE4A

1.6.1 MR INZE
MR RITEE, Wn]LMEH A decrypt I alter table MiBR X 471
RN
BN
drop encrypton key [database.[owner].]Jkeyname

B, BHEEXT customer 3 5 creditcard F1| B 0% .

alter table customer modify creditcard decrypt

1.6.2 Mk 4A

R LA U BT T DB . ANCY B i e A R
BRSNS, A GEMIBRIZ ST . TovdaAr vl 58 B 2R i 1 5 22 P e
ERBAAERZERAMERY . ek E %5 H Bk AR
B E, HEANSRIW. KBEZEIREBNE, e asH ek
PN RGN ATT . HEREZRT, RS R 0I%E
AT I B 25 0 2 Wi it 1) 8 00 B 6 400 1) ke 2 o

A8 DL T892 0 B o 4 5 4

drop encryption key [database.[owner].]keyname

(KR

drop encryption key cust.dbo.cc_ key

1.7 select into #§ %

BT, B RAS — A AN INE Y, select into A B A
NS HERE . T select into F5 E I MHE L HIFIRAPR, (155
decrypto

I LU R BB R i 710 -

select [all|distinct] < column_list>
into table_name
[(colname encrypt [with [[database.[owner].]keyname]
[, colname encrypt
[with [[ database.]Jowner].]keynamel])]
from table_name | view_name
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R AE s R I, R nT Lo HAR R R e sne . Wi T
IR A %50 5 0 H bR g $ia o (1) #% AR IR, Adaptive Server 4
SR IR i A R UL S H bR (R 02 A B
HIT0F BRI ES RN, 5 T 3R EHAAT [ create table 1) encrypt
B A5 PRI, A7 DA AH ] A

FOVF s 51 vb ) B SR
2 keyname I A FH 0 A R k8 % B
i 20 T I0a H ARSI % B select ALPR
Blan, % creditcard 41
select creditcard, custid, sum(amount) into
#bigspenders
(creditcard encrypt with cust.dbo.new cc key)
from daily xacts group by creditcard
having sum(amount) > $5000
1.8 IEFIHNKE
{E create table F/l alter table £ /F 1], Adaptive Server ¥ V157 n % 41 (1) 5
KNS BN A B HERN TR/ N RS, B FE BT o
JHTE 0 B8 A7) ) e KA
AES J& P HUs 5L . AE PR S, 0 B i R iz A
YOI B X T AES, BN 128 47 (R 16 749) o Pt
gz A R 16 FAT AR a], AR T
WA R B AT I WIIR R &, e I BEAS A BN N 16
e FRATEOLT, RS HYIG R . 1L create encryption
key " #5 %€ init_vector null F] ZBEH]IHK %
AR S . WERFIZEALE char. varchar. binary B4,
varbinary, I EHEAE N8 Z A2 0 2 AN TSR . BRARR
) 2 AN S EUR SO TSN H, I, s A 2 1 A
R [A]
—A™ sentinel ‘¥ o 1IN BN SCH S, AT A0 PR R S
TR FEBE % .
14 Fri8ThEe
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F1: EXKE
BEE

BANGEE | PR T LR
BREENTIRE | KE x&? REBFIAE KE
tinyint. smallint 8¢ int | 1. 284 | &% varbinary(17) 17
tinyint. smallintsint | 1. 284 | j& varbinary(33) | 33
tinyint. smallint 8 int | 0 (%%) 5 varbinary(17) | 0
float. float(4). real |4 & varbinary(17) | 17
float. float(4). real |4 P varbinary(33) | 33
float. float(4). real | 0 (%) & varbinary(17) | 0
float(8). double 8 & varbinary(17) 17
float(8). double 8 2 varbinary(33) | 33
float(8). double 0 (%) w5 varbinary(17) | 0
numeric(10,2) 3 = varbinary(17) 17
numeric(10,2) 3 b varbinary(33) 33
numeric(38,2) 18 = varbinary(33) 33
numeric(38,2) 18 = varbinary(49) 49
numeric(38,2) 0 (%) = varbinary(33) 0
char. varchar(100) | 1 5 varbinary(113) | 17
char. varchar(100) | 14 % varbinary(113) | 17
char. varchar(100) | 15 & varbinary(113) | 33
char. varchar(100) | 15 2 varbinary(117) | 49
char. varchar(100) | 31 = varbinary(117) | 65
char. varchar(100) |0 (%) & varbinary(117) | 0
binary. 1 % varbinary(113) | 17
varbinary(100)
binary. 14 % varbinary(113) | 17
varbinary(100)
binary. 15 % varbinary(113) | 33
varbinary(100)
binary. 15 s varbinary(117) | 49
varbinary(100)
binary. 31 = varbinary(117) | 65
varbinary(100)
binary. 0 (%) s varbinary(117) | 0
varbinary(100)

char I binary #18 A J AR K 5 280,
oo fREEEEE, KN T S BRI A .

FIEThEE

e A ESE S SRl S
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1.9.1 Btk

ERE IS SRS R A BRI N, (R AN AT WL . )
i, sp_help A AR UG K/

T DL v i S A < 4 DDL A% (ldn, TG0 el i g n 2
%HE’Junv o BEAh, HEEGURRN, HTHCS SN ﬁJE’J%%x&ﬁI
G INAIRYIES %"%ﬂo M K PV L A3, AT LU N A A 1
B SR AT 7 A

34 7 Adaptive Server System Administration Guide (Adaptive Server
R IR, o BoR TR A S b URT BT 58 e 0 v
B

F2: ity ERETH

R E IR
At} login_name object_name  7f i $iEEE EWHHH SRR
encryption_key all BEH 1Y AEAA] alter encryption key
CHR R Aol e create encryption key
drop encryption key
create table
drop table
alter table
sp_encryption
i sp_audit “encryption key”, “all”, “pubs2”, “on”
(7F pubs2 $lt R W T BT by 4. )
16 BT RE
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1. FpneE

1.9.2 Hit{&

KIFIHET event FIHH I RIME  (H sp_audit EIHES) « “extrainfo H
FIME R FIARTER 3 A EHEIAR T v f8 /R 7E 1T 3R 1) extrainfo

FIH AR

55 3: event # extrainfo FFFIE

| Bt

| EFHHHS

event

extrainfo FH{E 2

alter

alter table

3

ADD/DROP/MODIFY COLUMNS
REPLACE COLUMN
ADD CONSTRAINT
DROP CONSTRAINT

WA T — A A, T
bEZaNE
ADD/DROP/MODIFY COLUMNS

columnl/keynamel,
[, column2/keyname?]

Hrr,  keyname 2B HIN MR E 4

create

create table

10

XFT IS, AR E B P4
EK columnl/keynamel [, column?2
keyname?2]

Hh, EK AT, HTHR7RE8H5 Bk T
FInas a4 1 keyname W& R4 R
SE 4 o

encryption_key

sp_encryption

106

Kf#EF AL {7 ENCR_ADMIN
system encr passwd password ¥¥¥FkiEk
IR KB 14, BLK ENCR_ADMIN
system_encr passwd password ¥¥F#kak

Fr R 14

create encryption key

107

HKefit 7o 7
algorithm Name-bitlength/IV
[RANDOM|NULL]/PAD [RANDOM|NULL]

#lt0: AES-128/IV RANDOM/PAD NULL

alter encryption key

108

K F a7
NOT DEFAULT

W R AN R B o

DEFAULT

W AR B PR E A B

drop encryption key

109

FIEThEE
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1.9.3 HEHZMES

A DA R S U AR B ER . AT event id Z KL

audit_event_name,

audit_event_name(event_id)

A PHI TORFELER G5 MK

F4: WEHES

BHEHS E =t by

106 Encrypted Column Administration
107 Create Encryption Key

108 Alter Encryption Key

109 Drop Encryption Key

1.10 MEREE FEEIN

INE L — Rl CPU B AT RAE, W RE S N RE el RAYERETTAY, X AT
TR I CPU AR A LS A T 51 1) i BT o P BRI TR OR A o T 48
(1 /NUE T CPU FI Adaptive Server 5 (WEH . R AT Vi)
TR 2 1K) e 2 R LU R B 5 | R AR I 08 n s B 1R R /N A
TN Bt (A BE RS M A o G, ST/ INBOR, B,
WERAEK) CPU ] i o

A R InEZ R g, LUK Adaptive Server Enterprise 41111
DA 02 Kt e Ab B, DU AT Be gk b In 2 A s AR 1 40 H o

1.10.1 INEF LBERSI

18

FIEThRE

Un A0 S K0 w AR B A PR e R B M LR e, T DA %
S LR G]. Al A 0 R R BB AL e 2 SORsAH R 2 n s o A
IR S, AL 2R 51 ik s il S e — 1k

FER B AT T AAGE T ILRCIS, s Bl ERR5 PR AER A, (=
EIEM T EAR Y Ve R oA R MENE . WR Adaptive
Server XTI ST 5 MUF AT R IKHL R, EoRICvE XTI ol A7 R 5|
AR LUK AR AT I S, KA TR . T R b
ERHCH F) AE PR L



Adaptive Server Enterprise 12.5.3a 1. FhnE

1.10.2 N3 LB EREE

Adaptive Server i 1d PAT B SCLLERARAL PIAN s 51 1] (1) 3de 42, AHLa 20

WA T A 44

o MIEERY BB MHRMESIER . 5 binary A varbinary —#f, char
F varchar AR A AH R R £ ds 2 78

o T int A float 257, HFHHIK LN AE . XTF numeric A1 decimal 25
Y, BB IRE BE RN 5 3 AH R o

o FHIEBLIHALFH [R]85 80 s

o AHERERSIA R RIE XA 5. B, JoikX tencr_coll =
s.encr_col1 +1 IXFEFIERHAT % 3%z

o G E N S A RE A init_vector, T pad B & h NULL,
o EBBHEAN =7 <

o R AT B BHE Y .

Bildn, LA R e R s B P T SO

create encryption key new cc key for AES
with init vector NULL
create table customer
(custid int,
creditcard char(16) encrypt with new cc key)
create table daily xacts
(cust _id int, creditcard char(16) encrypt with
new cc_key, amount money........ )

AT LLEAIER K ) BB RS

create index cust cc on customer (creditcard)
create index daily cc on daily xacts(creditcard)
Adaptive Server " AT LA T select i5f), LATHHEE RS G

B H SRR, TSR A customer B, daily_xacts 61 [ creditcard %)

select sum(d.amount) from daily_xacts d, customer c
where d.creditcard = c.creditcard and
c.custid = 17936

FIEThEE 19
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1.10.3 EHERRSHMMET

A I 81 1) 35 T BN T LU ATt — AN i, W) Adaptive Server
SOFIZHHAEINEE — K, TASXS R BE—47 BN 3 SR HEAT i
MR EAOEAR ST 4 55 19 TR s &1 L™ oha) H 0 B ol
[l REE I -

Adaptive Server JoiAAM R 5 I IN# S PATVEHITE Z ;s AEATHs LU 4L
W, BRI B AT . AR E WP S HE i, Adaptive
Server Kk FE AT BURERN Y, IXFE W o5 B E 8 R A5 BN 4k
R4 .

AR AR S 2 MR R, EIh A AERRG], EER S
W, e AR IESHATE R G, U~ ERR R P
MH NG IE $100, 000 BN L SRS . 9, X zipcode 41171
VLR RAERS “PRER RN I F1 i) Y R R 2 Hi AT

select ss num from taxpayers

where zipcode like ‘02%’ and
agi _enc > 100000

1.10.4 ¥ MZERIBEA BT Eh

1.1 BR%&R

1.11.1 syscolumns

20

FIEThRE

Adaptive Server i i 52 il S0 AN SGEE Jm OB B 107 AR R
s EdE, DURTRESEI AL . 1X—TJ7 @M T select into L& 52 1l
A

1E syscolumns RELRH, LU R FI s Je i

FE #E & A

encrtype int 7% SR AN B B 2R T

encrlen int z% BB,

encrkeyid int =l A% id.

encrkeydb varchar(30) | #= 035 2 41 B2 TR BHE R 4
R 5 6 R —
Hu et , W2y NULL.

encrdate datetime zs M sysobjects.crdate & il {161
#H.
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1.11.2 sysobjects
WFREA%4E,  sysobjects #iAT —N EK  (In#%58H) RAM4H .
Wt T s R EE#5 5051 H . syscolumns.encrdate 55 sysobjects.crdate JGHL .

sysencryptkeys H'I] encrkeyid 5 sysobjects H 117 id F|JLHC .

1.11.3 sysencryptkeys

B e O AN ] CRERERE 8] 7RO R e R S H %
sysencryptkeys A AN 45 H -

7 5: sysencryptkeys

FE ) L]

id int I #9] 1D.

ekalgorithm int INEEEE,

type smallint PRREPIRAL. Hh
EK_SYMMETRIC Fl EK_DEFAULT.

status int HEBIRSTE B

eklen smallint e K.

value varbinary(1282) FHINEE. A S AN
. NINEEEH,  Adaptive Server X
KA RGUINE D41 128 i PN
AES Frifto

uid int null RAEH .

eksalt varbinary(20) BB TR s & B e E A (¥ B
ML salto

ekpairid int null RALH .

pwdate datetime null RAFH .

expdate int null RAEH .

ekpwdwarn int null RAEH .

1.12 ddigen L FE L
ddigen SZEF A INES (8540 248 1% DDL 84 #7554 @ %40, G
<dbName>.<owner>.<keyName>

Inas B 2 EK T4 % DDL LAG g 25 2 80 9 i) 045 T AH N AL
M. ddigen ZE i #1145 B grant decrypt i) LA K 2 #) DDL.

FIEThEE 21
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LR RGBS E4 S “HARBOR” WITHENL (EREG I 1955) b, A%
P “accounts” H 1 FTA I 1% BH A2 B DDL:

ddlgen -Uroy -Proyl23 -SHARBOR:1955 -TEK
-Naccounts.dbo.%

o, LU -D SRR A B 4 -

ddlgen -Uroy -Proyl34 -SHARBOR:1955 -TEK -Ndbo.%
-Daccounts

print 'ssn key'

create encryption key accounts.dbo.ssn_key
for AES
with keylength 128
init vector random

-- DDL for EncryptedKey 'ekl'

create encryption key accounts.dbo.ekl as default
for AES
with keylength 192
init vector NULL

go

use accounts
go

grant select on accounts.dbo.ekl to acctmgr role
go

22 Hi&ThEE
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ddigen i& B —AN JBAEDT, AR THe A Cn
sysencryptkeys " JJT78) ] create encryption key. ZIEIE & -XOD, U1
TERS B AL I 020 5 e 554 (R0 s s 4], Iy DR & fltan, 57 E
il 48 “PACIFIC” ") co_key fEMS5#8 “ATLANTIC” o[ H,
e BATE “PACIFIC” 34T -XOD [ ddigen, 1 K Fi7x:

ddlgen -Sfred -Pget2work -SPACIFIC:8532 -TEK -Nsales.dbo.cc key -XOD

ddligen HH A

print 'cc_ key'

create encryption key sales.dbo.cc key
for AES
with keylength 128
passwd O0x0000E1D8235FEBEB118901
init vector NULL
keyvalue 0xF772B99CE547D2932A12E0A83F2114848BD93F38016C068D720DDEBAC4DFS8AAQ0L
keystatus 32

go

$ R R MU create encryption key ZE %4, LItEE “ATLANTIC”
R EAREAREE, IR HARIRSS A AT % 2 BT DA IR S5 AR
“ATLANTIC” I f#i [ cc_key 5 M “PACIFIC” 3] “ATLANTIC” [
Bl d AT

H K ddigen IEVEIEINIVEANME B, 152 W Adaptive Server Enterprise
Utility Guide (Adaptive Server Enterprise SE/HF2/7775 ) ;3 XN
ddigen -T2 HIE A FE 7= 9], 152 W, Replication Server
Administration Guide (Replication Server & FE15HT) o

1.13 EHI %R
BT 3 A ST IR B, W45 1L F DDL 47
e alter encryption key
o AT INEY RN create table il alter table
e create encryption key
»  grant fll revoke create encryption key
o EFXFEEAHN grant £ revoke select
o EXFAIR grant F revoke decrypt

FIEThEE 23
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sp_encryption system_encr_passwd

drop encryption key
LU A=
WIS ARG A DDL, W20 75 52 i3k 55 T30 [R5 % %5
ddigen SZ 748 FH R 2 21 create encryption key 2 5 145 5 H .
insert Fl update DA (1T S il 41, 1XFf 4 Replication Server 7E i
HETAREE BAS b AL B A PR ES A 1), T AKX Se A S A f 4

HIRAELFIRBEATINZRE S, 155 W Replication Server Administration
Guide (Replication Server EPISHT)

1.14 #{tEE# (bep)

24

FIEThRE

bep T AR HTAE SCAS sl S AR 2 18 (R A8 s R it o a1
LR, bep EHIAESCAK S . bep 4% M LAR Ty Ak FEASCA K S

FEPIT bep in B, Adaptive Server & £EFH A EUHE B B 3% Fodia s .
{EFI2E bep. P AR BT S #BE A insert Al select LR o

AT bep out B, Adaptive Server ¥ H Bt i fil % . P 75 E6HET
HHH AT select B ; IbAL, TR FHAT decrypt AR

LR RBIKE “customer” 2521l H kg SR ASHTURS 21K 2 SCA S -

bcp uksales.dbo.customer out uk customers -n -Uroy
-Proyl23

% F bep 1) -C JEI ] B A g 2 SR . R SO, AT DA AN A 1)
PR R GBI . W A R A S, WA & W2 ST
EICI i .

bep M) -C BT AV BE 3 AE S/ X6 i 1) decrypt BRI IZ 4T bepo 1
-CIETRY,  bep K% LA R 7 s PR s -

BOETEAT bep in JH A1 HE K H % 50k 20, JF H. Adaptive Server A~
AT s . A 24 E A %] Adaptive Server [ SCE 21§ ] bep out Y -C
TEDGIEERS, A 7] LATE bep in WS -C et 05 il % SC T Ui
B 55 50 2 B A 2 B AT se AR R B B gk, A [ — %41
s . A PGE bep. F A ZILEAT insert Fil select R

AT bep out B, ASKH M Adaptive Server K il H B i . 2 S0
Pa R AN . P 206 BT SI# AT select BUPR . 424
B, ATFEEX A B AT decrypt HAE
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o JIN#E char B varchar 245 ¥ OR B Adaptive Server 75 1% £ i 5 H]
FIF IR 5 W AR Es DL Sops SRR B 5 — S R gs4%, W H Fr i
G528 A I 1 SR 06 200 5 MR IR 55 2 A ) 0 o s B0 1) - R AT
VCHC . Y5 55 28 A5 0 28 Hcis i 5 F 02 150 4 55 0 s B0l I+ R A7 Al A
—ifg, HAZTREAE H bR IR SS # b R S0 i sk o R AT e
FRGE PR DY DA STURY U6 Y5 IR 45 2 AN H b R 45 2 1K) AT AR A AR UL
L_—I uftfﬁﬂ% -C TG OL AT bep, IXFEAEASIE BT
i) 7
T AR - ETIANRE S -C T A .

LR /RBI R “customer” . ¥ LU LB AR HIH cc_card 71, H'E

SIMLL AR A . A “roy” JEFEAT customer cc_card B A fif %%

R

bcp uksales.dbo.customer out uk customers -C -c -Uroy
-Proyl23

g5 CUUEE e ARSI, A0 L ERAT A -C bR
%) bep outs

1.15 A& B AR % (CIS)

BRABEOCT, AR i FE Adaptive Server AbPE., CIS &%) 2
Adaptive Server [ [{JIN& ST — IR A & . W R ZEFE Adaptive Server
RPN, W) CIS A8 F -5 & 5 AH S Jo s BB A syscolumns

H %o
+  create proxy_table T H Zl) it FH g F£3& H (P AL Ar] i 2 5145 8 58 3t
syscolumns .

*  create existing table 1] [ 2/ {4 FH 28 3% H (AT AAT i 471 e Kdls 58
syscolumns. /N fLVFAE create existing table [¥] columnlist W44 Jin % 11
%o WA CIS fEE R TR BT INE 151, B AahR HARd A
cn# .

o ARV INE SN E AT create table,
o AAVFRHMRELER NS 5 AT alter table.

select into existing P LR E T 2E SCA IR HAR N H brerh . SR
i, ANt Adaptive Server 23 7E RIS SUAH AATAR 02 1 41 v 2 i
X AT I

FIEThEE 25
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PLR S M FE R 5 45 14 syscolumns H 55 58T -
encrtype — REAE AL E 28,
encrlen — & E A E
status2 — FR7R 51 SN RPARAS AL

1.16 load #1 dump FEE

26

FIEThRE

dump Fl load FF AL BI04 B %6 S o 3K —4T 4 AT R AR I 1) A 1 g
FERERE FADRFEINECIRAS . dump T load 5 88 AT 0. el 2 4H
HIAE (] — 504k P28 v G e 1 585 B ) 5 e AT TRH DG P B0 — b e i P24
T SR B P e B T A P i B, IR AR AT ik
with override, 75| load AN D

load database key_db from "/tmp/key_db.dat" with override

R E YIS T AL T AR E R PR, Sybase £EiX:

AR L N A BB R, 3 I i 1) P R e e . R
F_E AR LURAS I TR, WA AT LA

SR AL I P BRI, SR L 2 N 1 8 1
AT B P o RXFE AT R I (¥ Bt L5 T s R

e L5 s E B Bt AL S I B e 2 TREIX
P Al P () IR IR o

T S B A R R B B AT A | A4 BRI B e, 4 4 )
Hee B P s Ay, g PEUR AR A BN A PR R T A
WL, HRAT DR
TER AL I A K B e 2 i, 1A H alter table fif 55 2504 o
AL B R 4 B E i
AR FEZ )G, 1L alter table T i 44 £ i vh 1) % A £ dl
B
Jors A5 RN 0 % A0 18] P — 501 v i 25 K0t 2 2 TR e P 1) — S0 i)
L. 152 W, Adaptive Server Enterprise System Administration Guide
(Adaptive Server Enterprise FZ5 277 ) 1) “Cross-database
constraints and loading databases” (% %4 2 £ R A3 4 48 ) o
T ) SR AT A 55 0% 1 B30 1) 3 it 26 2 21 Adaptive Server [ 1#Ihi
A, BEE PR3 3 Adaptive Server 12.5.3a i A M BR A BT o
B, PUTHAE, SRS F 20 23538 21 Adaptive Server AN LA
o WEZ WA 29 TN “RRGRE .
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ARFEPINTEAGE R, TS WH 5 00 QM B w97

1.17 unmount database

T e Bt P P IR A B SN, R T A A DG ) et A S — A
AT o A s S 0 K 128 5 5 s A 1) S0 I 2 1) PR AT L A
P, AL 2 JE 5 B 0 e ) R0 AT AR A

L S A TR A R A L B S s i, A
override ZEIXZEHH 44T unmount.

MR A%, COREAE key_db BRI S B T col_db K
Bo LATP i & ] BT 45 R AR

unmount database key db, col db
unmount database key db with override
unmount database col db with override

PAR fir & ARAEH] override, 4RI JF B7n — 404171 B -
unmount database key db

unmount database col db

1.18 quiesce database
WA AL B 4], T LS R quiesce database

D SR P P R S e A P DL e s A i AT R, A ZBAE ) with
override X% FE AT quiesce.
fEﬁFquiesce database key db, col_db,;iqjkey_dbf%fﬁfibugﬁﬁﬁgﬁ
EHRE,  col db 2K &4 key_db " (¥ 5302 1 91 1R B4 14
fian, LAE fir 24 AT, Hod key_db G55 FH T col_db K41 (1)
a9l

quiesce database key tag hold key db for external

dump to “/tmp/keydb.dat”

quiesce database encr tag hold col db for external dump
to “/tmp/col.dat” with overridewith override

quiesce database col tag hold key db, col db for
external dump to “/tmp/col.dat”

FIEThEE 27
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1.19 MIB&EHREE

1.20 sybmigrate

28

FIEThRE

T S P A M R TN A e R R B, Uy ke
HREANEK,  Adaptive Server #41{i drop database #:1E KM, 7EMIBR LS
TN B B 2 W, 2 S I o 2 A 5 25 o A P s P

FELL R 7- IR, key_db 2 0 B P BE B IR 808 4, col_dbo 52 35 Jin
B (¥ Kt

drop database key db, col db

Adaptive Server Kt 5[ K fiiin, FHEMIER key_db HUERME RN, HK5 B Th
B col_db. 47 EMHBRIX PN Eedha %, T SEMIER col_db:

drop database col db, key db

sybmigrate J& — /NI TH, oTH TREHRN—GIRSGSITHR N —6
i &

AL, sybmigrate LU SCRS AT S &5 1 51 o XK R 26k S0 AR Y5 |
i 2 AR UL R A HbR s 80 By R FE A o ARS8 iS00 T,
sybmigrate T 1% reencrypt iT# 777k, HIZEYE b s #ds JE4E HAs B

X ELS I B W EHEE,  sybmigrate ¥

1 EBRGINEIL. WRBCAHITERFEINZ 4, sybmigrate ¥
¥ H reencrypt LT ME Y], TIA S HZETBE % L.

2 IEBINEZEH. B LUERET B AIEH . sybmigrate £ H Bl 4E Y
A 2 A B T 00 R — 20 e AR A A T s s . ik e
ERGTHE RGN O4, W sybmigrate 45 F N 3 57 1) SE R {EAT
BIns %, sysencryptkeys ZAR A MEHMHCMHH RS = 04
mes, A MERETBFME. WERMATE RS NE DS,
sybmigrate 5 it Z BRIER A, DL 0 % 5 0 VA AE H ks b
IEffifE . W ARG N, 3 3HE Hbr LA % 8 1%
PHEANF T AR L 89E.

3 TR, SRATELLT, BRI SOE A fLIE . T LK R SO R
BRIANFEEAERS Lo FRA R B AR RS #4506 i 45 4%
AR R A4

sybmigrate & Z4 FEAE I — AN TAEH oAb HE . Wi AR 45 #% L i £is A

T I e s e I A s R, WU S IR A A
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1.21 &R IR

FELLFIGHLH,  sybmigrate 376 #6555 £ F% 1 E5Hs T80«

o YRR P AT AT SH AR B R R TIER, e S AT
HbrIRS 28 Lo BT I0VEARAE H bR b i) 80 S5 05 b i s 8 — 2
BE 200 I A% H 0 TR N

o REFIBRSG L. MERBRSETHIRGEOASHE N, WkE
TS, kakk, Hiat ikl s L GEE .

o HPEHLL M bR

sybmigrate -T 'ALWAYS REENCRYPT'

TR I B SRR TERE . S B I R HUTER R, iITBH

BB N4 RIS

FEGER A A, AU G H sa_role Fl sso_role

N B MR AE RS 25 P liC B enable encrypted columns,  WIZE [FfCAS ()

Adaptive Server T H] 12.5.3a £l FE 2 1, JCREPATAEATIRAE . A7 248

T MRECE I 51, — M7 Ao A2 5 o 2ok 2 AN

1L sysencryptkeys Z43 .

TEPAT PRGOS REZ AT, A& BT A 58 e

W RS54 CECE AN 151, WIAERRDOZ RS 48 2 i, 20T B

B AT AT A 25 28 H R 22 LU B IN% . 8R J5124T sp_encryption

remove_catalog, BRI REAN B R RS ORI A, ARG

MR RGER sysencryptkeys. syscolumns FEFXT 12.5.3a I NI HT 51K

IHAR b o) 20, AT TG 5 M o X 6 471

BN 12.5.3a Ix 254 B B IRROA T 12.5.x, AT T HI#AE:

1 WA e s g, RS 24 Gn] AT DL T #4

sp_configure ‘enable encrypted columns’,1

2 {§H drop BX alter X Jr A3 5 FE P LS N S I AR R 5 . RAL
2 ARG I S A AN AR s AT U A, DA IS
s v G g 1) BT D % 5

sp_encryption help

XTI RN Y], R LA A AHB T s, DU Ay
SEH PN I 512 -

sp_encryption help, <keyname>, 'display_cols'

FIEThEE 29
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1.21.1 BER PR RIS H a5

D SR 2 1) I 55 s o 5 e e ) Kt e Ja D T 2 A IR
JIR 55 5 TR AT B G R 2 i, AT A N ERA T

30

FIEThRE

YT RSN, AT F AR —
AT alter table fif3% N 1) 41
AT alter table M55 0 1) 71
AT drop IR E 25 0 25 41 ) 3
T3 n 2% % 4H

A EORIETE N R R G R A HA A P BB U5 i) Adaptive Server,
15 LR PR E B B 8RS 28 . 155 L Adaptive Server Enterprise
Utility Guide (Adaptive Server Enterprise &/ F2/FT5HT ) o

HA sso_role 1 sa_role fi AL/ F b APATUL N RFEAEAMEILRE, %
AR IS TR I R BEAN E A P (1) sysencryptkeys H 5%

sp_encryption remove catalog

W REE PEAN AT, W i AR i A R TR o URAEAE
sysencryptkeys T IRALATEHIINE )5, W% dr & A2 kR
sysencryptkeys, {H234tH— WA D2l & JF RS ab B — N AR 1

Witk sp_encryption MR T sysencryptkeys, "€ ibos WEEAN B 1
1 sysattributes "PHNER LR AT

IS INE| sysencryptkeys 1T 1) id 5%
Bl PEI R eI 114
K R GAF L RE sp_encryption M sybsystemprocs Bt 72 IR o

KHUIRSsas. BUAE, SERTLER] 12.5.3a ZHTIAS ) 12.5.x
Adaptive Server 3|3

A EAE N TR 12.5.3a IRS5 25 10 B 7R B[R] 12.5.3a I8 HHE N2
%1, NS enable encrypted columns. FHT A5 12.5.3a R4 25T, K
REAEE R P 2238 sysencryptkeys RAEHK

Tl O o 3 ot P 3 55 H G P ) e O SR s o %36 38 450 4k
I P S P . BT B LR S TR G

AT - E PR K 545 H AR, JF4E Replication Server 140k 14
)RS M FFEENE. AL Faims:
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5Bl e s AT
sp_stop rep agent primary dbname
dbcc settrunc ('ltm', 'ignore')

dump tran primary dbname with truncate only
dbcc settruc ('ltm', 'valid")

] Replication Server. 7E Replication Server [£) RSSD H1iz4T:

rs zeroltm primary servername, primary dbname

1.22 FHien s

1.22.1 create encryption key

F)TF 5 AR5 A 2 K45 S A0 i create encryption key 313%, MM SO
SEAE I S FE A 4 e s SRR B /N B IR A T 1 DL S
%)JZZ IS iy

Adaptive Server fi [f] Security Builder Crypto™ KA il 3 8 - 3E 47 I % .

RE A G BN 2 S A B, I AT LURZ A PR 42 7 LAt
M
EE create encryption key [[database.[owner].]keyname [as default] for
algorithm
[with [keylength num_bits]
[init_vector [NULL | random]]
[pad [NULL | randoml]]]

o keyname — {E AT EAR FEI 7 3 WL BRI R 44 R s ) o 2 i
ME— 1

« asdefault — SRVFRZELA RO T 0% 18 PR %5 . el
FANHH TCTHAE create table. alter table Fil select into " i fi] keyname
] 45 € N . Adaptive Server i FH [F) —%5c#fa 2 h i) S8 25 4. )
DR MOS8 %50 . 155 WA 32 WY “alter encryption key” o

o algorithm — S INZFRUE (AES) JEME—32 32 KR 5. AES HFIN
AR/ 128 iy 192 7 H1 256 £, SCHFIIHA NN 16 7715

«  keylength num_bits — FAIEE B RKAN  CRANL R BRAL) o KT
AES, MK E R 128, 192 Fl 256 fii. SAZPIKE R
128 470

*  init_vector random — & & 7E N % L FE AT AT dR AL R & . s Sk
{E VI AR AR s, P BOAH [ 4l SCA %8 SR AR, I RE AT B 1k
cryptanalyst R BRI, Al F AT AA b o< 10 vl it s e 1 e 4k o
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WIRAL R R E IO — 258 . A n s & R 45 e Ml in A %

EYIA RePHATR IO . LSRR, 1S WA 18 U

“PERe % I8 HIT .

init_vector null — 1% i 2B AT BT AR R = o XA Rl 81 S0 F &R 5

A W E AR & (B init_vector random) o ¥ FH #1464k 5

TR A N F g i B (CBCO) Bt W init_vector null JI)

ERAE KA A (ECB) £,

pad null — GG BE . TR 2B BT IH A .

WERAN IS G, WA R HE 78

pad random — 71 I Hi H BIE A REHL 715 /N EAE . @l IE

AR, AT DM SR . 2l O K BN T HK

BEM—F I A E G IR T AES 509, KN 16 5.
B, #EA K “safe key” [8] 256 {8 H 45 & Bt 12 1 e 35 4,
RGA T NN

create encryption key safe key as default for AES with
keylength 256

PUR/RGIEE AN —AFRA “salary key” R 128 A7 284, LUAE I BHLI
FERT BT TN -

create encryption key salary key for AES with
init vector null pad random

LUR Rl GI s — A48 “mykey” [ 192 fr%5 8, LUMEHIWIA6 0K &
X HEAT I -

create encryption key mykey for AES with keylength 192
init vector random

1.22.2 alter encryption key

32
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A E A I, R

alter encryption key key1 as default

W EAE Y D aAr A e, AT EATRE R keyl RN E
Yo

IR keyl A =YL, W] A% LR U7 sCUMBSR kel HOBRE 44K

alter encryption key key1 as not default

IR keyl ARG, KR R
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alter encryption key as default 5§, not default 2 g i1 R4 24 RPAT, H.
ANRESZ T HADH P

1.22.3 drop encryption key

BT E ARG A 5] DNER N3 35 o W SRAT A Bl e A AR
FUE RIS DI, W i 4K R

B drop encryption key [database.[owner].]keyname

1.22.4 grant create encryption key
RG22 A A 5T B N B R .

B grant create encryption key to user | role| group

1.22.5 revoke create encryption key
FRGE A L] AR AR 2 o RN A 0 G s AL PR

iEE revoke create encryption key from user | role | group

1.22.6 grant decrypt
RPTA A BURGE LA G AT T 0 R ik b 5281 (1 8136 (1) decrypt BURR -

BE grant decrypt on [ owner. Jtablename[(columnname [{,columname}])]
to user | group | role

B ARBGIAT grant all FEANEZ T E AR .

1.22.7 revoke decrypt
R & BUR G224 D1 ] O X 2 A T L84 () 81 3 1) decrypt BUBR

EE revoke decrypt on [owner.] tablename[(columnname [{,columname}])]
from user | group | role

1.23 sp_encryption

R84 AT sp_encryption I B RFINE 04, RGOS K44 H
HHAT sp_encryption IIELHEZE, I HLH s (i A7 6 70 2 50000 2 1)
sysattributes RAHKH .

sp_encryption system_encr_passwd, ‘password’
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{8 1] sp_encryption $i7 & ) F1 4 B IS BEfe 22 ) 4 64 7715, 1K 1 Adaptive

Server H TS5 2550405 P v IO AT % 5H . G5 4802 1 1A 4E R 7 1) %85 61

1A/

WAZBAT ) 0 5 B BT A A Bl P T BB RGN 1 2

RY w4 ] LUl g sp_encryption JF4RAEIH 04K FE MR LG H 4.
sp_encryption system_encr_passwd, ‘password ‘[, ‘old_password’]

W RS 4 )5, Adaptive Server 23 H 8 A8 114X Bois 22 b (1) iy

W ER N .

1.23.1 sp_encryption help

sp_encryption help B/~ Z M LFR I RKANFINE L. Bien
PAFR7R A2 10 CORHZ S P 4a 2 A Bl s 8, DA HZ 3 5
IS A FH BE AL 7838 2 A W AR A R

sp_encryption help [, keyname [, display_cols]]

21 sp_encryption help HIH A sso_role fA A IZ217h), K BB F
T SR PR . 24'E A B AT sso_role AW FHEATRE, B
VBN P AEZEAR PEPIE select BUFR F 247 24 JE 1

sp_encryption help, keyname W7~ %P4 MR . W2 mARA
sso_role fATA I FHaaAT, WIRZH ;b 2506 %5 ] BAT I FERU -

sp_encryption help, keyname, display_cols . #& H1 25 sso_role £ {4/ H F
BT, "E¥AIH L I .

1.24 3 S 1B ERIE L

1.24.1 alter table

EE

34
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AR R AR i KR DAL D PR 0 s 47 D e T 32 1) B s AR o

i ] alter table 7] 5t B0 A B b AT I sl figg s, w] LA & s I
HI4
PORZINIIE P

alter table tablename add column_name
encrypt [with [database.[owner].]keyname

X BLAT B

[decrypt [with [database.[owner].lkeyname]]
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i

1.24.2 create table

EE

i

keyname — bR iR{F F create encryption key B3 FI %47 . R AIGIFEE NS
keyname BAT select AR o WA KL keyname, Adaptive Server K 4k
13 [ create encryption key ¥, alter encryption key as default £l 22 [¥] 445 % 4H

TEUAA R “employee” H AN B EHIFXT ssn 41N

alter table employee modify ssn
encrypt with ssn key

grant decrypt on employee(ssn) to hr manager role,
hr director role

{8 1] alter table S At & 9. 2L SN K Z1_EAEH] encrypt BREFFIN,

Adaptive Server X xS, IALAPrE YIS LEOH . WRR
BEREAT, WL T RE 2 & FIA 2 KA I ] o

A encrypt FRE X R A1 BN

create table tablename (colname datatype [default_clause]
[encrypt [with [database.[owner].]keynamel]])

keyname — ¥R {# F] create encryption key S5 15550, R AIEIEE 20
X} keyname FAT select BUR o WAL keyname, Adaptive Server H4£%
WL AE create encryption key B¥, alter encryption key H{# 1] as default 1)
B A8 2

BT I (1) employee % :

create table employee table (ssn char(15) null encrypt)

1.24.3 enable encrypted columns EL B S #

WU B B8 enable encrypted columns B8 K 1 A B4 N2 Thik.
QAL 0 B R ik 254 v OC PH MG IC B R I00, DU X 8 81 R AT (P AT AT
A HRRE R, FE IR . 75 R I R B S BRI n] IR R I,
A RE A A .

sp_configure ‘enable encrypted columns’, 1

1.24.4 load database

U R e P L R P TR A s s L, UBRAESE I with

override, 5 M load ¥ A< AT .

load database key_db from "/tmp/key_db.dat" with override
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1.24.5 select into
i1 select into T ZEHIA R IER M HIHALR, (45 decrypt.
223 A P AR 0 B o i s s -

select [all|distinct] < column_list>
into target_table
[(colname encrypt [with [database.[owner].]keyname]
[,colname encrypt
[with [database.[owner].]keyname]])]
from tabname | viewname

GRL]] S 22 T creditcard 410 .
select creditcard, custid, sum(amount) into
#bigspenders

(creditcard encrypt with
cust.database.new cc key)

from daily xacts group by creditcard

having sum(amount) > $5000

1.24.6 dbcc
dbcc checkcatalog 3,45 LA B i — A £«
1 XT sysobjects RN INE AT, HAGAE sysencryptkeys AT
T8 SOZ S H AT & AT

2 TR A INEE R syscolumns WREENA, HKGALE sysobjects
sysencryptkeys Y A% & R AFAE

1.25 S HYERES
DL 5 S S A 2 4 R T 1 i & 1 5 T Ve

1.25.1 alter encryption key
alter encryption key key1 as default | not default

1.25.2 alter table

alter table [[database.[owner].table_name
{'add column_name datatype
[default {constant_expression | user | null}]
{identity | null | not null}
[off row | in row]
[ [constraint constraint_name]
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{{ unique | primary key }

[clustered | nonclustered]

[asc | desc]

[with { fillfactor = pct,
max_rows_per_page = num_rows,
reservepagegap = num_pages }]

[on segment_name]

| references [[database.]Jowner.Jref_table
[(ref_column)]
[match full]
| check (search_condition) ] ...}
[encrypt [with [database .] owner] .Jkeyname
[, next_column]...
| add {[constraint constraint_name]
{ unique | primary key}
[clustered | nonclustered]
(column_name [asc | desc]
[, column_name [asc | desc]...])
[with { fillfactor = pct,
Mmax_rows_per_page = num_rows,
reservepagegap = num_pages}]
[on segment_name]
| foreign key (column_name [{, column_name}...])
references [[database.]Jowner.]ref_table
[(ref_column [{, ref_column}...])]
[match full]
| check (search_condition)}
| drop {column_name [, column_name]...
| constraint constraint_name }
| modify column_name datatype [null | not null]

[encrypt | [with [database .Jowner].] keyname

| modify column_name datatype [null | not null

[encrypt | [with [database .Jowner].] keyname]
|decrypt

[, next_column]...

| replace column_name
default { constant_expression | user | null}
| partition number_of_partitions

| unpartition| { enable | disable } trigger

| lock {allpages | datarows | datapages } }

| with exp_row_size=num_bytes

| [ alter_partition_clause ]

[ partition_clause ]

FIEThEE
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1.25.3 create table

create table [database .[owner ].]table_name (column_name datatype)

[default {constant_expression | user | null}]

{[{identity | null | not null}]

[off row | [in row [ (size_in_bytes)]]

[[constraint constraint_name ]

{{unique | primary key}
[clustered | nonclustered] [asc | desc]
[with { fillfactor = pct,
max_rows_per_page = num_rows, }
reservepagegap = num_pages }]
[on segment_name]
| references [[database .Jowner .Jref_table
[(ref_column )]
[match full]
| check (search_condition)}]}
[match full]...
[encrypt [with [[ database.] owner] . ] keyname]
| [constraint constraint_name]
{{unique | primary key}
[clustered | nonclustered]
(column_name [asc | desc]
[{, column_name [asc | desc]}...])
[with { fillfactor = pct
Mmax_rows_per_page = num_rows ,
reservepagegap = num_pages } |
[on segment_name]
|foreign key (column_name [{,column_name}...])
references [[database.]Jowner.]ref_table
[(ref_column [{, ref_column}...])]
[match full]
| check (search_condition) ... }

[{, {next_column | next_constraint}}...])

[lock {datarows | datapages | allpages }]

[with { max_rows_per_page = num_rows,
exp_row_size = num_bytes,
reservepagegap = num_pages,
identity_gap = value } ]

[ table_lob_clause ]

[ on segment_name ]

[ [ external table ] at pathname ]

[ partition_clause ]
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1.25.4 select

into_clause ::=
into [[database.Jowner.Jtable_name
[(colname encrypt [with [database.] owner].] keyname
[, colname encrypt [with [database. Jowner] . ]
keynamel])]
[ lock {datarows | datapages | allpages } ]
[ with into_option [, into_option] ...]

into_option ::=
| max_rows_per_page = num_rows
| exp_row_size = num_bytes
| reservepagegap = num_pages
| identity_gap = gap
[existing table table_name]
[[external type] at ipath_namel
[column delimiter delimiter]]

2. Internet 113 iR 7 6

B Adaptive Server W 1R%] IPv6, W Z{H FER bR & 7841 JE B
Adaptive Server. JHILIXFF 7775, Adaptive Server 5t i LU & 1Pv6 7]
APE, JFRTELRG] TPv6.

IPv6 1] 1T~ Sun Solaris 32 {7 H1 64 17>V .
+  Sun Solaris 32 .l 64 V-5

*  Windows

o HP32 fifl 64 (i V&

A RIATEPT -6 B ¥CE A BEA T IPve S TR 5 B, 152
T B ERAE R GRS

3. KRHHBERIE

Adaptive Server 12.5.3a iR ¥ S TH B A% IRk 55 ] [R]F$2 1% TIBCO IMS
F1 IBM WebSphere MQSeries 37 F

FIEThRE 39



4. FiF AIX 89 64 {iL Adaptive Server H 3735 PAM Adaptive Server Enterprise 12.5.3a

4. AF AIX #) 64 {iL Adaptive Server 1373 PAM

5.
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I+ AIX 1] 64 {7 Adaptive Server 12.5.3a Fit 37 73T 0 # N 48 xE A BRI
P %5 (PAMUA). U 12.5.3a 64 {17 Adaptive Server /&7E AIX 5.1 -
RATHI, {H IBM UAE T AIX 5.2 (¥ 64 73 FH R E 3% FF PAM.
Sybase W2 AIX 5.2 MR D68, 1 5 IHHAE R
REER, DML IBM EHL LG T PAM IECHHEAMET .

AIX 5.1 B ) 64 47 PAM EEARNEAT M /usr/1ib/security/64 [HzN%EE;
64 L ENIRET] o 47 EAE AIXS5.1 11 64 {7 ASE 12.5.3a H1)ii | PAMUA,
T BAE Jetc/pam.conf SCAF R HEAE PAM B[\ 58 8452 44 . LR 233
B 7 AIX 5.1 PFEML_ 45 e 8 REUATEL pam_aix.

%;% Adaptive Server %;*R /usr/lib/security/64/pam aix

% W78 T Adaptive Server Enterprise 12.5.3a ki 4 7] F T[] - 6 10 %
FhIIRE
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5. igE%k

QOptions
new for new for new for new for new for new for new for
Encrypted Columns 12.5.3a 12.5.3a 12.5.3a 12.5.3a 12.5.3a 12.5.3a 12.5.3a
High Availabilivy * * - *
Distributed Transaction * * * * * * *
XML Management * * * * * * *
Java Option * * * * * * *
Mative XML * > > * > * >
Java Based XML * * * * * * *
Web Services * b * * * * b
Security & Dir Services * * * * * * *
new for
LDAP Server Directory * * * * 12.5.3a * *
new for
LDAP User Authentication * * 12.5.3a *
Secure Socket Layer * * * *
Cybersafe Kerberos *
new for new for
MIT Kerberos * 12.5.3a 12.5.3a *
Platform Mative Kerberos *
Fine Crained Access Caontral * * * * * b
new for
Pluggable Authentication Madu * * 12.5.3a *
Content Management * * * * * *
Enhanced Full Text Search * * * * * *
Real Time Messaging * * * * * *
IME support * - * x * -
new for new for new for new for new for
Websphere MQ support 12.5.3a 12.5.3a 12.5.3a 12.5.3a 12.5.3a
Disaster Recovery * * * *
Features Included with ASE
new for new for new for
IPv& * > 12.5.3a | 12.5.3a 12.5 3a
Cross Pladform Dump and Loa * * * *
Job Scheduler * * * *
ASE Replicator * * * *

* KON SLFFNINRE . A FR IS R Z I REAEXT N & EANTT AT .
A SRR R B8 — RS
e ] FHAPE R 3 — # 8 XS Solaris/SPARC P& s

I A] FPE D RSAS RN [RI T 5 o A7 SR AN [FIRSCAS [ 1) 2 57 (R PR AR 5L
1 F 2 Adaptive Server Enterprise £ 3% «

FIEThEE
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