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About This Book

Audience

How to use this book

Related documents

Installation Guide

Thisguideisfor Sybase® system administrators and other professionals
who are familiar with their system’s environment, networks, disk
resources, and media devices.

This book contains the following chapters:

Chapter 1, “Overview,” isthe overview of the Unwired Accelerator
installation.

Chapter 2, “Installation Procedures,” describes how to install
Unwired Accelerator on your system, how to perform special
installation and upgrade procedures, and how to uninstall Unwired
Accelerator.

Chapter 3, “ Getting Started,” describes how to start using Portal
Interface and Mobile Web Studio, and how to stop and start system
components.

Chapter 4, “Troubleshooting,” provides information for some
common installation problems.

Appendix A, “ Setting Up Authentication and Authorization,”
describes how to set up authentication and authorization using
Tomcat, and either the portal database or a Lightweight Directory
Access Protocol (LDAP) server.

Unwired Accelerator documentation The following Unwired
Accelerator documents are availabl e on the Getting Started with Unwired
Accelerator CD:

The Unwired Accelerator release bulletin for your platform contains
up to date information not documented el sewhere.

A more recent version of the release bulletin may be available on the
World Wide Web. To check for critical product or document
information that was added after the release of the product CD, use
the Sybase Products Manuals Web site.

The Unwired Accelerator installation guide (this document) contains
installation instructions.



Other sources of
information

Vi

The Unwired Accelerator Quick Sart Guide shows how to deploy a Web
and database application to either a PDA or BlackBerry device.

Adaptive Server® Enterprise documents — Unwired Accelerator 7.0
includes the Adaptive Server Enterprise database to store system
information including security authentication and authorization
information.

The SyBooks Installation Guide describes how to install SyBooks™.

The jConnect for JDBC Release Bulletin — Unwired Accelerator 7.0
includes the jConnect™ for JDBC™ driver to allow JDBC accessto
Sybase database servers and gateways.

Unwired Accelerator online documentation The following Unwired
Accelerator documents are available on the SyBooks CD:

The Unwired Accelerator Developer’s Guide includes devel oper-related
topicsfor Unwired Accelerator components, Portal | nterface applications,
and Java Template Framework pages.

The Unwired Accelerator Administration Guide provides administration
topics for Unwired Accelerator and its components.

The Portal Interface User’s Guide describes the Portal Interface user
interface and how to use Portal Interface to build and manage your
enterprise’s portal.

The Mobile Application Devel opment Tutorial provides tutorials that
provide examples of how you can use Mobile Web Studio to develop and
deploy mobile applications.

jConnect for JIDBC documents — Unwired Accelerator 7.0 includes the
jConnect for JDBC driver to allow JDBC access to Sybase database
servers and gateways. The Programmer’s Reference jConnect for JDBCis
included on the SyBooks CD.

Use the Sybase Getting Started CD, the SyBooks CD, and the Sybase Product
Manuals Web site to learn more about your product:

The Getting Started CD contains release bulletins and installation guides
in PDF format, and may also contain other documents or updated
information not included on the SyBooks CD. It isincluded with your
software. To read or print documents on the Getting Started CD, you need
Adobe Acrobat Reader, which you can download at no charge from the
Adobe Web site using alink provided on the CD.

Unwired Accelerator
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Sybasecertifications

on the Web

Installation Guide

The SyBooks CD contains product manuals and is included with your
software. The Eclipse-based SyBooks browser allows you to access the
manuals in an easy-to-use, HTML-based format.

Some documentation may be provided in PDF format, which you can
access through the PDF directory on the SyBooks CD. To read or print the
PDF files, you need Adobe Acrobat Reader.

Refer to the SyBooks Installation Guide on the Getting Started CD, or the
README.txt file on the SyBooks CD for instructions on installing and
starting SyBooks.

The Sybase Product Manual s Web siteisan online version of the SyBooks
CD that you can access using a standard Web browser. In addition to
product manuals, you will find links to EBFs/Maintenance, Technical
Documents, Case Management, Solved Cases, newsgroups, and the
Sybase Developer Network.

To access the Sybase Product Manuals Web site, go to Product Manuals at
http://lwww.sybase.com/support/manuals/.

Technical documentation at the Sybase Web site is updated frequently.

[JFinding the latest information on product certifications

1

4

Point your Web browser to Technical Documents at
http://www.sybase.com/support/techdocs/.

Click Certification Report.

Inthe Certification Report filter select a product, platform, and timeframe
and then click Go.

Click a Certification Report title to display the report.

[JFinding the latest information on component certifications

1

Point your Web browser to Availability and Certification Reports at
http://certification.sybase.com/.

Either select the product family and product under Search by Base
Product; or select the platform and product under Search by Platform.

Select Search to display the availability and certification report for the
selection.

Vil



Sybase EBFs and

software
maintenance

Conventions

[ICreating a personalized view of the Sybase Web site (including support
pages)
Set up aMySybase profile. MySybase isafree service that allowsyou to create
apersonalized view of Sybase Web pages.

1

2

Point your Web browser to Technical Documents at
http://lwww.sybase.com/support/techdocs/.

Click MySybase and create a MySybase profile.

[IFinding the latest information on EBFs and software maintenance

1

Point your Web browser to the Sybase Support Page at
http://lwww.sybase.com/support.

Select EBFs/Maintenance. If prompted, enter your MySybase user name
and password.

Select a product.

Specify atime frame and click Go. A list of EBF/Maintenance releasesis
displayed.

Padlock iconsindicate that you do not have download authorization for
certain EBF/Maintenance releases because you are not registered as a
Technical Support Contact. If you have not registered, but have valid
information provided by your Sybase representative or through your
support contract, click Edit Roles to add the “ Technical Support Contact”
role to your MySybase profile.

Click the Info icon to display the EBF/Maintenance report, or click the
product description to download the software.

The syntax conventions used in this manual are:

Key Definition

commands and Command names, command option names, utility names, utility flags, Java
methods methods/classes/packages, and other keywords are in lowercase Aria font.
variable Italic font indicates:

Viii

« Program variables, such as myServer
¢ Parts of input text that must be substituted, for example:

Server.log

¢ Filenames

Unwired Accelerator
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Key Definition

$SYBASE Variable used to represent the Sybase Unwired Accelerator installation directory on
UNIX systems.

File| Save Menu names and menuitemsaredisplayed in plain text. Thevertical bar showsyou how
to navigate menu sel ections. For example, File| Saveindicates” select SavefromtheFile
menu.”

package 1 Monospace font indicates:

If you need help

Installation Guide

¢ Information that you enter in a GUI interface, acommand line, or as program text
« Sample program fragments
« Sample output fragments

Note Theinstallation and post-installation instructions frequently refer to
these variables:

$SYBASE refers to the Unwired Accelerator installation directory; for
example, /opt/sybase/UA70. In this document, $SY BASE/ASE indicates the
location where Adaptive Server Enterprise isinstalled.

%RIM% refers to the Research in Motion installation directory; for example,
C:\Program Files\Research In Motion or C:\RIM.

$CATALINA_HOME refers to the Apache Tomcat application server
installation directory. Unwired Accelerator integrates the Tomcat in its
installation directory, so $CATALINA_HOME is equivalent to
$SYBASE/UAT70/tomcat).

$IAVA_HOME refersto avalid VM directory.

Each Sybaseinstallation that has purchased a support contract has one or more
designated people who are authorized to contact Sybase Technical Support. If
you cannot resolve a problem using the manuals or online help, please havethe
designated person contact Sybase Technical Support or the Sybase subsidiary
in your area.
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CHAPTER 1

Overview

This guide explains how to install, and configure Sybase Unwired
Accelerator running in Tomcat.
Topic | Page
Product summary B

Product summary

Installation Guide

Thisinstallation guide is for Sybase Unwired Accelerator, whichis
compatible with these platform and operating system configurations:

« Red Hat Enterprise Linux Advanced Server 4.0
e SUSE Linux Enterprise Server (SLES) 9.0
*  Mobiledevice, online access:
e PocketPC 2003 (Windows CE)
e Motorola MPx200 (Windows Moabile OS)
e HandSpring Treo 600 (PalmOne OS 600)
e RIM BlackBerry (including Proximus and Vodafone)
* Mobile device, offline access:
»  PocketPC
« RIM BlackBerry (including Proximus and Vodafone)

Unwired Accelerator mobilizes enterprise applications and data, which
allows users to be productive and effective inside or outside the office.
They can access the same applications and tools anytime, anywhere on a
mobile device.



Product summary

Unwired Accelerator enables usersto rapidly mobilize existing enterprise Web
applications and data sources, such as databases and Web services for both
online and offline Web access. Users need not rewrite or modify existing
applications or infrastructure.

2 Unwired Accelerator



CHAPTER 2 Installation Procedures

This chapter describes how to install Unwired Accelerator with Linux on

POWER.

Topic Page
System reguirements 3
Unwired Accelerator default values 4
Preinstallation tasks 5
Installation tasks 7
Post-installation tasks 10
Uninstalling Unwired Accelerator (from Tomcat) 31

System requirements

Table 2-1 on page 4 lists system requirements for using either Red Hat
Linux, or SUSE Linux.

Note Go to the SyBooks Product Manuals Web site at
http://www.sybase.com/support/manuals, or see the release bulletin for
your platform for components that require operating system patches.

Installation Guide 3



Unwired Accelerator default values

Table 2-1: System requirements

Platformand Release
oS level

RAM

Disk space

Network
protocol

Web browser

Red Hat Advanced
Enterprise Server 4.0
Linux

512MB minimum,
1G recommended

500MB minimum,
1G recommended

TCP

To access Portal
Interface, use
Internet Explorer
5.5+ or Netscape
Navigator 7.01+.

ToaccessMobile
Web Studio, use
Internet Explorer
versions 5.5 and
6.0.

SuSE Linux
Enterprise
Server (SLES)

SLES9.0

512 MB minimum,
1G recommended

500MB minimum,
1G recommended

TCP

To access Portal
Interface, use
Internet Explorer
5.5+ or Netscape
Navigator 7.01+.

To accessMobile
Web Studio, use
Internet Explorer
versions 5.5 and
6.0.

Sybase Unwired Accelerator installed on Red Hat Enterprise Linux Advanced
Server is designed to act asthe “server.” Windows client browsers are used to
access both the Porta I nterface and Mobile Web Studio applications, so a PC
running Windows is required.

Unwired Accelerator default values

Table 2-2 lists the default values for the user names, passwords, and port
numbers for Unwired Accelerator.

Component

| Default values

Description

Table 2-2: Unwired Accelerator default installation values

Local Host Machine

Local host machine name (demo) The machine name; for example, “lab2k.”
Unwired Accelerator port 4040
Unwired Accelerator HTTPS port 4443

Unwired Accelerator



CHAPTER 2 Installation Procedures

Component Default values Description

Adaptive Server Enterprise 15.0, Enterprise Edition

ASE database port number 5000

ASE administrator user name sa Thisisthe user name used tolog in to
Adaptive Server Enterprise.

ASE administrator password “” (no password) Thisisthe password used to log in to
Adaptive Server Enterprise.

Mobile Web Sudio 7.0

User name/password masuper/m8super Created automatically during installation.

(uses mobile application terms)

If you are installing Unwired Accelerator,
use this user account to see mobile
application terminology.

User name/password
(uses Enterprise Portal terms)

opsuper/Opsuper (thefirst | Created automatically during installation.
character is azero) If you are upgrading from Enterprise
Portal to Unwired Accelerator, use this
user account to see EP terminology; for
example, “portlets’ instead of
“applications.”

Preinstallation tasks
Before you install Unwired Accelerator, you must:

Installation Guide

Install Adaptive Server Enterprise, Enterprise Edition. See the Adaptive
Server Enterprise 15.0 installation guide and release bulletin for
procedures. The Adaptive Server Enterprise guides are located on the
Getting Started CD.

See the Adaptive Server Enterprise documentation on the Getting Started
CD for more information about Adaptive Server Enterprise commands
and performance tuning.

Create an Adaptive Server Enterprise datadevice and log deviceto act as
adatastore for Unwired Accelerator. You can use any method you like to
create the devices, including using your own scripts, but you must use
these exact device names and minimum sizes:

e portalData — name for the data device (minimum size 400M B)

e portalLog — name for the log device (minimum size 100M B)



Preinstallation tasks

See the Adaptive Server Enterprise documentation for information, and
see the Adaptive Server Enterprise performance and tuning
documentation for additional information.

Start Adaptive Server Enterprise before you start the Unwired Accel erator
installation.

Verify that thereisa“.” (dot) in the PATH environment variable.

Verify the $JAVA_HOME environment variable pointsto avalid VM
directory.

Verify that you have write permission on your login home directory, the
directory where you install the software, and the /tmp/logs directory. If the
logs directory does not exist, one is automatically created during
installation.

Verify that you have 500M B free space in your temporary directory;
otherwise, the installation fails.

If you do not have enough space in your /tmp directory, redirect the
installer to use a different directory for temporary space.

Note The temporary directory to which you are redirecting must exist
before you set the environment variable.

To redirect your temporary directory, enter:
./setupLinux.bin -is:tempdir /work/tmp
where /work/tmp is the directory of your choice.

Know the domain name of the machine where you areinstalling Unwired
Accelerator. To find your domain name, contact your system
administrator, or at a command prompt, enter:

domainname

Your domain displays, for example, sybase . com.

Install any Sybase EBFs listed in the release bulletin.

Unwired Accelerator



CHAPTER 2 Installation Procedures

Installation tasks

This section discusses installing Unwired Accelerator in a network
environment. I nstallation takes five to ten minutes, depending on the speed of
your machine.

Installation Guide

[installing Unwired Accelerator

Typically you can use any account to install Unwired Accelerator in Tomcat.
However, if you plan to use port 80 (HTTP) and port 443 (HTTPS), you must
loginasroot to install Unwired Accelerator.

1
2

Insert the Installation CD.

Launch theinstaller by running setupLinux.bin. This may take afew
moments. The Sybase splash screen displays, followed by the Welcome
window.

Click Next. The End-User License window displays.

Select the license agreement appropriate for the country or region where
you areinstalling the software, from the drop-down list. The license

displays.

Read the license agreement and select “I do agree to the terms of the
Sybase license, for the install location specified.” Click Next.

In the next window, accept the default installation directory, or enter the
directory in which to install Unwired Accelerator. For example, enter
/opt/sybase/UA70. Theinstallation directory isreferred to as $SYBASE in
this guide.

Theinstaller checks for available disk space. If there is not enough disk
space, the installer reports the problem and closes. You must free up disk
space and start again.

In the next window, enter host and domain information, or accept the
default values:

¢  Host Name —the installer inserts the name of the machine on which
you areinstalling Unwired Accelerator; for example, 1ab2k.

e Domain Name — the installer inserts the name of the domain (and
subdomain if used) of the machine on which you are installing
Unwired Accelerator; for example, sybase.com.

Click Next.



Installation tasks

8 Inthe next window, enter Unwired Accelerator server port numbers, or
accept the defaults:

HTTP Port — by default, the installer inserts 4040 for the Unwired
Accelerator HTTP port (see Table 2-2 on page 4). Accept the default
or provide anew value. Note that UA configuration filesuse 4040 as
the default Unwired Accelerator HTTP port.

HTTPS Port — by default, the installer inserts 4443 for the Unwired
Accelerator HTTPS port (see Table 2-2 on page 4). Accept the default
or provide a new value.

Click Next.

9 Inthenext window, enter Adaptive Server Enterprise database parameters,
or accept the defaullts:

ASE Database Host — enter the name of the machine on which the
Adaptive Server Enterprise databaseisinstalled; for example, myasE.

ASE Database Port — by default, the installer inserts 5000 for the
Adaptive Server Enterprise database (see Table 2-2 on page 4).
Accept the default or provide anew value.

ASE Database Username — enter the Adaptive Server Enterprise user
name; for example, the default is sa.

ASE Database Password — enter the Adaptive Server Enterprise user
password; for example, the default for sa is blank (no password).

10 Inthe same window, indicate how to handle database and log devices:

If you created Adaptive Server Enterprise dataand |og devices as part
of the “Preinstallation tasks” on page 5, click Next to proceed. The
installation wizard verifies that the data and log file devices exist.

If they do, the installation proceeds. If they do not, an error message
displays:
The devices portalData and portallog were not
found on the database server. Please create the

devices before proceeding. Consult the
Installation Guide for instructions.

If you did not create Adaptive Server Enterprise dataand log devices
in advance, you must create them at this time. To do so:

a Connect to the Adaptive Server Enterprise server,
$SYBASE/ASE.

Unwired Accelerator
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Installation Guide

1

12
13

14

b  Createthe devices using information in “Preinstallation tasks”
on page 5.

¢ Intheinstaller window, click Next to proceed.

Thelnstallation Progress window displays. During installation, thesefiles
are updated with the configuration information you supplied:

e global.properties.xml — changes the default host name and domain
name to the machine name and domain name that you provided. The
global.propertiesxml fileislocated in:

$SYBASE/tomcat/webapps/onepage

e domain.js— changes the default domain name to the name you
provided. The domain.jsfileislocated in:

$SYBASE/tomceat/webapps/onepageljavascript

e server.xml — changes the default port number to the number you
provided. The server.xml fileislocated in:

$SYBASE/tomceat/conf/

The Installation Summary window displays and reports success or failure
of the installation.

Click Finish.

In the terminal window, from $SYBASE, enter starttomcat.sh. This
starts the Tomcat application server.

When Tomcat starts, you see a series of messages in the Tomcat window,
including the following:

Using CATALINA BASE: SSYBASE/tomcat
Using CATALINA HOME: SSYBASE/tomcat
Using CATALINA TMPDIR: $SYBASE/tomcat/temp
Using JAVA HOME: ./JDK1.4. 2 06

The Unwired Accelerator installation is complete. See “Verifying the
installation” on page 10 to verify the network installation works correctly

If you cannot connect to the application, go to $SYBASE/tomcat/logs and
check the catalina.out file for errors.



Post-installation tasks

Post-installation tasks

This section describes post-installation tasks. Only perform the proceduresfor
the features needed in your installation. Topics include:

* Verifying theinstallation

»  Configuring for a proxy server

» Updating digital certificates

* Installing RIM BlackBerry server and client software
» Installing Unwired Accelerator .NET client software
e Setting up a SAP connection

»  Configuring Tomcat for LDAP

Note In this section, the Tomcat version of path namesis used, such as
$SYBASE/tomcat/webapps/onepage.

Verifying the installation

Verify your Unwired Accelerator installation by checking the Portal Interface
and Mobile Web Studio installations.

[IChecking the Portal Interface installation

1 To verify the Portal Interface installation, open an Internet Explorer
browser window, and enter the Unwired Accelerator addressin the
following format:

http://hostname.domain:port/onepage/mpindex.jsp
where;

» hostname —is the name of the machine where you installed Unwired
Accelerator; for example, “lab2k.”

e domain —is the domain name where the installation is located; for
example, “sybase.com.”

* port—isthe Unwired Accelerator port number (the default is4040 for
Tomcat).

For example:

10 Unwired Accelerator
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http://lab2k.sybase.com:4040/onepage/mpindex.jsp
The Portal Interface Welcome window displays.
2 Click Join Now to set up anew user profile. Select the PortalUser role. See
“Getting started with Portal Interface” on page 33.

[ IChecking the Mobile Web Studio installation

1 To verify the Mobile Web Studio installation, open another browser
window and navigate to:

http://hostname.domain:port/onepage/loader.html

For example, if your machine’'s name is “lab2k,” your portal domainis
“sybase.com,” and your HTTP port number is“4040,” enter:

http://lab2k.sybase.com:4040/onepage/loader.html

Note Mobile Web Studio is accessible only through Microsoft Internet
Explorer 5.5 and 6.0.

The Maobile Web Studio window opens. (If awindow with a Close button
opens, minimize the window, but do not close it).

If the Mobile Web Studio window does not display, see Table 4-1 on
page 42 for information.

2 InMobile Web Studio, log in using masuper as the user name, and
m8super asthe password. See“ Getting started with M obile Web Studio”
on page 35.

Setting the mail.host property

Installation Guide

When you create a new user in Mobile Web Studio, a verification e-mail with
the user’s password is sent to you. You must change the mail.host property in
the global.properties.xml file to your SMTP host.

1 Navigate to $SYBASE/tomcat/webapps/onepage/config, and open the
global.properties.xml file with atext editor.

2 Locatethe Property name="mail.host” value=“xx.XX.XX.XXX"
line and change the value to the | P address of the SMTP host of your mail
server.
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Configuring for a proxy server

12

If you are using a proxy server, you must configure Unwired Accelerator with
the appropriate proxy settings. Make changesin the global .properties.xml file,
located in $SYBASE/tomcat/webapps/onepage/config. The settingsinclude:

e proxy —enables aproxy server, if asquid type HTTP proxy is available.
e proxy.host —identifies the proxy server name or IP address.
e proxy.port — identifies the proxy server port number.

*  proxy.bypass_list —identifies alist of 1P addresses or host names that
should bypass the proxy server.

Note SeetheUnwired Accelerator Administration Guidefor moreinformation
about the global.properties.xml file and setting up a proxy server.

[ 1Using Unwired Accelerator behind a proxy server
1 Navigate to $SYBASE/tomcat/webapps/onepage/config.

2 Inatext editor, open global.properties.xml and change the proxy valueto
“on.” For example:

Property name="proxy" value="on"
description=" (on/off). on ONLY if a http proxy
server 1is installed/available” menugroup="10"/

3 Change the proxy.host value to the | P address or host name of the proxy
server. For example, if your proxy server host name is
“proxy.hostname.com,” the line looks like this:

Property name="proxy.host"
value="proxy.hostname.com"
description="(127.0.0.1). configure only if
proxy=on. IP of the http proxy server”
menugroup="100"/

4 Change the proxy.port val ue to the port number on which the proxy server
isrunning. For example, if the port is 3128, the line looks like this:

Property name ="proxy.port" value="3128"
description= " (3128). configure only if proxy=on.
port where http proxy server is running”
menugroup="100"/

Unwired Accelerator
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5 Tothe proxy.bypass_list value, add the I P addresses or host names that

should bypass the proxy server. You must keep the loopback address and
local host in the bypass list. For example, if you want requests for URLs
that end with “ sybase.com” or start with “syberspace” to bypass the proxy
server, enter:

Property name="proxy.bypass_ list" value
="127.0.0.1|localhost" description=" (hostl|host2) .
please read HTTPConnection javadocs for info on
dontProxyFor () method for more info"
menugroup="100"/

Updating digital certificates

User authentication for the portal uses HTTPS, which uses Secure Sockets
Layer (SSL) for posting the user names and passwords that users enter in an
encrypted form over a secure channel. SSL and HTTPS rely on the usage of
digital certificates, which are typically verified and signed by third-party
trusted authorities.

Unwired Accelerator uses a certificate that is created using the keytool utility
that shipswith JavaDevelopment Kit (JDK) 1.4.x. Thiscertificateisnot signed
by any trusted authority; therefore, you see the Security Alert pop-up when you
sign in with your user name and password. Replace the .keystore filein the
product folder with your certificate file of the same name.

Installing RIM BlackBerry server and client software

This section provides the following information for setting up Research In
Motion’'s (RIM) BlackBerry server and client software, which are used to
deploy mobile applications to BlackBerry mobile devices:

Installation Guide

Guidelinesfor setting up the RIM BlackBerry server and client software,
if you are using RIM’s BlackBerry Enterprise Server (BES) to deploy
applications.

Procedures for setting up the Unwired Accelerator offline client software
for the RIM BlackBerry maobile device or device simulator.

Procedures for setting up an Unwired Accelerator user on the BlackBerry
device.
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Alternatively, you can use the .NET client to deploy mobile applicationsto
Windows Mobile PDAs. See “Installing Unwired Accelerator .NET client
software” on page 18.

Note The RIM BlackBerry server is available only on Windows.

Guidelines for installing BlackBerry server and client software

If you plan to use BES to deploy applicationsto BlackBerry devices, you must
make sure of the following before you install the offline client on the
BlackBerry device:

* TheRIM BES softwareisinstalled and configured correctly, using RIM’s
installation documentation. The installation directory is referred to as
%RIM% in this guide.

» TheRIM BlackBerry Desktop Manager software isinstalled and
configured correctly. Unwired Accel erator’s minimum requirement for the
BlackBerry Desktop Manager software is version 3.6 SP3a.

» TheBlackBerry device has connectivity with BES that you can
synchronize between BES and the BlackBerry device.

Note If you do not have a BlackBerry device, asimulator is available for
download from RIM at http://www.blackberry.net/developers. Under
Downloads, select the BlackBerry Device Simulators link. Select the
simulators or simulator packages to download. You can aso down load the
Smulator Guide 3.6, located under Resources on the same page.

Guidelines for setting up BlackBerry users

14

This section provides information for hel ping BlackBerry mobile device users
to get set up to use Unwired Accelerator. For each user, set up a user account
through Mobile Web Studio, and supply the following information to the user:

*  Location of UA offline client —each user must install the UA offline client
on the BlackBerry device. You will need to develop a process for making
the Uabbapp.alx and Uabbapp.cod files avail able to users.

»  User name —the user account you created through Mobile Web Studio.

e Password (generated when you created the Mobile Web Studio account;
such as kp17kjos).
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Resource ID, such as 21.
UA server name, such as 1ab2k . sybase . com.

UA HTTP port number, such as4040.

Note Alternatively, userscanloginto Portal Interface and use Join Now to set
up an account, and then set up the user account on the BlackBerry device. See
“Getting started with Portal Interface” on page 33.

Installing offline client on BlackBerry device

This section shows how to install the Unwired Accelerator offline client
application on a BlackBerry device. The offline client enables you to use the
applications you create through Unwired Accelerator on your BlackBerry
device in offline mode.

Information is also provided for setting up the offline client on the BlackBerry
simulator, which is available for download from Research in Motion.

[dinstalling an Unwired Accelerator offline client

1

Installation Guide

Connect the BlackBerry device to the computer that contains your
Uabbapp.alx and Uabbapp.cod files (Unwired Accelerator).

Run the BlackBerry Desktop Manager using instructionsin BlackBerry
documentation.

Click Application Loader to start the wizard, then click Next. The
Application Loader wizard displays.

Click Add, navigate to and select the UAbbapp.alx file.
Click Open. The application islisted on the Application Loader wizard.

Click Next to continue. The application isinstalled on your BlackBerry
device.

Access your BlackBerry device. You see the Unwired Accelerator (UA)
icon.
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Figure 2-1: UA icon

8

BLACKBERRY

2m FRI, IMAR 11
[TTrm=] 6:37em GATS ¥ _aml

SEET TR
SR
*HO2G %,
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To run the Unwired Accelerator offline client, use the trackwheel to
highlight the Unwired Accelerator (UA) icon, and open it. The Unwired
Accelerator screen displays. The message starting with currently
there are no synchronized applications available displays.

Set up auser on the BlackBerry device as described in “ Setting up an
Unwired Accelerator user on the BlackBerry device” on page 17.

Installing offline client on the BlackBerry simulator

This section shows how to install an Unwired Accelerator offline client
application on a BlackBerry simulator. See “ Guidelines for installing
BlackBerry server and client software” on page 14 for information about
downloading the simulator from RIM to your desktop.
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[installing a UA offline client on the simulator

This procedure is for BlackBerry 3.7.

1
2

Navigate to $SYBASE/tomcat/webapps/onepage/Blackberry.

L ocate the UAbbapp.alx and UAbbapp.cod files, and copy them into your
BlackBerry simulator installation directory:

%RIM%\Research In Motion\BlackBerry JDE 3.7\simulator

Select Start | Programs | Research In Motion | BlackBerry Java
Development Environment 3.7 | MDS Simulator to start the BES
simulator. You can minimize the Java.exe window.

Select Start | Programs | Research In Motion | BlackBerry Java
Development Environment 3.7 | Device Simulator to start the BlackBerry
device simulator. You can minimize the Device Simulator and Radio
Simulation Control Panel windows.

Accessthe BlackBerry Handheld Simulator window. You seethe Unwired
Accelerator (UA) icon.
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6 Torunthe UA offline client, highlight the Unwired Accelerator icon, and
open it. The Unwired Accelerator screen displays. The message starting
with Currently there are no synchronized applications
available displays.

7  Set up auser onthe BlackBerry simulator as described in “ Setting up an
Unwired Accelerator user on the BlackBerry device” on page 17.

Setting up an Unwired Accelerator user on the BlackBerry device

This describes how to set up a user on the BlackBerry device or simulator.

[ ISetting up a UA user on BlackBerry

1 Make surethe BlackBerry offline client is running on the device. You
should see the Unwired Accelerator icon in the application menu.

2  Select the Profiles option on the trackwheel menu.

Figure 2-2: Profiles option
BLACKBERRY

Unwired Accelerator

applications available. Execuf
"sync A" command. B

3 From Connection Profiles, select the New Profile option from the
trackwheel menu.

Figure 2-3: New Profile option
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Connection Profies
0 rasLpET

4 OntheNew Profilewindow, enter your profile name, username, password,
resource id, server name and domain, and port number. This example
creates a second masuper/m8super account, mwsAdmin.

«  Profile Name — the profile name for the account, such as mwsadmin.
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» Username —the account user name, such as masuper.
e Password — the account password, such as mgsuper.

» Resourceid —the default resource identifier (RID) for the account,
such as 21 for Unwired Accelerator.

*  Server name — the server and domain on which Unwired Accelerator
isrunning, such as 1ab2k.sybase. com.

e Port number —the port used to accessthe Unwired Accel erator server,
such as404o0.

Select Save from the trackwheel menu, and save the settings.

Highlight the new profile, and select Set as Active from the trackwheel
menu to make the profile active.

Select Close from the trackwheel menu to return to the Unwired
Accelerator screen.

Once you use Mobile Web Studio to create mobile applications, and
synchronize, you will see the applications on the mobile device. To create
mobile applications, see these Unwired Accelerator documents:;

e Quick Sart Guide
»  Mobile Application Development Tutorial

e Development Guide

Installing Unwired Accelerator .NET client software

This section provides the following information for setting up the .NET client
software on a Windows mobile PDA:

18

Requirements for using the .NET client software on a Windows device
with Unwired Accelerator to deploy mobile applications to the device.

Procedures for installing and setting up the Unwired Accelerator .NET
client software on the mabile device.

Procedures for setting up Unwired Accelerator .NET user profileson a
mobile device.

Alternatively, you can use the BlackBerry client to deploy maobile applications
to BlackBerry devices. See “Installing RIM BlackBerry server and client
software” on page 13.
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Understanding .NET client requirements

These are the requirements for deploying mobile applications from the
Unwired Accelerator server to a Windows Mobile PDA using .NET client
software;

Installation Guide

Any of these operating systems (with, or without, telephone features):
*  Windows Mobile 2003

*  Windows Mobile 2003 Second Edition

e Windows Mohile 5.0

Note Windows Smartphone devices (like the M otorola M Px220) are not
supported. If you are unsure of your device's operating system, see
“Determining the device's operating system” on page 20.

Approximately 20 MB of free storage space to install the following
components (installers for these components are included with the
Unwired Accelerator 7.0 .NET client).

e NET Compact Framework 1.0 Service Pack 3—thismust beinstalled
to the device’'s memory; it cannot be stored to a memory card. The
Service Pack is not included in the release, but can be downloaded
from the Microsoft Web site at http://www.microsoft.com.

Note If you are unsure of your device's service pack, see
“Determining the device's operating system” on page 20.

e Adaptive Server Anywhere for Windows CE (ASA for CE) database
—ASA for CEisincluded in the release. this can beinstaled to a
removable memory card, if your deviceislow on storage space and
supports one.

e Unwired Accelerator 7.0 .NET client —this should beinstalled to the
device memory for optimal performance. The .NET client can be
installed to aremovable memory card, if your deviceislow on storage
space and supports one, but it is not recommended because frequent
accesses to the database file degrade performance noticeably. The
.NET client isincluded in the release.

An Unwired Accelerator 7.0 server installation with which to connect
(described in “Installation tasks” on page 7).
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Network connection that allows the PDA to communicate with the
Unwired Accelerator server. Possible network connections include:

ActiveSync — share your |aptop/desktop network connection by
connecting the PDA to the PC using ActiveSync. You can download
ActiveSync from the Microsoft Website.

802.11 wireless network — requires that your device has awireless
network antenna.

GPRS connection — requires that your device access the Internet via
GPRS, and that your Unwired Accelerator server is publicly
accessible on the Internet.

Determining the device’s operating system

You can determine the operating system of your device by checking the About

window.

[ IChecking the About window

1

2
3
4
5

Installing the .NET software

On the mobile device, click the Start menu and select Settings.
Click the System tab.

Click the About icon.

Click the Version tab if it is not already selected.

Check the version information (the Microsoft flag logo in the upper left
corner of the Start menu indicates the version visually):

Windows Mabile 2003 — the text states Microsoft Pocket PC and
Version 4.20 (the Microsoft flag logo is outlined in white).

Windows Mabile 2003 Second Edition — the text states Windows
Mobile 2003 Second Edition and Version 4.21 (the Microsoft flag
logo is not outlined in white).

Windows Mobile 5.0 — the text states Microsoft Windows Mobile
Version 5.0 (the Microsoft flag logo is not outlined in white, and the
OK button in the upper right corner is square in shape).

This section providesinformation for helping .NET client mobile device users
set up to use Unwired Accelerator. Use Mobile Web Studio to set up an account
for each user, and supply the following information to the user:

20
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L ocation of downloads — each user must install the .NET Compact
Framework, ASA for CE, and Unwired Accelerator .NET client on hisor
her mobile device. Develop aprocess for making the version and location
information available to users.

User Name — the user name for the profile, such asmasuper.
Password — the password for the profile, such asmssuper.

Server —the server and domain on which the Unwired Accelerator server
iSsrunning, such as 1ab2k.sybase . com.

Port —the port used to access the Unwired Accelerator server, such as
4040.

RID —the default resource identifier (RID) for the account, such as 21 for
Unwired Accelerator.

Each user must install the following software on a Windows mobile PDA:

.NET Compact Framework
ASA for Windows CE
Unwired Accelerator 7.0 .NET client

Installing the .NET Compact Framework

Install the NET Compact Framework 1.0 Service Pack 3 on your device. You
may want check to see whether the required .NET Compact Framework is
aready installed. If it isnot installed, download the Service Pack from the
Microsoft Web site and install it.

Installation Guide

[ IChecking the .NET Compact Framework version

In this step, verify the Service Pack installed on your mobile device. Skip this
procedure if you already know you need to install .NET Compact Framework

1.0 SP3 on your device.

1 Openthe File Explorer application on the device.

2 Browseto the \Windows folder.

3 Locate and click once on the file cgacutil. If there is no cgacttil file, the

.NET Compact Framework is not installed.

A pop-up window displays the version number of the installed .NET
Compact Framework. Use the information below to determine which
version or versions of the NET Compact Framework isinstalled.
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Table 2-3: .NET Compact Framework versions

Version number | Software version
1.0.2268.0 .NET Compact Framework 1.0 RTM
1.0.3111.0 .NET Compact Framework 1.0 SP1
1.0.3226.0 .NET Compact Framework 1.0 SP2 Recall
1.0.3227.0 .NET Compact Framework 1.0 SP2 Beta
1.0.3316.0 .NET Compact Framework 1.0 SP2 Final
1.0.4177.0 .NET Compact Framework 1.0 SP3 Beta
1.0.4292.0 .NET Compact Framework 1.0 SP3
2.0.4037.0 .NET Compact Framework 2.0

(part of VS2005 CTP May)
2.0.4135.0 .NET Compact Framework 2.0

(part of VS2005 Beta 1)
2.0.4317.0 .NET Compact Framework 2.0

(part of VS2005 CTP November)
2.0.4278.0 .NET Compact Framework 2.0

(part of VS2005 CTP December)
2.0.5056.0 .NET Compact Framework 2.0 (BETA 2)
2.0.5238.0 .NET Compact Framework 2.0 Release

4  If you do not see version 1.0.4292.0 or higher, install .NET Compact
Framework Service Pack 3.

Note You may see multiple version numbersin the pop-up window,
meaning that multiple CFs are installed, such as CF 1 and CF 2. Thisis
acceptable, aslong as 1.0.4292.0, the version number for .NET Compact
Framework 1 Service Pack 3, isincluded in thelist of installed versions.

[ IDownloading .NET Compact Framework Service Pack 3

In this step, download the Service Pack from the Microsoft download Web site
to your PC. Skip thisprocedureif .NET Compact Framework SP3isinstalled
on your mobile device.

1 Navigateto:

http://www.microsoft.com/downloads/details.aspx
?FamilyId=A5A02311-194B-4C00-B445-F92BEC03032F&
displaylang=en

2 Review the download instructions on the Microsoft Web site.

3 Download the Service Pack to your PC, according to the instructions.
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[dinstalling .NET Compact Framework Service Pack 3
In this step, download the Service Pack from your PC to your mobile device,

and install the Service Pack on the mobile device. Skip this procedureif .NET
Compact Framework SP3 isinstalled on your mobile device.

1 UseActiveSync to connect your mobile device to your PC.

2 Onyour PC, with your mobile device connected, run the Service Pack
installer. The installer detects your device operating system, copies the
appropriate configuration file to your device, and installs it.

« If the device already has this version of the .NET Compact
Framework installed, this prompt displays:

Microsoft .NET Compact Framework is already
installed. Reinstall?

Click Cancel and proceed to “Installing ASA for Windows CE” on
page 23 to install the database. Or, click OK to reinstall.

e If you continue with theinstallation, and if amemory card is plugged
into your mobile device, you may be prompted to select the
installation destination for the .NET Compact Framework.

Note Select the device memory astheinstallation destination, not the
memory card.

Installing ASA for Windows CE

Install the Adaptive Server Anywherefor Windows CE (ASA for CE) database
on your mobile device. The database is used for persistent storage of system
and mobile application data.

The CABinet (CAB) filefor ASA for CE islocated in:
$SYBASE/tomcat/webapps/onepage/PocketPC

If you cannot access the Unwired Accelerator file system, or if you are WiFi-
enabled, you can obtain the CAB file at:
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http://hostname.domain:port/onepage/PocketPC/

Note Toinstall aCAB fileinto any folder other than the default destination,
use a CAB fileinstaller, such asthe freeware tool Cablnstl, that allows you to
browse for a CAB file, then select where to install it.

Cablnstl is available from http://s-k-tools.com/util.html (or go directly to
http: //s-k-tool s.com/freeware/cabinstl.zip to obtain the downloadable zip file).
Thezipfileincludesthreeversionsof thetool—English, German, and Russian.
Other similar tools are available on the Internet.

If you are using Cablnstl, manually create the folders to which you want to
extract the CAB file content, before you unpackage the CAB file.

[installing ASA for CE

In this step, install ASA for CE on your mobile device. Sincethe CAB fileis
quitelarge (about 9MB), you may want to use ActiveSync to copy thefilefrom
Unwired Accelerator to the mobile device. Skip this procedureif ASA for CE
isaready installed on your device.

1 UseActiveSync to connect your mobile device to your PC.

2 UseFileExplorer to navigate to
$SYBASE/tomcat/webapps/onepage/PocketPC.

3 Explore the mobile device and copy the asa_ce. ARM.30.CAB file to the
device.

4  UseFile Explorer on the device to browse to where you placed the
asa_ce.ARM.30.CAB file.

5 Taponasa _ce.ARM.30.CAB once to start the installation.

If you have amemory card plugged into the device, you may be prompted
to install the database to the device or the memory card. Optimally, select
the device memory asthe installation destination for faster runtime
performance.
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However, if your deviceis running low on storage space, you can select
the memory card.

Note On Windows Mobile 2003 devices, create the destination folder on
thememory card, \Sorage Card\Program Files\Sybase\ASA9, then usethe
CAB installer to extract the files into this folder.

On Windows Mobile 5, the operating system is designed to create the
destination folder automatically.

Installing the Unwired Accelerator 7.0 .NET client

Inthisstep, install the Unwired Accelerator .NET client on your mobiledevice.
Theclient is used to synchronize with the Unwired Accelerator server.

Installation Guide

[installing the .NET client

1
2

Use ActiveSync to connect your mobile device to your PC.

Use File Explorer to navigate to
$SYBASE/tomcat/webapps/onepage/PocketPC.

Copy the UnwiredAcceleratorClient PPC.ARMV4.CAB fileto themobile
device.

Use File Explorer on the device to browse to where you placed the
UnwiredAcceleratorClient. PPC.ARMV4.CAB file.

Tap on UnwiredAccelerator Client PPC.ARMV4.CAB once to start the
installation.
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If you have amemory card plugged into the device, you may be prompted
to install the database to the device or the memory card. Sybase
recommends that you install to device memory for optimal runtime
performance.

Note If you do install to memory card, performance will be very slow,
since the .NET client frequently accessesthe ASA database, and file
access on the memory card is slower than file access on the main device
memory.

To install to amemory card on Windows Mobile 2003 devices, create the
destination folder on the memory card, \Sorage Card\Program
Files\Sybase\ASA9, and then use the CAB installer to extract thefilesinto
thisfolder.

On Windows Mobile 5, the operating system is designed to create the
destination folder automatically.

Getting started with the .NET client

Starting the .NET client

This section describes the tasks for getting started with the .NET client. Tasks
include:

Starting the .NET client
Setting up the .NET user

See the Unwired Accelerator 7.0 Linux on POWER Rel ease Bulletin for more
information about using and customizing the .NET client.

This section describes how to start the .NET client on the mobile device.

[IStarting the .NET client application

26

1 Onyour mobile device, open the Start menu and select Programs.
2 Locate the Unwired Accelerator icon, and tap it once. The ASA for CE

databaseisloaded, and then the Unwired Accelerator 7.0 .NET client runs.
You need a user profileto log into the .NET client.
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Setting up the .NET user

This section describes how to set up a user profile for .NET client. The user
account must be set up in advance through Mobile Web Studio beforethe .NET
user profile connects to an Unwired Accelerator 7.0 server.

Note Alternatively, userscanloginto Portal Interface and use Join Now to set
up an account, then set up the user account on the PDA. See “ Getting started
with Portal Interface” on page 33.

[ ISetting up a .NET user profile

1 Click the Menuin the lower |eft corner of the screen.

2 Click Profilesto view the ProfilesManager screen. Initially no profilesare
listed on the screen.

3 Click Menu and select New Profile to open the Profile Editor screen.

4 Enter the detailsfor the Unwired Accelerator 7.0 server to which you will
be connecting.

Profile Name—the profile namefor the account, such asmyuaserver.
User Name — the user name for the profile, such asmasuper.
Password — the password for the profile, such asmgsuper.

Server — the server and domain on which the Unwired Accelerator
server isrunning, such as 1ab2k.sybase. com.

Port —the port used to access the Unwired Accelerator server, such as
4040.

RID —the default resourceidentifier (RID) for the account, suchas21
for Unwired Accelerator.

5 Click theMenu and select Save. The Profile Manager screen displays. The
new profileislisted on the screen.

6 Click on the Menu and select Close to return to the main screen.

Setting up a SAP connection

This section describes how to set up a SAP connection, if you plan to develop
mobile applications using the SAP framework.

To set up the SAP connection you must:

Installation Guide
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e Configure the SAP connection using the SAP Java Connector (SAP JCo).
SAP JCoisatoolkit that alows a Java application to communicate with
any SAP system. The SAP Java Connector can be downloaded from the
SAP Service Marketplace Web site by aregistered SAP customer.

* Modify the global.properties.xml file to enable SAP and identify
ConnectionPools.

e Createaproperty file for each ConnectionPool, and configure connection
properties.

Detailsfor each of these steps are provided in the proceduresthat follow. Once
you have set up the SAP connections, you can create SAP elementsin the
Mobile Web Studio Application Builder. See the Unwired Accelerator
Developer’s Guide for information about using the SAP element.

[ IConfiguring the SAP Java connector

1 OpenaWeb browser window and enter the SAP Marketplace URL, which
currently is:

https://websmp204.sap-ag.de/swdc
The Client Authentication window displays.

2  Select the certificate to use when connecting, and click OK. The Enter
Network Password window displays.

3 Enter your registered SAP customer user name and password in the User
Name and Password fields, and click OK. The SAP Software Distribution
Center window displays.

4 Inthe You Are Here navigation bar on the left side of the page, navigate
to Download | SAP Connectors | SAP Java Connector | Toolsand Services.
Click the link for SAP JCo Release 2.0.12 to download the SAP Java
Connector.

5 Follow theinstallation instructions provided by SAP. When prompted,
copy the .jar and .dll files to these locations:

e Copy sapjco.jar to:
Tomcat
$SYBASE/sapjco
e Copy librfccm.so and libsapjcorfc.so to:
Tomcat
$SYBASE/sapjco
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1

Close the Web browser.
Change to the following directory:
Tomcat

$SYBASE/tomcat/webapps/onepage
/WEB-INF/classes

As abackup, save a copy of the sapjco.propertiesfile to aname such as
template.sapjco.properties.

Using atext editor, open the sapjco.properties file and edit it for your
environment. The SAP wizard uses information in the sapjco.properties
file to connect to your SAP system.

Check the documentation that comes with the JCO package for
information about the 30-40 properties you can set to define a SAP
connection. Specifically see the Javadocs for the JCO.createClient
(java.util.Properties) method. The six most commonly used propertiesare
included in the file as a sample (for example, jco.client.client=400).

Save thefile and closeit.

Restart the Tomcat application server, using information in “ Starting and
stopping the Tomcat application server” on page 39.

[ IModifying the global.properties.xml file for SAP
Modify the SAP-related propertiesin global.properties.xml.

ConnectionPools —acomma-separated list of connection pool names. Each
connection pool must have a poolname.properties file defined as
described in “ Creating ConnectionPool property files” on page 30.

DefaultConnectionPoolName —identifies the connection pool to use for the
default SAP connection.

In atext editor, open global.properties.xml, located in
$SYBASE/tomcat/webapps/onepage/config if you are using Tomcat.

Search thefile for saPGroup.

Look for: <Property name="ConnectionPools". By default,
ConnectionPools is set to “sapjco.”

<Property name="ConnectionPools" value="sapjco"
description="Comma separated list of connectionpool
names." menugroup="100" />

</PropertyGroup>
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5

The default ConnectionPool “sapjco” has a corresponding property file
sapjco.properties in which SAP connection properties are defined. Each
ConnectionPool namein the list must have its own property file, as
described in “ Creating ConnectionPool property files’ on page 30.

Identify the ConnectionPools you need for SAP connection, using SAP
documentation, and change the val ue as necessary.

Look for: <Property name="DefaultConnection
PoolName" .

By default, DefaultConnectionPoolName is set to “sapjco.”

<Property name="DefaultConnectionPoolName"
value="sapjco"
description="connection pool name for the default
SAP connection" menugroup="100" />
</PropertyGroup>

Determine which ConnectionPool to use as the default SAP connection
from the list, and change the va ue as necessary.

Savethefile and closeit.

[ICreating ConnectionPool property files

For each ConnectionPool listed in the global.properties.xml file, there should
be a poolname.propertiesfilein $SYBASE/tomcat/onepage/\WEB-INF/classes.
Usethesapjco.propertiesfile (or template.sapjco.propertiesfile) asabase, and
modify the ConnectionPool connection properties, using information in the

JCO package Javadocs as a guide.

1 Inatext editor, open sapjco.properties (located in
$SYBASE/tomcat/webapps/onepage/config).

2 Savethefilein the same directory, using the following naming format:

poolname.properties

Substitute one of the ConnectionPool names you established in the
global.properties.xml file for poolname.

3 Modify thefile by setting up the connection properties for the SAP

connection. The following properties are included in the file as an
example. Check the Javadocs for information about these properties, and
many more.

jco.client.client=400
jco.client.user=sap
jco.client.passwd=1sap
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jco.client.lang=EN
jco.client.ashost=sap.try.sybase.com
jco.client.sysnr=00

4  Savethefileand closeit.

Configuring Tomcat for LDAP

Tomcat comes preconfigured with Common Security Infrastructure (CSI) and
Portal DB security provider. To configure Tomcat to use the Lightweight
Directory Access Protocol (LDAP) security provider, see Appendix A,
“Setting Up Authentication and Authorization.”

Currently, auser created in LDAP server must log in to the Portal Interface to
activate their profile (see the release bulletin for information about CR
#359766).

See the Unwired Accelerator Administration Guide for information about CSl
and its security features.

Uninstalling Unwired Accelerator (from Tomcat)

This section provides instructions for uninstalling Unwired Accelerator from
Tomcat using the Uninstaller.

[ IRemoving Unwired Accelerator

1  Shut down Tomcat, by opening aterminal window, navigating to
$SYBASE, and entering stoptomcat . sh.

2 Navigate to $SYBASE/Uningtaller.

3 At the command line, type the following to launch the Unwired
Accelerator Uninstaller:

java -jar uninstallUA70.jar

Note Usearea JavaVM (such asthe onelocated in
$SYBASE/IDK1.4.2_06/bin/java), and not the GNU Compiler for Java
(GJC) that istypically located in /usr/bin.
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4 Answer the Uninstaller prompts. The Uninstaller removes Unwired
Accelerator, and drops sampledb and portaldatabase.

5 Delete the Adaptive Server Enterprise database and |og devices using
instructions in the Adaptive Server Enterprise manuals. In summary:

a Loginto Adaptive Server Enterprise.
b  Typethefollowing to drop the databases and devices:

use master

go

sp_dropdevice portalData
go

sp_dropdevice portalLog
go

Note You can aso drop portaldatabase and sampledb manually by
issuing these commands:

drop database portaldatabase

go
drop database sampledb

go

Typicaly theUninstaller dropsthese databases as part of the uninstall.

¢ Remove the physical files associated with portalData and portalLog,
for example:

e $SYBASE/ASE/data/portal Data
*  $SYBASE/ASE/data/portalLog

d Removethe UA log directory, UALogs<user_login>, for example,
/tmp/UALogsmarkusb.
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This chapter describes how to start using the Portal Interface and Maobile

Web Studio.
Topic Page
Getting started with Portal Interface 33
Getting started with Mobile Web Studio 35
Starting and stopping the system 38

Getting started with Portal Interface

This section provides a quick tutorial for using Portal Interface. In this
tutorial, create a basic application using an existing Web application. For
detailed information, see the Portal Interface User’s Guide.

[llogging in to Portal Interface
1 From abrowser window, and enter:
http://hostname.domain:port/onepage/mpindex.jsp
where:

*  hostname —is the name of the machine where you installed
Unwired Accelerator.

e domain —isthe domain name where the installation is located.
e port—isthe port number (the default is 4040 for Tomcat).
For example, enter:

http://lab2k.sybase.com:4040/onepage/mpindex.jsp

2 Click Join Now.

[ IEntering your profile information

1 Enter your first name.

2 Enter your last name.
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Enter your e-mail address.
Enter your tel ephone number.
Choose a member name.
Choose a password.

Confirm your password.
Select the Portal User role.

Read thetermsand conditions. If you agree, select the“| agreeto theterms
and conditions” box and click Done.

You see the Portal Interface Welcome window. Thisinitial window isthe
Default Page Group. To add pages and portlets, you must first add a new

page group.

[ICreating new page groups

1
2
3

Click Manage Pages.
In the Manage Pages window, click Add Page Group.

In the Add Page Group window, enter a name for the page group, such as
myTest.

For navigation styles, select the PocketPC/PDA devicefromthe Available
list, then click the right arrow to move them to the Assigned list. The
navigation style allows you to specify how you navigate pages based on
your operating system and browser.

Note Toremoveanavigation stylefromthe Assigned list, select the style
and click the |eft arrow to moveit back to the Availablelist.

Click Done.

You see thefirst page of the page group you just created. Thefirst page of
the new group isautomatically assigned the same name as the page group.

The new page group now appears in the page group asatab and asa
selection in the toolbar drop-down list.

[ICreating new pages

1

34

Select the page group myTest, and click Add Page at the top of the
window.
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2

Select “Add page,” and enter myTest2. Page names must be unique; if the
page name aready exists within the current page group, you cannot create
the new page.

Select the Page Layout 30/70, and click Done.

Your new page name appearsin the page tabs, at the far right. You can
changethe order of the page tabs using the M anage Pages option at the top
of the window and editing the page group.

[ICreating a portlet

1
2

With themyTest tab selected, click Create Portlet.
In the Create Portlet wizard URL field, enter:
www . google . com/news
Click Go.
Click Next in the upper-right corner.

After the preview refreshes, click Top Storiesin the left pane. The cursor
flag givesinstructions.

After the preview refreshes, click the second Add button, next to thelist of
Top Stories, which includes news categories such as World, U.S,,
Business, and so forth. The Google Top Storieslist is added to your page.
(You can close any pop-up windows).

You can click alink to access news stories for a category, such as World,
then close the window when you are finished.

Either log out, or minimizethewindow. If the browser session expires, you
must log in again when prompted.

Getting started with Mobile Web Studio

This section provides aquick tutorial for using the Maobile Web Studio. In this
tutorial, create an interactive application using an existing Web application.
For detailed information, see the Unwired Accelerator Devel oper’s Guide, and
the Mobile Application Development Tutorial.

Installation Guide

Note You must use Internet Explorer 6.0 to access Mobile Web Studio.
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[Logging in to Mobile Web Studio
1 From anew browser window, enter:

http://hostname.domain:port/onepage/loader.html
where:

e hostname —is the name of the machine where you installed Unwired
Accelerator.

e domain —isthe domain name where the installation is located.
e port —isthe port number (the default is 4040 for Tomcat).

For example, enter:

http://lab2k.sybase.com:4040/onepage/loader.html

2

3

Thelog in window displays.

In the User Name field, enter:
masuper

In the Password field, enter:

m8super

The Mobile Web Studio window displays.

Note If the Mobile Web Studio window does not display, see Table 4-1 on
page 42 for information.

[ICreating an interactive application (stock quote)

1
2

Select Applicationsin the left pane.

Select New from the A pplication Manager Status menu, and click the New
button to open Application Builder.

Select the down-arrow next to Add, and select Web Element from the
drop-down list, or click Add to open the Web Element wizard.

In the Location field, enter cbs . marketwatch. com, and click Find or
press Enter.

If necessary, click the“ Direct to cbs.marketwatch.com” link to bypassthe
ads.

In the Enter Symbolsfield in the left pane, enter sy, and click the
Quote/News arrow.
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10

1

12

13

14

Click Next in the upper-right corner.

After the preview refreshes, click theword “Last” in the quote table. The
cursor flag provides instructions.

After the preview refreshes, click Select next to the option that displaysthe
entire quote table (typically the fourth one). You can scroll up and down
to view other presentation formats.

Click Next in the upper-right corner.

In the Configure Parameters window, click the Variable box that is next to
the “symb” parameter. The parameter “jumps’ to the bottom of thelist.

Inthe Display Name field, change symb to symbo1, and in al other fields,
accept the defaults.

Click Next in the upper-right corner.
After the preview refreshes, enter guote in the Element Namefield.
Click Next.

In the Continuous Capture window, click Finish to close the Application
Builder wizard. (You can close any pop-up windows).

In the Application Builder preview pane, test the application by entering
1BM in the Symbol field, and clicking Update, or pressing Enter.

[ISaving the application

1
2

In Application Builder, click Save in the upper-l€eft corner.
In the Finish window, make these changes (accept all other defaults):

Content tab Enter stockouote (no space) inthe Namefield, and click In
Context.

Administration tab Fromthe Category and Subcategory drop-down lists,
select Business and Investing.

Click Finish in the upper-right corner.
In the confirmation pop-up, click OK.

Click Closein the upper-right corner to close the Application Builder.

[ JApproving the application

1
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Click Applicationsin the left pane, and click New in the Application
Manager Status menu. The new application loads in the detail pane.
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2 Right-click the StockQuote application in the detail pane, and select
Approval Status | Approved.

3 Intheconfirmation pop-up, click OK. The application is now listed under
the Approved Status menu.

4 Toconfirm, click Applicationsin the left pane, and click Approved inthe
Application Manager Status menu. The approved Stock Quote application
displaysin the detail pane (you may need to page forward if you have
multiple pages of approved applications).

[ IPreviewing the application

1 Click Applicationsintheleft pane, and click Approved in the Application
Manager Status menu.

2 Inthedetail pane, click the StockQuote application and click the Preview
button.

3 Inthe preview window, enter orcL in the Symbol field and click OK.
Information for Oracle Corporation displays.

4 Closethe preview window.

Either log out, or minimize the browser window. If the browser session
expires, you must log in again when prompted.

Starting and stopping the system

38

This section describes how to start and stop the Adaptive Server Enterprise
database and the Tomcat application server.

Stop the applicationsin this order:
1 Application server (Tomcat)
2 Database (ASE)

Start the applications in this order:
1 Database (ASE)

2 Application server (Tomcat)
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Starting and stopping Adaptive Server Enterprise

Typically Adaptive Server Enterpriseis|eft running. If you need to stop and
start Adaptive Server Enterprise, see the Adaptive Server Enterprise
documentation for instructions.

Starting and stopping the Tomcat application server
This section describes how to start and stop the Tomcat application server.

Note If you plan to use the charting feature, see the release bulletin for
information about modifying the starttomcat.sh script before starting Tomcat
[CR #422932].

[IStarting the Tomcat application server

1 From atermina window, navigate to $SYBASE.
2 Enter starttomcat.sh.

When Tomcat starts, you see:

Using CATALINA BASE: SSYBASE/tomcat

Using CATALINA HOME: SSYBASE/tomcat

Using CATALINA TMPDIR: S$SYBASE//tomcat/temp
Using JAVA HOME: ./JDK1.4. 2 06

[ IShutting down the Tomcat application server
1 From aterminal window, navigate to $SYBASE.

2 Enter stoptomcat. sh.
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CHAPTER 4 Troubleshooting

This chapter describes how to troubleshoot installation and configuration
problems for Unwired Accelerator and various integrated products.

Topic Page
Overview 41
Unwired Accelerator setup 42
BlackBerry Enterprise Server setup 42
Mobile device and client setup 43
SAP setup 43

Overview

Use the following resources to help troubleshoot installation and
configuration problems:

«  Viewing error log device output

*  Viewinglog files, typically found in /tmp/logs
e Viewing error messages

e Checking port numbers

e Checking configuration files (especially global.properties.xml,
server.xml)

e Testing connections

* Running the Portal Interface and Mobile Web Studio
¢ Running the .NET client

* Running the BlackBerry client

«  Running mobile device applications
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Unwired Accelerator setup

Table4-1identifiescommon Unwired Accelerator configuration problemsand
provides useful troubleshooting information.

Table 4-1: Troubleshooting Unwired Accelerator problems
Problem Try this
Cannot start the application server This can happenif you are using ports80 (HTTP) and 443 (HTTPS)
with Netscape, and you did not install Unwired Accelerator with

root privileges, which are required to start these portsin the
production system.

¢ Check the catalina.out file, located in $SYBASE/tomcat/l ogs, for
errors.

Try uninstalling and then reinstalling Unwired Accelerator. Log in
asroot as described in “Installation tasks” on page 7 (Tomcat
application server).

Cannot start the Portal Interface: If you receive this error when trying to start Portal Interface:

File Not Found 404 error ¢ Check to make sure you entered the URL correctly to access
Portal Interface as described in “Verifying the installation” on
page 10.

¢ Check to make sure you are using the correct port number; for
example, 4040 when running in Tomcat.

» Check the catalina.out file, located in $SYBASE/tomcat/l ogs, for
errors.

Cannot start Mobile Web Studio If you cannot start Mobile Web Studio:
« Verify that you are using Internet Explorer and not Netscape.

« Verify that you are using the correct version of Internet Explorer
as described in Table 2-1 on page 4.

¢ Verify that you are using the correct port number, for example,
4040 when running in Tomcat.

BlackBerry Enterprise Server setup

Table 4-2 identifies common BlackBerry Enterprise Server (BES) setup
problems and provides useful troubleshooting information.

Table 4-2: Troubleshooting BES problems

Problem | Try this
Unwired Accelerator cannot connect to | Verify that the BlackBerry Desktop Manager isversion 3.6 SP3a, the
the BlackBerry Desktop Manager version required by Unwired Accelerator.
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Mobile device and client setup

Table 4-3 identifies common mabile device and client configuration problems,
and provides useful troubleshooting information.

Table 4-3: Troubleshooting mobile device and client problems

Problem

Try this

The UA icon does not appear on the
BlackBerry mobile device

Make sure that you installed the offline client on the BlackBerry
device (or BlackBerry simulator), asdescribed in “ I nstalling offline
client on BlackBerry device” on page 15 (or “Installing offline
client on the BlackBerry simulator” on page 16).

The UA icon does not appear on the
Windows mobile device

Make surethat youinstalled the .NET client onthe Windows device,
as described in “Installing Unwired Accelerator .NET client
software” on page 18.

Mobile application does not appear on
the mobile device

« For BlackBerry devices, verify the configuration is correct, as
described in “Installing RIM BlackBerry server and client
software” on page 13.

Also check Mobile Web Studio to make sure the Offline
BlackBerry option is selected for the application, and that the
application isin agrid/table format.

« For .NET devices, verify the configuration is correct, as
described in “Installing Unwired Accelerator .NET client
software” on page 18.

SAP setup
Table 4-4 identifies common SAP connection problems and provides useful
troubleshooting information.
Table 4-4: Troubleshooting SAP connection problems
Problem | Try this
Cannot download the SAP Java You must be aregistered SAP customer to download the SAP Java
connector from SAP connector from the SAP Service Marketplace Web site.
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Problem

Try this

Unwired Accelerator cannot connect
with the SAP environment

44

Check the following configuration settings:

« Verify that you configured the SAP Java connector correctly,
using information in “Configuring the SAP Java connector” on
page 28. Specifically, make sure the sapjco.jar, librfc32.dll, and
sapjcorfc.dll files arein the correct location, and that the
connection pools are defined in the sapjco.propertiesfile.

¢ Check the global .properties.xml file and make sure the
connection pools are defined as described in “Modifying the
global .properties.xml file for SAP" on page 29.

« Verify that apropertiesfile is defined for each connection pool
entry in the global.properties.xml file, as described in “ Creating
ConnectionPool property files’” on page 30.
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Overview

Installation Guide

Setting Up Authentication and
Authorization

This chapter describes how to set up authentication and authorization for
Unwired Accelerator 7.0, and either the portal database or a Lightweight
Directory Access Protocol (LDAP) server security provider.

Preconfigured for PortalDB Thisversion of Unwired Accelerator is
preconfigured to support authentication and authorization using the
Portal DB security provider. If you plan to use Tomcat and Portal DB, you
need not perform any of the configuration steps described in this chapter.

Topic Page
Overview 45
Configuring the CS| realm 46
Configuring the security provider 47

Inthisversion of Unwired Accelerator, aCommon Security Infrastructure
(CSl) realm works together with a security provider, either Portal DB or
LDAP, to support authentication and authorization. The CSl realmisa
component that plugsinto a Tomcat 4.1.29 Web application container. To
support authentication and authorization, the Portal DB provider uses the
Unwired Accelerator database portaldatabase; the LDAP provider usesan
LDAP server.

A CSl realm is an abstract interface to security information such as user
names, passwords, and role membership. When auser logsin to Unwired
Accelerator, the user’s name and password are verified against the data
server, and if valid, roleinformation isretrieved to provide Tomcat with a
list of the user’sroles.
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You can also use both security providers at the sametime. If your system is
configured to use both the LDAP provider and the PortalDB provider, auser’s
name and password are first passed to the LDAP provider for authentication,
then they are passed to the Portal DB provider. If authentication succeeds with
either provider, the user is authenticated. If the user cannot be authenticated
with either the LDAP or PortalDB provider, the user is not authenticated.
Similarly, when performing authorization role checks, both providers are
queried to see whether either of them grants the specified role to the user.

Note For development, you may want to use the preconfigured PortalDB
provider, asit can simplify debugging.

Configuring the CSl realm

Unwired Accel erator supports authentication and authorization for the Tomcat
Web application container. UA 7.0 is preconfigured to use Tomcat.

Configuring the Tomcat realm

The Tomcat CSI realm plugsin to a Tomcat 4.1.29 Web application container.
Its purpose is to delegate authentication and authorization checks to the
security provider.

To enable debugging in the Tomcat CSl realm, create afile called
log4j.propertiesin $CATALINA_HOME/server/classes, where
$CATALINA_HOME represents the Tomcat root installation directory, and
insert the following text:
# sample log4j.properties
# SecurityAppender for security packages only
log4j.appender.SecurityAppender=org.apache.log4j.DailyRollingFileAppender
log4j.appender.SecurityAppender.DatePattern="'."'yyyy-MM-dd
log4j.appender.SecurityAppender.File=/opt/sybase/UA70/tomcat/logs/
security debug.log
log4j.appender.SecurityAppender.layout=org.apache.log4j.PatternlLayout
log4j.appender.SecurityAppender.layout.ConversionPattern=%d{I508601}
%$-5p %-25c{1l} %$x - %m%n
log4j.category.com. sybase.security=DEBUG, SecurityAppender
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# make sure security messages stay in the security log
log4j.additivity.com.sybase.security=£false

# other packages go to the root appender

log4j .appender.RootAppender=org.apache.log4j.ConsoleAppender

log4j .appender.RootAppender.layout=org.apache.log4j.PatternLayout

log4j.appender.RootAppender.layout.ConversionPattern=%d{IS08601}
%$-5p %-25c{1l} %x - %m%n

log4j.rootCategory=INFO, RootAppender

The debugging output is written to the file whose name and location are
specified by the logd4j.appender.Security Appender.File property; in the
example above, /opt/sybase/UA70/tomcat/logs/security_debug.log.

Initially, the Tomcat CSI realm is configured to use the Portal DB provider. To
use the LDAP provider, see “Configuring the LDAP provider” on page 47.

Configuring the security provider

Unwired Accelerator includes two security providers, the Portal DB provider
and the LDAP provider. Initially, Unwired Accelerator is configured to use the
PortalDB provider. You can use the LDAP provider instead of the Portal DB
provider, or you can use both providers concurrently. To configure a security
provider, see:

e “Configuring the LDAP provider” below, or
* “Restore the PortalDB provider configuration” on page 54.

Configuring the LDAP provider

Installation Guide

Unwired Accelerator LDAP support includes authentication, attribution, and
authorization services. The LDAP provider authenticates users when they log
in using credentials that can be validated on the LDAP server.

1 To use both the LDAP provider and the Portal DB provider, go to step 2.
To use only the LDAP provider:
a Changeto thelocation of the global .properties.xml file:

*  Tomcat — $SYBASE/tomcat/webapps/onepage/config, where
$SYBASE isthe installation directory of your Sybase software.
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b Using atext editor, open global.propeties.xml, and change the value
of the AuthenticationUsing property to “CSI”.

2 Changeto thelocation of the csi.xml file:
$CATALINA_HOME/conf$CATALINA_HOME/conf

where $CATALINA_HOMES$CATALINA_HOME represents the Tomcat
root installation directory.

3 Using atext editor, open csi.xml, and edit the val ues appropriate for your
system.

Thesamplecsi.xml filethat isinstalled with Unwired Accelerator contains
the following LDAP provider definitions, which are commented out.
Remove the comment delimiters:

<l--

<config:authenticationProvider
name="com.sybase.security.ldap.LDAPLoginModule"
controlFlag="optional">

<config:options name="ServerType" value="sunone5" />

<config:options name="ProviderURL" value="ldap://localhost:389" />

<config:options name="DefaultSearchBase" value="dc=sybase,dc=com" />
</config:authenticationProviders>

-->

<!-- LDAP attributer - commented out

<config:provider name="com.sybase.security.ldap.LDAPAttributer"
type="attributer" />

4  Comment out the following Portal DBAttributer definition. To comment
out the definition, insert “<!--" at the beginning of the definition, and “-->"
at the end of the definition.

<config:provider name="com.sybase.security.portaldb.PortalDBAttributer"
type="attributer" />

Table A-1 definesthe completelist of optionsthat you can useto configure the
authentication provider. You can enabl e any of the options by adding the option
name and value to csi.xml, using the same syntax asillustrated in step 3. You
must add new option definitions within the authenticationProvider definition;
that is, between the following two lines:

<config:authenticationProvider
name="com. sybase.security.ldap.LDAPLoginModule" >
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</config:authenticationProviders>

Table A-1: LDAP configuration options

Configuration option Default value Definition

AuthenticationFilter Most LDAP servers: Thefilter to use when authenticating users. When
(& (uid={uid}) performing a user name/password-based
(objectclass=personal) authentication, thisfilter is used to determine the

LDAP entry that matches the supplied user name.
Microsoft ActiveDirectory: The string “{uid}” in the filter is replaced with the
(& (userPrincipalName={ uid}) user name.
(objectclass=user))
AuthenticationM ethod simple The authentication method to use for all LDAP
authentication requests. The supported methods
are:

« “simple’ — clear text authentication.

* “DIGEST-MD5" — more secure, hashed
password authentication. Passwords must be
stored in plain text on your LDAP server, and
you must use JRE 1.4 or higher.

AuthenticationScope onelevel Canbeset to either “onelevel” or “subtree.” If setto

“onelevel,” only the AuthenticationSearchBase iS

searched used to search for user records; if set to

“subtree,” the AuthenticationSearchBase and its

subtree are searched.

AuthenticationSearchBase The location of user records. If not specified, the
DefaultSearchBase is used.

BindDN The DN to bind to when creating theinitial LDAP

connection. This DN must identify a user who has
read capability on all records that are accessed
when users authenticate using the login module.
This property a so defines the credentials that are
used to perform anonymous attribution operations
when LDAP authentication has not occurred.
If this property is not specified, anonymousbinding
is used, which works on most servers.
BindPassword The password to bind to when creating the initial
LDAP connection. You must specify thisonly when
the BindDN property is specified.
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Configuration option Default value

Definition

DefaultSearchBase

The search base that is used if no other LDAP
search base is specified for authentication, roles, or
attribution. Use either of the following two syntax
options, and verify that the syntax you choose
matches what is configured on the LDAP server:
dc=<domain_name>,dc=<top_level_domain>
o=<company_name>,c=<country_code>
For amachine in the Sybase organization, the
previous two syntax options map to:
dc=sybase,dc=com
o=Sybase, c=us

Initial ContextFactory
ory

com.sun.jndi.ldap.LdapCtxFact

Specifiesthe INDI provider to use. If you areusing
aSun JavaVM version 1.3 or higher, the default
value should work. If you areusing an IBM or other
third-party VM, adjust this value accordingly.

ProviderURL Idap://localhost:389

The URL to connect to the LDAP server. The
default value should work if the LDAP server is
located on the same machine as the portal and
listens on port 389.

RoleFilter SunONE:

(& (objectclass=Idapsubentry)
(objectclass=nsroledefinition))

Netscape Directory Server:
(|(objectclass=groupofnames)
(objectclass=groupofuniquena

mes))

Microsoft ActiveDirectory:
(|(objectclass=groupofnames)

(objectclass=group))

The role filter, which when used with the
RoleSearchBase and RoleScope, returns the
complete list of roles from the LDAP server.

RoleMemberAttributes

Netscape Directory Server:
member,uniquemember

A comma-delimited list of one or morerole
attributes that define the DNsfor users who have
therole. The DNsare used to determinewhichroles
theuser has. Thisproperty may behelpful if youuse
LDAP groups as placeholders for roles.

Note The default value applies only to Netscape
Directory Server; no default existsfor other servers.

RoleNameALttribute cn
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The attribute that identifies the common names of
roles. If arolenamevalueis“dn,” therole nameis
assumed to be the full DN of the role.
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Configuration option Default value Definition

RoleScope onelevel Canbesettoeither “onelevel” or “subtree.” If setto
“onelevel,” only the RoleSearchBase is used to
search for roles; if set to “subtree,” the
RoleSearchBase and its subtree are searched.

RoleSearchBase Thesearch base used to retrievealist of roles. If not
specified, the DefaultSearchBase is used.
ServerType Thetype of LDAP server you are connecting to;

supported server types are:

e “msad2k” — Microsoft ActiveDirectory.
Windows 2000—see “ Caveats when using
Microsoft ActiveDirectory LDAP servers’ on
page 53.

e “nsds4” — Netscape Directory Server 4.

e “sunone5” — SUNONE Directory Server 5.

Thisvalueis not required, but if provided,

establishes default values for the following

configuration properties:

* AuthenticationFilter

* RoleFilter

* RoleMembershipAttributes

* UserRoleMembershipAttributes

UserFreeformRole The “free-form” role membership attribute list.

MembershipAttributes Userswho have attributes in this comma-delimited
list are automatically granted access to roles whose
names match the attribute value. For example, if the
valueof thisproperty is“ department” and theuser’s

LDAP record has the values “sales’ and

“consulting” for the department attribute, then the

user is granted roles whose names are “sales’ and
“consulting.”

If you are using a SUnONE Directory Server 5:

1 Fromthe LDAP Administration console's
Generic Editor, add amultivalue attribute called
“department” for the user.

2 Highlight “department,” click Add Value, and
enter “sales.”

3 Click Add Vaue again, and enter “consulting.”
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Configuration option Default value Definition

UserRoleMembership SunONE: Defines auser attribute to store the list of role DNs

Attributes nsRoleDN for all theroles a user has been granted. Theserole
Microsoft ActiveDirectory: DNsare cross-referenced against therolesretrieved
memberOf using the RoleSearchBase and RoleFilter to get a

Role computation

52

complete list of auser’sroles.

Note For serversother than SUNONE and Microsoft
ActiveDirectory, thereis no default value.

Role computation techniques are used to list roles for both authenticated and
unauthenticated users. The LDAP provider performs access control using
roles, and supports three types of role constructs; each may be used
independently, or all three may be used at the same time;

User-level role attributes—thisisthe most efficient role definition format,
and is supported by SUnONE and ActiveDirectory. Using thistechnique, a
user’sroles are enumerated by aread-only attribute in the user’s LDAP
record, which is managed by a directory server. The advantages of this
technique are the efficiency with which role memberships can be queried,
and the ease with which they can be managed using the native LDAP
server’'s management tools. To use this option, configure the following
LDAP properties, which are described in Table A-1 on page 49:

* RoleFilter

* RoleNameAttribute

* RoleSearchBase

* RoleScope

*  UserRoleMembershipAttributes

LDAP group role definitions— supported by almost all LDAP serversand
acommon construct in older LDAP servers. Thistechnique may be useful

if you want to use the same LDAP schema across multiple LDAP server

types. Unlike the user-level role attributes, LDAP group memberships are
stored and checked on a group-by-group basis. Each defined group hasan
attribute that listsall the membersin the group. Groupsaretypically in one
of two object classes, either groupofnames or groupofuniquenames.

To use this option, configure the following propertiesin the csi.xml file:
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* RoleFilter

* RoleMemberAttributes
*  RoleNameAttribute

* RoleScope

* RoleSearchBase

See Table A-1 on page 49 for more information. The value of
RoleMemberAttributes isacomma-delimited list of attributes, each of
which defines members of the group. An example value for this property
is “uniquemember,member,” which represents the membership attributes
in the groupofnames and groupofuniguenames object classes.

Free-form role definitions— uniquein that the role itself does not have an
entry in the LDAP data store. To create afree-form role definition, begin
by defining one or more user-level attributes. When roles are calculated
for auser, the collective values of the attributes—which can have multiple
values—are added as roles of which the user is amember. This technique
requires less administrative overhead than either of the two previously
described techniques.

Asan example, assign afree-form role definition that is equival ent to the
department number of a user. A role check performed on a specific
department number is satisfied only by users who have the appropriate
department number attribute value. To use free-form role definitions,
configure the UserFreeformRoleMembershipAttributes property—see
Table A-1 on page 49.

Caveats when using Microsoft ActiveDirectory LDAP servers

Installation Guide

If you are using the Microsoft ActiveDirectory Windows 2000 server, the
following restrictions apply:

The DIGEST-MD5 authentication mode is not supported.

The value of DefaultSearchBase must match exactly the value set for the
directory server, including case.

If you set the value of DefaultSearchBase to “ DC=epstg,DC=com,” you
must set the values of both AuthenticationSearchBase and RoleSearchBase
to “*CN=Users,DC=epstg,DC=com.”
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e Anonymous binding is not permitted. You must specify a
BindDN/BindPassword that identifies a user who can view all other users
and groups,; for example, specify “mtester @epstg.com” asthe BindDN and
“securel23” asthe BindPassword.

»  Fromthe ActiveDirectory Users and Computers console, you must create
users and groups, then add users to the groups so they are authorized to
perform tasksin Unwired Accelerator. Create the following groups, then
add users to these groups:

e everybody

*  PortalAdmin
*  Portal Guest

*  PortalUser

*  StudioAdmin
e superuser

Restore the PortalDB provider configuration
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Initially, Unwired Accelerator is configured to use the PortalDB security
provider. If your system was changed to use the LDAP security provider, you
can restore the Portal DB configuration using the following procedure.

1 Changeto thelocation of the global.properties.xml file:

»  Tomcat — $SYBASE/tomcat/webapps/onepage/config, where
$SYBASE istheroot installation directory of your Sybase software.

2 Using atext editor, open global.propeties.xml, and set the value of the
AuthenticationUsing property to “Database”.

3 Changeto thelocation of the csi.xml file:

»  Tomcat — $CATALINA_HOME/conf, where $CATALINA_HOME
represents the Tomcat root installation directory.

4 Open csi.xml, and verify that the PortalDB provider definitions are not
commented out. The sample csi.xml file that isinstalled with Unwired
Accelerator contains the following Portal DB provider definitions:

<config:authenticationProvider
name="com.sybase.security.portaldb.PortalDBLoginModule"
controlFlag="optional">
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<config:options name="DatasourceName"
value="java:comp/env/jdbc/portaldb" />

</config:authenticationProvider>

<config:provider name="com.sybase.security.portaldb.PortalDBAttributer"
type="attributer" />

The value of DatasourceName defines the name that is passed to the
javax.naming.InitialContext().lookup(datasourceName) method to retrieve a
connection to the portaldatabase. The default valueis
“java:comp/env/jdbc/portaldb,” and Unwired Accelerator createsthis
JINDI name automatically during deployment. If the DatasourceName
configuration option is missing, the default value is used.

5 To use the PortalDB provider only, comment out the LDAP provider
definition in csi.xml. To comment out the definition, insert “<!--" at the
beginning of the definition, and “-->" at the end of the definition. In the
following example, the LDAP provider definition is commented out:

<!--
<authenticationProvider
name="com.sybase.security.ldap.LDAPLoginModule" >
<options name="ServerType" value="sunone5"/>
<options name="DefaultSearchBase" value=""/>
<options name="ProviderURL” value="ldap://localhost:389"/>
<options name="AuthenticationMethod" value="simple"/>
<options name="AuthenticationScope" value="subtree"/>

<options name="AuthenticationSearchBase" value=""/>
<options name="RoleScope” value="subtree"/>
<options name="RoleSearchBase” value=""/>

</authenticationProviders>

-->

To use both the Portal DB provider and the LDAP provider, verify that
neither of the provider definitions is commented out.
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