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About This Book

Audience

How to use this book

This manual, the Configuration Guide, provides instructions for
performing specific configuration tasks for Sybase® Adaptive Server™
Enterprise on Windows NT.

This manual covers the following topics:

Instructions for reconfiguring certain attributes of your existing
Sybase Adaptive Server Enterprise, Backup Server™, Adaptive
Server Enterprise Monitor™, and XP Server™ to meet your specific
needs

Creating network connections
Configuring optional functionality
Performing operating system administration tasks

Working with system administration issues that are relevant to
Adaptive Server running on Windows NT. This manual supplements
the System Administration Guide and the Performance and Tuning
Guide.

Note Before configuring Adaptive Server according to the
instructions in this book, you should have a newly installed or
upgraded Adaptive Server on your system. If you do not, follow the
installation and upgrade instructions in the installation
documentation for your platform.

Thismanual isfor System Administratorsor other qualified installerswho
are familiar with their system’s environment, networks, disk resources,
and media devices.

This manual contains the following chapters:

Chapter 1, “Introduction” presents an overview of Adaptive Server
and the configuration changes you might want to make to Adaptive
Server after installing or upgrading the server.

Chapter 2, “ Starting and Stopping Servers’ describeshow to start and
stop Adaptive Server, Backup Server, Monitor Server, and XP Server.



Related documents

Chapter 3, “ Default Adaptive Server Configuration” describes how to
change the default server names and their basic features after installing
Adaptive Server.

Chapter 4, “Network Communications Using sql.ini” describeshow to set
up your operating system to work with Adaptive Server.

Chapter 5, “Lightweight Directory Access Protocol in Adaptive Server”
provides information about using LDAP directory services to establish
connections.

Chapter 6, “ Customizing Localization for Adaptive Server” provides
background information about Sybase's |ocalization support aswell as
task information for reconfiguring character sets, sort orders, and language
modul es.

Chapter 7, “Logging Error Messages and Events’ provides instructions
for configuring the logging of error messages and event messages sent
from Adaptive Server.

Chapter 8, “Using Security Serviceswith NT LAN Manager” describes
how to take advantage of NT LAN Manager for added security on
Adaptive Server.

Chapter 9, “Using E-mail with Adaptive Server” describes how to
configure Sybmail to direct Adaptive Server to distribute messages
automatically.

Chapter 10, “Managing Adaptive Server Databases’ provides the basics
of database administration with Adaptive Server.

Chapter 11, “Adding Optional Functionality to Adaptive Server”
provides instructions for adding optional functionality, such as auditing
and the sample databases.

Chapter 12, “Troubleshooting Network Connections’ providesthe basics
for troubleshooting network connections with Adaptive Server.

Appendix A, “Adaptive Server Registry Keys' presentsthe NT Registry
keys and values that Adaptive Server uses.

The following documents comprise the Sybase Adaptive Server Enterprise
documentation:

The release bulletin for your platform — contains last-minute information
that was too late to be included in the books.
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A more recent version of the release bulletin may be available on the
World Wide Web. To check for critical product or document information
that was added after the release of the product CD, use the Sybase
Technical Library.

Thelnstallation Guidefor your platform —describesinstallation, upgrade,
and configuration procedures for all Adaptive Server and related Sybase
products.

Configuring Adaptive Server Enterprise for your platform — provides
instructions for performing specific configuration tasks for Adaptive
Server.

What's New in Adaptive Server Enterprise? — describes the new features
in Adaptive Server version 12.5, the system changes added to support
those features, and the changes that may affect your existing applications.

Transact-SQL User’s Guide — documents Transact-SQL®, Sybase's
enhanced version of therelational database |anguage. This manual serves
as atextbook for beginning users of the database management system.
This manual also contains descriptions of the pubs2 and pubs3 sample
databases.

System Administration Guide — provides in-depth information about
administering servers and databases. This manual includes instructions
and guidelines for managing physical resources, security, user and system
databases, and specifying character conversion, international language,
and sort order settings.

Reference Manual — contains detailed information about all Transact-SQL
commands, functions, procedures, and datatypes. This manual also
contains alist of the Transact-SQL reserved words and definitions of
system tables.

Performance and Tuning Guide — explains how to tune Adaptive Server
for maximum performance. This manual includes information about
database designissuesthat affect performance, query optimization, how to
tune Adaptive Server for very large databases, disk and cache issues, and
the effects of locking and cursors on performance.

The Utility Guide — documentsthe Adaptive Server utility programs, such
asisqgl and bcp, which are executed at the operating system level.

The Quick Reference Guide — provides a comprehensive listing of the
names and syntax for commands, functions, system procedures, extended
system procedures, datatypes, and utilities in a pocket-sized book.
Available only in print version.

Xi
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The System Tables Diagram — illustrates system tables and their entity
relationships in a poster format. Available only in print version.

Error Messages and Troubleshooting Guide — explains how to resolve
frequently occurring error messages and describes solutions to system
problems frequently encountered by users.

Component Integration Services User’s Guide — explains how to use the
Adaptive Server Component Integration Services feature to connect
remote Sybase and non-Sybase databases.

Javain Adaptive Server Enterprise— describeshow to install and use Java
classes as datatypes, functions, and stored procedures in the Adaptive
Server database.

Using Sybase Failover in a High Availability System — provides
instructions for using Sybase’s Failover to configure an Adaptive Server
as acompanion server in ahigh availability system.

Using Adaptive Server Distributed Transaction Management Features —
explains how to configure, use, and troubleshoot Adaptive Server DTM
features in distributed transaction processing environments.

EJB Server User’s Guide — explains how to use EJB Server to deploy and
execute Enterprise JavaBeans in Adaptive Server.

XA Interface Integration Guide for CICS, Encina, and TUXEDO —
providesinstructions for using Sybase’'s DTM XA interface with X/Open
XA transaction managers.

Glossary — defines technical terms used in the Adaptive Server
documentation.

Sybase jConnect for JDBC Programmer’s Reference — describes the
jConnect for JDBC product and explains how to useit to access datastored
in relational database management systems.

Full-Text Search Specialty Data Sore User’s Guide— describes how to use
the Full-Text Search feature with Verity to search Adaptive Server
Enterprise data.

Historical Server User’s Guide— describes how to use Historical Server to
obtain performance information for SQL Server and Adaptive Server.

Monitor Server User’s Guide — describes how to use Monitor Server to
obtain performance statistics from SQL Server and Adaptive Server.
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Monitor Client Library Programmer’s Guide — describes how to write
Monitor Client Library applications that access Adaptive Server
performance data.

Other sources of Use the Sybase Technical Library CD and the Technical Library Product
information Manuals Web site to |earn more about your product:

Technical Library CD contains product manuals and isincluded with your
software. The DynaText browser (downloadable from Product Manuals at
http://lwww.sybase.com/detail/1,3693,1010661,00.html) allowsyouto access
technical information about your product in an easy-to-use format.

Refer to the Technical Library Installation Guide in your documentation
package for instructions on installing and starting the Technical Library.

Technical Library Product Manuals Web siteisan HTML version of the
Technical Library CD that you can access using a standard Web browser.
In addition to product manuals, you will find links to the Technical
Documents Web site (formerly known as Tech Info Library), the Solved
Cases page, and Sybase/Powersoft newsgroups.

To access the Technical Library Product Manuals Web site, go to Product
Manuals at http://www.sybase.com/support/manuals/.

Sybasecertifications Technical documentation at the Sybase Web site is updated frequently.

on the Web

[JFor the latest information on product certifications

1

2
3
4
5

Point your Web browser to Technical Documents at
http://www.sybase.com/support/techdocs/.

Select Products from the navigation bar on the left.

Select a product name from the product list.

Select the Certification Report filter, specify atime frame, and click Go.
Click a Certification Report title to display the report.

[JFor the latest information on EBFs and Updates

1

2

3

Point your Web browser to Technical Documents at
http://www.sybase.com/support/techdocs/.

Select EBFs/Updates. Enter user name and password information, if
prompted (for existing Web accounts) or create a new account (afree
service).

Specify atime frame and click Go.

Xiii
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4  Select aproduct.
5 Click an EBF/Update title to display the report.

[TTo create a personalized view of the Sybase Web site (including support
pages)

Set up aMySybase profile. MySybase isafree servicethat allowsyou to create
apersonalized view of Sybase Web pages.

1 Point your Web browser to Technical Documents at
http://www.sybase.com/support/techdocs/

2 Click MySybase and create a MySybase profile.
This manual uses the following style conventions:

»  Commands you should enter exactly as shown are given in bold Courier
font:

isqgl -Usa -Pshobeen -Sgoby

*  Words you should replace within acommand line with the appropriate
valuefor your installation are shown in the following bold, italicized font:

isgl -Usa -Ppassword -Sserver name

e Within text, commands you should enter arein regular text and enclosed
in quotation marks:

Exit isgl by entering “exit” at the prompt.
e Promptsare shown in aregular Courier font:
d:\sybase\bin
e Within text, the names of files and directories appear in italic:
Use the \data\master.dat file.

e The names of utilities, procedures, commands, and scripts appear in the
following font:

sp_revokelogin

Table 1 lists the conventions for syntax statements in this manual:



About This Book

Terms

If you need help

Table 1: SQL syntax conventions

Key Definition

command Command names, command option names, utility names,
utility flags, and other keywords are in bold.

variable Variables, or words that stand for values that you fill in, are

initalic.

Curly braces indicate that you choose at |east one of the
enclosed options. Do not include bracesin your option.

Brackets mean choosing one or more of the enclosed options
isoptional. Do not include brackets in your option.

Parentheses are to be typed as part of the command.

Thevertical bar meansyou can select only one of the options
shown.

The comma means you can choose as many of the options
shown as you like, separating your choices with commas to
be typed as part of the command.

Thefollowing terms appear repeatedly throughout this book. For more detailed

information about these and other terms, see the Adaptive Server Glossary.

System Administrator — refers to the person responsible for Adaptive
Server administration. This person may be different from the person

responsible for Windows NT administration.

d:\sybase —is given as an example of the Sybase installation directory.

Text editor —refersto an ASCI| text editor or any editor that can savefiles
to text format.

Each Sybaseinstallation that has purchased a support contract has one or more
designated people who are authorized to contact Sybase Technical Support. If
you cannot resolve aproblem using the manuals or online help, please havethe
designated person contact Sybase Technical Support or the Sybase subsidiary

in your area.
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CHAPTER 1 Introduction

Adaptive Server Enterprise for Windows NT is afull-featured Adaptive
Server that runs on Windows NT operating systemsin the Windows
environment.

Note Theinstructionsin this book assume that Adaptive Server is
installed and running. For information about installing and starting
Adaptive Server, see Adaptive Server Enterprise Installation Guide for
Windows NT.

This chapter provides an overview of how to configure Adaptive Server
and the steps you need to take to customize it for your use.

Topic
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«
D

About Adaptive Server

System-specific issues

Definition of terms

User roles

Environment variables

Adaptive Server devices and system databases

Client/server communication (the interfacesfile)

O N O W W W NP

Changing Adaptive Server configuration

=
o

Languages other than U.S. English

About Adaptive Server

Adaptive Server performs data management and transaction functions,
independent of client applications and user interface functions.

Adaptive Server aso:
e Manages multiple databases and multiple users

«  Keepstrack of the data’'slocation on disks



System-specific issues

Maintains the mapping of logical datadescription to physical data storage

Maintains data and procedure cachesin memory

Adaptive Server uses these auxiliary programs to perform dedicated tasks:

Backup Server manages database |oad, dump, backup, and restoration
activities.
Adaptive Server Enterprise Monitor Historical Server obtains

performance data from Monitor Server and saves the dataiin files for use
at alater time.

XP Server stores the extended stored procedures (ESPs) that allow
Adaptive Server to run operating-system level commands.

System-specific issues

Adaptive Server runson avariety of hardware and operating system platforms.
System-specific issues do not affect the basic functionality of Adaptive Server,
but there are differences among platform implementations. These differences
may include:

Adaptive Server configuration

Changes to the operating system that enable or enhance Adaptive Server
performance

Adaptive Server features that are available only on Windows NT
The structure of entriesin the sgl.ini file
Optionsfor selecting database devices

Operating system commands or utilities that simplify or automate routine
system administration tasks

Operating system utilities for monitoring Adaptive Server performance

System-specific issues are described in this document. For more information
about system-specific issues, see the Adaptive Server Enterprise Installation
Guide for Windows NT and release bulletin for your platform.
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Definition of terms

The following terms are used in this book:

User roles

Server —provides aservicein client/server computing. Examples include
Adaptive Server, Backup Server, Historical Server, Monitor Server, and
XP Server.

Client — requests a service in client/server computing. Sybase Central ™,
PowerDynamo™, PowerDesigner®, SQL Modeler™, and end-user
applications are clients.

The Adaptive Server installation and setup process defines various user roles.
Different user roles have different responsibilities and privileges. These user
roles clarify the way Adaptive Server isto be integrated into your system:

Operating System Administrator — the individual who maintains the
operating system. Thisindividual has administrator privileges.

System Administrator — the individual in charge of Adaptive Server
system administration, creating user accounts, assigning permissions on
databases, and creating new databases. At installation time, the System
Administrator’slogin nameis“sa’. The“sa’ login is specific to Adaptive
Server and is used to log in to Adaptive Server using the isql command.

Environment variables

Itiscrucial to the operation of Sybase products that you set the system
environment variables correctly.

Set environment variablesin the user’s environment by running the sybase.bat
in the %SYBASEY0| %SYBASE_ASE%|bin directory:

DSLISTEN - defines the name Adaptive Server uses to listen for client
connectionsif no name is given during the Adaptive Server start-up. If
DSLISTEN is not set, and ho name is given during the Adaptive Server
start-up, the Adaptive Server name defaults to the server name given at
installation.
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DSQUERY —definesthe Adaptive Server namethat client programstry to
connect to if no Adaptive Server is specified with acommand-line option.
If DSQUERY isnot set, and you do not supply the Adaptive Server name
with acommand-line option, clients attempt to connect to the server name
given at installation.

SYBASE - defines the path of the Sybase installation directory. The
installation program sets up the variable SYBASE to point to the release
directory specified during installation.

SYBASE_ASE — defines the subdirectory directory of the Adaptive
Server components.

SYBASE_OCS - defines the subdirectory to which the Open Client™ is
Set.

SYBASE_FTS-—defines the subdirectory for the full-text search
components.

SYBASE_SYSAM - points to the license-management software
directory.

LM_LICENSE FILE —pointsto the license.dat filein the
SYBASE SYSAM/licensed directory.

PATH — specifies which directory paths to search for executables and
dynamic link libraries (DLLSs). The Sybase executables are in the
bin%SYBASEY%s| product_name directory. The Sybase DLLs arein the
SYSDLL directory. The installation program appends these paths to the
current PATH environment variable.

Warning! Keep all Sybase DLLs in the directories in which they were
installed. To avoid possible confusion about current DLLs, do not keep
multiple versions of Sybase DLLs on your machine.

TEMP-definesthelocation used by theinstallation program to writefiles
temporarily during the installation process. The installation process frees
the disk space after installation is completed.

CLASSPATH — defines the Adaptive Server plug-in location. The default
location value is:c:\sybase\asep\monclass.zip; c:\sybase\asep\3pclass.zip

INCLUDE — specifieswhich directory to set to or append for Open Client.
LIB —isappended with lib directory for Open Client.
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Adaptive Server devices and system databases

Devices arefiles or portions of adisk that are used to store databases and
database objects. You can initialize devices using raw disk partitions or
operating system files.

Adaptive Server requires the following devices:

e  master —to store system databases.

e sybsystemdb — to store information about transaction in process.
e sysprocsdev —to store system procedures.

The master, sybsystemdb, and sysprocsdev devices are created when you
create a new Adaptive Server.

The master device
The master device contains the following databases:

e master — controls the operation of Adaptive Server asawhole and stores
information about all users, user databases, devices, objects, and system
table entries. The master database is contained entirely on the master
device and cannot be expanded onto any other device.

* model — provides atemplate for new user databases. The model database
containsrequired system tables, which are copied into anew user database
with the create database command.

* tempdb —thework areafor Adaptive Server. Each time Adaptive Server is
started the tempdb databaseis cleared and rebuilt from the model database.

e The sample databases are stored on the master device at installation, but
should be moved to a user-defined device after installation. For more
information, see “ The sample databases’ on page 6.

Note For recovery purposes, Sybase recommends that you do not create
other system or user databases or user objects on the master device.
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The sybsystemdb device

The sybsystemdb device stores the sybsystemdb database, which stores
information about transactions in progress, and which is also used during
recovery.

For instructions about creating the sybsystemdb device and database for Data
Transfer Management (two-phase commit), see “Upgrading Sybase Servers’
in the Adaptive Server Installation Guide for your platform.

The sysprocsdev device

The sybprocsdev devices stores the sybsystemprocs database, which contains
most of the Sybase-supplied system procedures. System procedures are a
collection of SQL statements and flow-of-control statements that perform
system tasks, for example, sp_configure.

The system procedures that are needed during recovery situations are stored in
the master database.

Note sysprocsdev is the default system name for this device. However, it is
frequently referred to as the sybsystemprocs device, sinceit stores the
sybsystemprocs database.

Optional devices and databases

The sample
databases

The devices and databases described in the following sections are optional .
The sample databases are:

*  pubs2 and pubs3 are provided aslearning toolsfor Adaptive Server. pubs2
isused for most of the examples in the Adaptive Server documentation;
other exampl es use the pubs3 database. Both are availablein U.S. English
versions of Adaptive Server.

» interpubs database contains French and German data.
*  jpubs contains Japanese data.

For information about installing the sample databases, see Chapter 5, “ Post-
Installation Tasks’ in the Adaptive Server Installation Guide for your platform.
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The sybsecurity
device and database

dbccdb database

For information about the contents of the sample databases, see the
Transact-SQL User’s Guide.

The sybsecurity device is created as part of the auditing installation process.
The sybsecurity device stores the sybsecurity database and the auditing system
procedures with which you can configure auditing for your system.

Theauditing system records system security information in an Adaptive Server
audit trail. You can use thisaudit trail to monitor the use of Adaptive Server or
system resources.

For instructions on configuring Adaptive Server for auditing, see Chapter 11,
“Adding Optional Functionality to Adaptive Server.” For information about
installing and using the auditing system, see Chapter 12, “Auditing,” in the
System Administration Guide.

The database consistency checker (dbcc)provides commands for checking the
logical and physical consistency of adatabase. The dbcedb database stores the
results of dbcc when dbcc checkstorage or dbce check verifying are used.

dbcc checkstorage records configuration information for the tar get database,
operation activity, and the results of the operation in the doccdb database.
Stored in the database are dbcc stored procedures for creating and maintaining
dbccdb and for generating reports on the results of dbcc checkstorage
operations.

For information on installing and using dbccdb, see Chapter 25, “Checking
Database Consistency,” in the System Administration Guide.

Client/server communication (the interfaces file)

Adaptive Server communicates with other Adaptive Servers, Open Server

applications (such as Backup Server), and client software on your network.
Clients can talk to one or more servers, and servers can communicate with
other servers by remote procedure calls.

For Sybase productsto interact with one another, each product needs to know
where the others reside on the network. Names and addresses of every known
server arelisted in adirectory servicesfile. Thisinformation can be storedina
directory servicesfile two different ways:

* Inaninterfacesfile called sql.ini on Windows platforms, located in the
%SYBASEY installation directory, or
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e |nanLDAP server

After your Adaptive Server or client software isinstalled, it can connect with
any server on the network that is listed in the interfaces file

When you are using aclient program, and you want to connect with aparticular
server, the client program looks up the server namein the interfacesfile and
connectsto that server, asshown in Figure 1-1. You can supply the name of the
server by using the DSQUERY environment variable.

On TCP/IP networks, the port number gives clients away to identify the
Adaptive Server to which they want to connect. It also tells Adaptive Server
whereto listen for incoming connection attemptsfrom clients. Adaptive Server
uses asingle port for these two services (referred to as query service and
listener service).

On SPX networks, the socket number gives clients and servers away to
identify each other.

Figure 1-1: Communicating with a server using the sql.ini file

During installation, Studio Installer adds entries to the sgl.ini file for the new
Adaptive Server, Backup Server, Monitor Server, Historical Server, or XP
Server.

Note You canuseWindowsNT Directory Replicationto replicatesgl.ini inthe
multiple locations. See the Microsoft documentation for information. You can
also use NT Registry to keep the interfaces file information.
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Lightweight Directory Access Protocol

In Adaptive Server 12.5 thereis an aternative to the traditional Sybase
interfaces file. For information about using Lightweight Directory Access
Protocol (LDAP) directory services to establish connections, see Chapter 5,
“Lightweight Directory Access Protocol in Adaptive Server.”

Changing Adaptive Server configuration

For information about configuring Adaptive Server to your system’s needs, see
Chapter 3, “Default Adaptive Server Configuration.”

For information about configuring languages, character sets, and sort orders,
see Chapter 6, “Customizing Localization for Adaptive Server.”

For information about configuring Adaptive Server to use high availability
features, see Using Sybase Failover in a High Availability Environment.

For information about configuring Adaptive Server for distributed transaction
management (two-phase commit), see the Distributed Transaction
Management User’s Guide.

Support for high-availability products

Adaptive Server is compatible with high-availability packages for severa
platforms and operating systems.

You can access the configuration procedures for these high-availability
packages from the Sybase World Wide Web site.

[TTo view the high-availability setup procedures:

1 UseaWeb browser to access the Sybase World Wide Web site at the
following address:
at http://www.sybase.com/support/manuals

2 Inthe Search dropdown menu, choose “ All Technical Documents.”

3 Type“High Availability” in the Search utility, and click Search.
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The Search utility generates alist of titles for Technical Notes that contain
high-availability configuration procedures. See the titles that include
“Configuring Sybase Adaptive Server Enterprise for High Availability.”

Languages other than U.S. English

10

Many of the configuration tasks described in this manual require the use of the
Server Config utility.

If you are running Server Config in alanguage other than U.S. English, make
sure that any input you provide uses a character set that is supported by the
us_english character set.

Note Theus english character set does not support accent marks, such as
tildes (~) and umlauts (). This prevents Server Config from supporting the
character sets that use these characters.

For more information about languages, character sets, and sort orders, see the
Adaptive Server Installation Guide for your platform.
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Overview

Starting and Stopping Servers

This chapter describes how to start and stop Adaptive Server, Backup
Server, Monitor Server, and XP Server.

Topic Page
Overview 11
Starting servers 12
Starting and stopping servers using the Control Panel 14
Stopping servers 17

The methods described in this chapter are used to start Adaptive Server,
Backup Server, and Monitor Server after a shutdown for database
maintenance, because of an operating system crash, or for other reasons.

XP Server is not started by the installation process. XP Server is started
only when any XP command is issued through isql.

You can use either Sybase Central or the NT Services Control Panel to
start and stop servers manually or automatically.

For information about starting the full-text search server, see the Sandard
Full-Text Search Specialty Data Sore User’s Guide.?

Requirements for starting servers

To start a server, your user account must have:

e WindowsNT administrator privileges, or you can usethe default “ sa”
login

» Accessto the Adaptive Server distribution files

e Accessto asqgl.ini file entry for the server

11
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»  Thesystem environment variables discussed in Chapter 1, “Introduction.”

Theinstallation program creates the sgl.ini file and system environment
variables when you install servers on your computer.

Starting servers

Adaptive Server, Backup Server, Monitor Server, and Historical Server store

their default start-up parametersin the Windows NT Registry file. Thisalows
you to start and manage servers as Windows NT services, and allows servers

to start automatically when you boot your computer.

Server start-up parameters

The default start-up parameters are stored under the Registry key
\HKEY_LOCAL_MACHINE\SOFTWARE\SY BASE\Server\
server_name\Parameters, where server_name is the name of the server you
installed.

Backup Server, Monitor Server, and Historical Server server names are
appended with“_BS’,“ MS’, and“_HS’, respectively.

Note You caninstall multiple servers, each with its own Registry key.

Start-up parameters are listed under Registry values named Argn, wherenisa
number from O to 8. The number of the argument indicates the order in which
the server reads the parameter.

Table 2-1 lists the default start-up parameters for Adaptive Server.

Table 2-1: Default Adaptive Server start-up parameters

Parameter Switch Description

Arg0 -d %SYBASEY\data\master.dat L ocation of themaster device
file

Argl -s server_name Name of the Adaptive Server

Arg2 -e %SYBASE_ASE%\ L ocation and name of the

install\errorlog error log file

Arg3 -i Y%6SYBASE%\ini Directory containing the

sgl.ini file

12
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Parameter Switch Description
Arg4 -M %SYBASEY0\ Directory that stores shared
%SYBASE_ASE% memory files

Changing start-up parameters

You cannot change any of these default start-up parameters unlessyou directly
edit the Windows NT Registry values. However, you can use Server Config to
specify additional start-up parameters.

Additional start-up parametersinclude any valid server command-line options
listed for the sqlsvr and bcksrvr descriptions in the Adaptive Server Utility

Guide for your platform. For a description of start-up parameters for Monitor
Server and Historical Server, seethe Adaptive Server Monitor documentation.

To specify additional start-up parameters:

1

Log into Windows NT using an account with Windows NT administrator
privileges.

Start Server Config.

Select the Adaptive Server icon, the Backup Server icon, or the Monitor
Server icon to indicate which type of server you want to configure.

Select Configure Adaptive Server, Configure Backup Server, or Configure
Monitor Server to display alist of available servers on your system.

Select the name of the server to configure, and choose Continue.

If you are configuring Adaptive Server, enter thelogin name and password
of auser with System Administrator privileges, and choose Continue.

Or use the default Sybase “sa” login, which does not require a password.

If Adaptive Server is not running, Server Config asks you to start it now;
choose Yes.

Select the Command Line button.

13
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Server Config displays the Command Line Parameters dialog box:

Command Line Parameters |

Enter the command line options used evemy time this ingtance of the Server iz
executed. Thesze command linge options will et parameters that can not othenvize be
configured from thiz program.

Command Line Parameters; I'EIF'|-"-"-ND|

/ 0K x e e ? Help

This example, using the -g parameter, specifies“PIANO” as the name of
the machine used to log that server’s error messages.

9 Edit thetext in the Command Line Parameters box to include the
additional start-up parameters and values you require.

Do not specify the default command line parameterslisted in Table 2-1 on
page 12. For details on avail able command-line parameters, see sqlsvr and
beksrvr in the Adaptive Server Utility Guide for your platform, and the
Adaptive Server Enterprise Monitor documentation.

10 Choose OK.
11 Choose Save in the server’s configuration dialog box.

12 Exit Server Config.

Starting and stopping servers using Sybase Central

If Sybase Central isinstalled on the same computer as Adaptive Server, you
can start Adaptive Server from Sybase Central. See the online help
documentation for Sybase Central for information about starting and stopping
servers from Sybase Central.

Starting and stopping servers using the Control Panel

You can start, stop, and pause a server both automatically and manually from
the Services applet in the Control Panel.

14
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Note If you arerunning Adaptive Server and the WindowsNT ProcessViewer,
and Adaptive Server islisted in the Process Viewer, you may not be able to
restart Adaptive Server after you shut it down. Thisis because the Process
Viewer holds some Registry resources, even after the viewed processis closed.
Shut down the Process Viewer before you restart Adaptive Server.

Starting servers as an automatic service

This section describes how to configure your operating system for automatic
restart of Adaptive Server and Backup Server.

In production systems, Adaptive Server, Backup Server, and Monitor Server
should start automatically when you restart your computer. To do this, use the
Control Panel to set up the server as an automatic service.

Note Do not place Adaptive Server devices on network drives. If Adaptive
Server uses adevice on anetwork drive, you cannot start the server as an
automatic Windows NT service.

For more information on starting Monitor Server at operating system restart,
see the Sybase Adaptive Server Enterprise Monitor Server User’s Guide.

[ISetting up Adaptive Server as an automatic service

1 LogintoWindowsNT using an account with Windows NT administrator
privileges.

2 Choose the Windows NT Services Control Panel.

3 Double-click the Servicesicon in the main Control Panel window. The
Services window displays.

4 Scroll through the list of available services until you find the listings for
your Sybase servers.

Server names use the format:
“Sybase typeServer_servername_suffix”

where servernameisthe name of the Adaptive Server and typeand _suffix
represent the server type:

“SQL” for Adaptive Server

15
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8
9

“BCK” and“_BS’ for Backup Server

“MON” and“_MS’ for Monitor Server

“HIS" and“_HS’ for Historical Server

“XP" and“_XP’ for XP Server

Select the Adaptive Server, and click the Startup button.

In the Services window for the server, select the Automatic option button,
and click OK.

To designate a special account that the service should use for logging onto
the system, see the Windows NT online help or the Windows NT printed
documentation.

If you are starting Monitor Server as an automatic service, make sure
Adaptive Server is started as an automatic service also. Adaptive Server
must be running before Monitor Server can start.

Click the Close button to close the Services window.
Exit the Control Panel.

The selected server now starts automatically each time you restart the
computer. You can verify the status of the server either by using Sybase Central
or by examining the status column in the Services appl et.

See your Windows NT documentation or online help for more information on
setting up automatic services.

Starting, stopping, and pausing servers manually

You can use the Control Panel to stop, start, and pause Adaptive Server

16

manually.

1 LogintoWindowsNT using an account with Windows NT administrator
privileges.

2 Choosethe Windows NT Control Panel | Services. The Services window
displays.

3 Scrall through the list of available services until you find the listings for

your Sybase servers.
Server names use the format:

“ Sybase typeServer_servername_suffix”
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where servernameisthe name of the Adaptive Server and typeand _suffix
represent the server type:

e “SQL” for Adaptive Server

e “BCK”and“_BS’ for Backup Server

e “MON” and“_MS’ for Monitor Server

e “HIS" and“_HS’ for Historical Server

e “XP"and“_XP" for XP Server
4 Pressthe Start, Stop, or Pause button to confirm the choice.
5  Click the Close button to close the Services window.
6 Exit the Control Panel.

You can verify the status of the server either by using Sybase Central or by
examining the status column in the Services appl et.

Stopping servers

Only the System Administrator has permission to issue a shutdown command.
Using a shutdown command minimizes the amount of work that automatic
recovery needsto do when the servers are restarted.

The preferred method of stopping Adaptive Server or Backup Server isto use
the Transact-SQL shutdown command. For Monitor Server, use the
sms_shutdown command.

Stopping Adaptive Server
To shut down Adaptive Server:

1 Useisqgltologinto an Adaptive Server account with System
Administrator privileges:

isgl -Usa -Ppassword -Sserver name
2  Enter the following command to shut down the server:

1> shutdown
2> go
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The default for the shutdown command iswith wait. The with wait option allows
Adaptive Server to finish executing SQL statements or procedures, perform a
checkpoint in each database, disable new logins, and perform other shutdown
tasks.

Issuing the shutdown command prints a message like thisto the stderr file:

Server SHUTDOWN by request.The SQL Server is terminating
this process.
CT-LIBRARY error:

Thisisnormal behavior.

If the message indicates that Adaptive Server iswaiting for processes to
complete, and you need to stop Adaptive Server immediately, you can use the
shutdown with nowait command. shutdown with nowait does not wait for
currently executing statements to finish, nor does it perform checkpointsin
every database. Use the shutdown with nowait command only when necessary.

Stopping Backup Server

18

To shut down a Backup Server:
1 Useisgltologinto aserver with System Administrator privileges:
isql -Usa -Ppassword -Sserver name
2  Enter the following command to shut down the specified Backup Server:

1> shutdown SYB BACKUP
2> go

After you shut down aBackup Server, you must wait at | east 30 seconds before
restarting it.

I ssuing the shutdown command prints amessage similar to thefollowing to the
stderr file:

Backup Server: 3.48.1.1: The Backup Server will go down
immediately.
Terminating sessions.

Thisisnormal behavior. If amessage indicatesthat Adaptive Server or Backup
Server iswaiting for processes to complete, and you need to stop Adaptive
Server or Backup Server immediately, you can use the shutdown with nowait
command. shutdown with nowait does not wait for currently executing
statements to finish and does not perform checkpointsin every database.
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Using shutdown with nowait for Backup Server can cause inconsistent or
incomplete dumps and loads. Use this command only when necessary.

For more information on the shutdown command, see the Adaptive Server
Reference Manual.

Stopping Monitor Server

You must shut down Monitor Server before restarting Adaptive Server to
release resources. If Adaptive Server stops, make sure that Monitor Server is
shut down beforeyou restart Adaptive Server. Otherwise, Adaptive Server may
not be able to allocate enough resources to restart.

If the Monitor Server heartbeat feature isin effect, Monitor Server
automatically detects the termination of Adaptive Server within the specified
period and shuts itself down. Therefore, before attempting to restart Adaptive
Server after a shutdown, either wait for the automatic shutdown of Monitor
Server to occur, or explicitly stop Monitor Server.

For more information on stopping Monitor Server, see the Adaptive Server
Enterprise Monitor Server User’s Guide.

Monitoring servers

Sybase Central

There are two methods for checking a server’s status using either Sybase
Central, or the Control Panel.

The simplest way to determine whether alocal server isrunning isto start
Sybase Central. The small traffic light icon, representing the server, in the | eft
pane of Sybase Central is:

e Greenif the server is running
e Yellow if the server is paused

e Redif the server is stopped

19
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For aremote server, the traffic light icon is green if that server is running and
Sybase Central is connected to it. However, Sybase Central does not display a
red traffic light icon if the remote server is not running. To determine whether
aremote server is started requires that you connect to the remote server, and
the remote server must be running for you to connect to it.

The Control Panel

20

You can use the Services option in the Control Panel to check alocal server's
status. Check the Status column. If the server is:

*  Running, the Status value is Started.

*  Not running, the Status value is blank.
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Default Adaptive Server
Configuration

When you install or upgrade Adaptive Server, it includes some default
parameter settings and afew of itsauxiliary programs.

After installing and testing this “default” Adaptive Server, you can
configureit to your system’s needs and install other optional features.

Topic Page
Starting Server Config for Adaptive Server 22
Configuring Adaptive Server 23
Configuring Backup Server 25
Configuring Monitor Server 26

After installation, Adaptive Server default settingsare aslisted in Table 3-
1. You may need to configure these settings to suit your computer and

database needs.

Table 3-1: Defaults for Adaptive Server parameter settings

Item Default value

Name AdaptiveServername

Network support Named Pipes, Windows Sockets (TCP/IP)
Pipe name \pipe\sybase\query

Socket number 5000

Command line options None

Error log path

%SYBASEY\%SYBASE _ASE%\install/error log

Event logging Not configured

International Support

(Localization):

. Language us_english

91ad cp850

e Character set . .
Binary ordering

» Sort order

Login security mode

Standard

Table 3-2 lists the default settings for the Backup Server, Monitor Server,

and XP Server.
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Table 3-2: Defaults for the Backup, Monitor, and XP servers

Server Iltem Default value
Backup Server Name AdaptiveServername BS
Network support  Named Pipes, Windows Sockets (TCP/IP)
Pipe name \pipe\sybase\backup
Socket number 5001
Error log path %SYBASEY\%SYBASE_ASE\install\
backup.log
Monitor Server Name AdaptiveServername MS
Network support  Named Pipes, Windows Sockets (TCP/IP)
Pipe name \pipe\sybase\monitor
Socket number 5002
Error log path %SYBASEY\%SYBASE_ASE\install\
monitor.log
XP Server Name AdaptiveServername_XP
Network support  Named Pipes, Windows Sockets (TCP/IP)
Pipe name \pipe\sybase\xp
Socket number 5003
Error log path N/A

Starting Server Config for Adaptive Server

To change configuration settings for Adaptive Server, use the Server Config

utility. You can run this program in one of two ways:

» By selecting the Server Config from within Windows NT. To run this

utility from the Windows NT command prompt, run syconfig.exe.

» By running sp_configure from withinisgl. Use sp_configure to quickly and
easily change single parameters and values. For more information, see
sp_configure in the Adaptive Server Reference Manual.

This manual walks you through Adaptive Server configuration through the
Server Config utility.

[TTo start Server Config:
1 Select Start Programs.

2 Choose your Sybase program group
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3
4

Choose Server Config

When you have compl eted the necessary configuration changes, click Exit
to quit Server Config.

For more information on how to configure:

Adaptive Server, see “Configuring Adaptive Server” on page 23.

For more information on how to configure Backup Server, see
“Configuring Backup Server” on page 25.

For more information on how to configure Monitor Server, see
“Configuring Monitor Server” on page 26.

Configuring Adaptive Server

To change the Adaptive Server configuration, including its auxiliary programs

and options:

1 Start Server Config.

2 Clickthe Adaptive Server icon, and click Configure Adaptive Server from
the Configure Sybase Servers dialog box.

3 Select the name of the server to configure, and click Continue.
The Enter System Administrator Password dialog box appears.

4  Typethelogin nameand password of an Adaptive Server user with System
Administrator privileges, and click Continue.

5 Click Yesif the Adaptive Server is not running, and Server Config asks
you if you want to start it.
The Configuring Adaptive Server Enterprise dialog box appears.

6  Select the option to be configured from the Change Options set of buttons:

e Command Line— see “ Setting Adaptive Server parameters’ on page
24.

» Default Backup Server — see “ Changing the default Backup Server”
on page 24.

* Default XP Server — see “Changing the default XP Server” on page
25.
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e Two Phase Commit — see the Adaptive Server Installation Guide for
your platform.

e Error Log Path — see “ Setting error log paths’ on page 88.

e Event Logging — see"Enabling and disabling NT event logging” on
page 91.

e Language — see the Adaptive Server Installation Guide for your
platform.

e Login Security — see “ Configuring login security” on page 131.

Setting Adaptive Server parameters

When you start Adaptive Server, you can configure the server to use certain
configuration parameters that are not accessible through isqg|.

To set these configuration parameters:

1 Click Command Line from the Change Options box on the Configuring
Adaptive Server Enterprise dialog box.

The Command Line Parameters dialog box appears.
2 Typein parameters and values that you want to set for Adaptive Server.

Type these parameters as you would at the command line. However, omit
the command itself and any parameters that might vary.

3 Click OK to return to the Configure Adaptive Server Enterprise dialog
box.

4 Whenyou have completed the necessary configuration changes, click Exit
to quit Server Config.

Changing the default Backup Server

24

During backup or recovery, the dump or load command uses the Backup Server
named in the configuration for the selected Adaptive Server. You can name a
different default Backup Server through the Adaptive Server configuration.

To name a different Backup Server to use as the default:
1 Click Default Backup Server from the Change Options buttons.
The Set Default Backup Server Name dialog box appears.
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2 Typethe name of the Backup Server as the default, and click OK.

For information about naming and configuring Backup Server, see
“Configuring Backup Server” on page 25.

3 Click Saveto return to the Configuring Adaptive Server Enterprise dialog
box.

4 When you have compl eted the necessary configuration changes, click Exit
to quit Server Config.

Changing the default XP Server

XP Server providesthe extended stored procedures availabl e through Adaptive
Server.

When you install Adaptive Server, the program defines XP Server using the
Adaptive Server name as a basis for the filename. For example, XP Server for
an Adaptive Server named PIANO is named PIANO_XP.

You can change the configuration for the default XP Server for a particular
Adaptive Server. See“ Sybmail and extended stored procedures’ on page 141.

Configuring Backup Server

Backup Server performs all Adaptive Server backup and recovery operations
(dump and load).

When you install Adaptive Server, the program defines Backup Server using
the Adaptive Server name as a basis for the file name. For example, Backup
Server for an Adaptive Server named PIANO is named PIANO_BS.

To change the configuration for a Backup Server:
1 Start Server Config.

2  ClicktheBackup Server icon, and click Configure Backup Server fromthe
Configure Sybase Servers dialog box.

3 Select the name of the server to configure from the Existing Serversdialog
box, and click Continue.

The Configure Backup Server dialog box appears.

25



Configuring Monitor Server

4  Changethe path indicated in the Error Log Path area, if necessary.

For moreinformation about the error log, see“Logging errorsand events’
on page 85.

5 Change the language indicated in the Language area that Backup Server
will use for its messages, if necessary.

For moreinformation about languages, see the Adaptive Server Enterprise
Installation Guide for Windows NT.

6 Changethe server’'s character set in the Character Set area, if necessary.

For more information about character sets, see the Adaptive Server
Enterprise Installation Guide for Windows NT.

7  Click Save to return to the Configure Sybase Servers dialog box.

8 Whenyou have completed the necessary configuration changes, click Exit
to quit Server Config.

Configuring Monitor Server

Monitor Server is an Open Server™ application that obtains statistics on
Adaptive Server performance by monitoring its shared memory. You can view
these statistics from the Monitor Viewer in Sybase Central.

Database administrators can use Monitor Server to examine server statistics
using agraphical client/server tool. Statistics are available for:

*  Memory alocation

*  Network traffic

» CPUuse

» Locking status by process

» Dataand procedure cache use

» Disk I/O volume and average completion time by device
»  Transaction rates

To change the configuration for Monitor Server:

1 Sart Server Config.
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2 Click the Monitor Server icon, and click Configure Monitor Server from
the Configure Sybase Servers dialog box.

The Existing Servers dialog box appears.

3 Click the name of the Monitor Server you want to configure, and click
Continue.

The Configure Monitor Server dialog box appears.
4  Changethe error log path, if necessary.

Change the Adaptive Server Name entry to the Adaptive Server nameto
be monitored. The Monitor Server name changes automatically.

6 Click on the Command Line Parameters button to change the default
parameters.

For more information on default command line parameters, see “ Setting
Adaptive Server parameters’ on page 24.

Click Save to return to the Configure Sybase Servers dialog box.

8 When you have completed the necessary configuration changes, click Exit
to quit Server Config.

For more information about configuring Monitor Server, see the Adaptive
Server Enterprise Monitor Server User’s Guide.

Supporting access to large memory

To support accessto 2GB of memory, useisgl to set the starting virtual memory
address with sp_configure, for example:

sp_configure "shared memory starting address", 23662592

Restart your computer to put the new value into effect.

Note Do not set Monitor Server to use most of the available virtua address
space. Thisaccess may limit Monitor Server functionality.

For more information about shared memory, see the Adaptive Server
Enterprise Installation Guide for Windows NT.
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CHAPTER 4

Network Communications
Using sql.ini

Adaptive Server can communicate with other Adaptive Servers, Open
Server applications, and client software across a network. Clients can
communicate with one or more servers, and servers can communicate
with other servers viaremote procedure calls.

This chapter providesinformation about the connection process, the kinds
of connections, and how to configure Adaptive Server to use sgl.ini file
connections.

Topic Page
How clients connect to Adaptive Server 30
How Adaptive Server listens for client connections 31
How a client accesses Adaptive Server 32
Componentsin the sgl.ini file 33
Sharing network configuration information 42
Verifying server connections 44
Configuring ODBC connections 45

For instructions on using Server Config to change the values that it can
access, see “Configuring Adaptive Server” on page 23. For information
on LDARP, see Chapter 5, “Lightweight Directory Access Protocol in
Adaptive Server.”

Adaptive Server on Windows NT supports network connections using the
Named Pipes, Sockets (TCP/IP), and IPX/SPX protocols. The default
Adaptive Server uses TCP/IP and Named Pipes, since Named Pipesis
awaysinstalled with Windows NT.

Two files control how clients find servers and drivers:

» Thesgl.ini fileliststhe server names, their network addresses, and the
Net-Library driver to use to establish a connection.

* Thelibrary file, libtcl.cfg, liststhe installed Net-Library drivers that
are available to support each protocol (connection).
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These files, which reside on both server and client machines, enable each
Sybase product to find the other Sybase serversthat are on the network. The
installation program automatically creates, verifies, and appends these
configuration files when you install Adaptive Server.

How clients connect to Adaptive Server

Client software performs the following steps to connect to Adaptive Server:

30

1

Determines the name of the Adaptive Server by finding the value of the
DSQUERY environment variable, by using acommand-line option, or by
defaulting to the value d:\sybase.

Looksin the sql.inifile for an entry whose name matches the name of the
server. If it cannot find a matching entry, the connection fails.

Looksinthelibtcl.cfg filefor an entry that matchesthe Net-Library driver
name associated with the server entry in the sgl.inifile. If the application
cannot find such an entry, the connection fails.

L oads the specified Net-Library driver.

Uses the network connection information provided by the sgl.inifile to
connect to the server.

Figure 4-1 summarizes the client connection process.
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Figure 4-1: Connecting to Adaptive Server

Client

Application begins connection by locating the
client’s s i file.

sl i syhase clientapplication looks upthe server name entry in
* its sl file,

it oy Syhase clientapplication verifies the existence ofthe
+ Met-Library driverin dbfcl o

Met-Likbrary Syhase clientapplication loads the specified Met-Librany

\4 driver.

&

The connection is established.

Adaptive Server

How Adaptive Server listens for client connections

Adaptive Server usesthe sgl.ini file to determine the address at which it should
listen for clients. When you start Adaptive Server:

1 Determinesthe server name to use, usually by finding the value of the
DSLISTEN environment variable or by using a command-line option.

2 Looksinthesgl.ini filefor an entry that matchesthe specified server name.

3 Looksinthelibtcl.cfg filefor an entry that matches the Net-Library driver
name associated with the server entry in the sgl.inifile.

4  Loadsthe specified Net-Library driver.
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5 Usestheinformation from the MASTER entry in the sgl.ini fileto
determine the address at which it should listen for client connection
requests.

How a client accesses Adaptive Server

Theinstallation program provides adefault sgl.ini filein Adaptive Server. The
filehas MASTER and QUERY entries that use both the Named Pipes and
Sockets (TCP/IP) driversfor al serversthat were installed.

Enabling client access to a server

To enable a client to access a server on the network, create asgl.ini file on the
client. In that file, include entries for all servers the client needs to access.

To createanew sgl.ini file, see“ Changing the server entriesin sgl.ini” on page
32.

Changing the server entries in sql.ini

To edit an existing sql.ini file on the server machine, or to create anew file on
the client machine, use the Directory Services Editor utility, dsedit.

For more information about the components of asgl.ini file, see “ Components
inthe sgl.ini file” on page 33.

For more information about using dsedit, see theUtilties Guide.

For general information about the sql.ini file, see the Open Client/Server
Configuration Guide for Desktop Platforms.

To start dsedit, select it either from the Sybase program group or from the
Utilities group in Sybase Central.

To add an Adaptive Server to the sgl.ini file:
1 Select Start/Programs/Sybase/dsedit.
The Select Directory Service dialog box appears.
2  Select adriver from the DS Name list, and click OK.
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The DSEDIT - Interfaces Driver dialog box appears.
3 Select Server Object menu, and select Add.
The Input Server Name dialog box appears.
4 Typethe name of the server to add, and click OK.
For information about valid server names, see “ Server name” on page 34.

5 Select the new server name, which you have just added, from the Server
list.

Steps 6 — 10 describe how to enter the server’s address:

6 Select Server Address from Attributes box on the Interfaces Driver
window.

7  Select the Server Object menu and select Modify Attribute.
The Network Address Attribute dialog box appears.

8 Click Add.
The Input Network Address For Protocol dialog box appears.

9 Choose the appropriate protocol from the drop-down list, enter the
network addressin the Network Address text box, and click OK.

For information about protocols, see “Network driver” on page 34.

For information about the formats of network addresses required by the
different protocols, see “ Server address’ on page 35.

The Network Address Attribute dialog box reappears.
10 Click OK.

The dsedit utility creates MASTER and QUERY entries for the server. In
the sgl.ini file, the client ignores the MASTER entry.

11 Exit dsedit.

Components in the sql.ini file
This section provides useful background information for editing an sql.ini file.

Figure 4-2 illustrates the basic components of an entry in the sgl.ini file. The
sections that follow the figure describe components.
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Figure 4-2: Components of the sql.ini file

Server name

Hetwork driver

[SMOKE]
$BASE$00=NLMSWMP, “pipetsybase’query I

$BASE$01=NLYNSCE, SMOEE, 5000 L _ MASTER
MASTER=$BASE$00; $BASES0L;
$BASEL02=NLMSNMP, “pipetaybase\query

|
$BASES03=NLYNSCE, SMOKE, 5000 {— Server Address
I

OUERY=4BASE$0Z; $EASES03;
Servicetypp —————

Server name

Network driver
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The server name is the name of the Adaptive Server to which clients will
connect. Use the following rules to create an acceptable server name:

Server names can be no more than 11 characters long. However, if you
installed Adaptive Server on aFAT (file allocation table) partition, limit
the server nameto 8 characters.

Theinitia character of a server name must be aletter (a—z, A—Z). The
charactersthat follow can be letters, numbers, the underscore character
(), the pound sign (#), the at sign (@), or the dollar sign ($).

The name cannot contain a period (.), aslash (/), abackdash (1), an
accented |etter, a character from a Japanese character set, or any other
character that isinvalid for Windows NT file names.

Adaptive Server names are not case sensitive. For example,
“PRODUCTION,” “Production,” and “production” are interpreted as the
same server name.

The network driver specifies the name of the Net-Library driver to use for the
connection. The driver name must correspond to avalid entry in the library
(libtcl.cfg) file, which islocated in the ini subdirectory of the Sybase
installation directory.
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Service type

Server address

The following example shows three driver entriesin alibtcl.cfg file:

NLMSNMP=NLMSNMP Named Pipes Driver
NLWNSCK=NLWNSCK WinSock TCP/IP Driver
NLNWLINK=NLNWLINK NWLink SPX/IPX Driver

Note Asdriversare added or removed, you can edit the libtcl.cfg file with a
text editor or with the ocscfg.exe utility, located in the bin subdirectory of the
Sybase ingtall ation directory.

The service type defines the Adaptive Server's service. The two service types
are MASTER and QUERY:

« MASTER defines the service that Adaptive Server usesto listen to login
reguests from clients. This type defines a server machine.

A MASTER entry isrequired only if you plan to use your computer as a
server. It isnot required in asgl.ini file for acomputer that is running
clientsonly.

*  QUERY represents the service that a client application usesto login to
Adaptive Server. This type defines a client machine.

A QUERY entry isrequired if you plan to use your computer to access a
server. In general, since even dedicated servers need access to other
servers, a QUERY entry isalways required.

Thisvalueisthe address at which Adaptive Server listens for client
connections. The address requires the following information:

e Addressformat

e |Paddress

¢ Named Pipes format

*  Windows Sockets format
e NWLink IPX/SPX format
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Address format

IP address

36

The format of the server address depends on the network driver used by
Adaptive Server.

The format for the server address can be;

»  Named Pipes format

*  Windows Sockets format

*  NWLink IPX/SPX format

Use the following guidelines to define your server address:

»  Some formats require a port, or socket number. Port numbers for
MASTER and QUERY entries must be the same on server and client. For
example, if aserver islistening on 5000, the client workstation must be
connecting on 5000.

»  Theserver usually controlsthe port number, which meansthat you specify
the same port number in the client’s sgl.ini file as that specified in the
sgl.ini file for the server to which it will connect.

»  Port addresses must be unique to each server. The port addressis
determined by the port number provided in the sql.ini file in conjunction
with the IP address.

* By default, the port number for Adaptive Server is 5000, for Backup
Server, it is 5001, and for Monitor Server, it is 5002.

Note Two Adaptive Servers on different computers can use the same port
number because their | P addresses are different.

If you know acomputer’s|P addressaswell asits name, specify the |P address
in the sgl.ini file to ensure that the computer can be found on the network.

For example, the following entry, which uses Named Pipes, specifies aremote
server’s computer name and requires name resol ution:

NLMSNMP, \\SMOKE\pipe\sybase\ 'uery

The following entry uses aremote server’s I P address and does not require
name resolution:

NLMSNMP,\\130.214.60.230\pipe\sybase\ 'uery
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Named Pipes format

For the Named Pipes protocol, the network address consists of the unique pipe
name for the server.

Use the following guidelines to create acceptabl e pipe names.

«  Valid pipe names begin with \pipe and foll ow the same naming restrictions
as MS-DOS file names. The default pipe name for Adaptive Server is
\pipe\sybase\query.

* Toavoid conflict, always use unique pipe hames of the same “length”
(levels) for all Sybase products on your computer. For example, you might
select \pipe\sybase\query for Adaptive Server and \pipe\backup\query for
Backup Server.

* Do not use pipe names such as \pipe\sgl and \pipe\sgl\query, because they
do not ensure uniqueness.

e When adding a network entry to access a server on aremote network
computer, such as on aclient, preface the pipe name for the QUERY
service with:

\\machine name

where machine_name is the name of the computer that runs the server.

Warning! Server pipes must be local. Do not add \\machine_name if you are
configuring a network entry for a server on alocal computer. Additionally, do
not preface the pipe name with this prefix when entering connection
information for the MASTER service. If you include this prefix, you cannot
restart Adaptive Server.

Windows Sockets format

For the Windows Sockets protocol, the server address consists of the TCP/IP
host name or | P address of the NT computer and a unique socket for the
Adaptive Server, separated by a comma.

K eep the following guidelines in mind when creating the address:

e TheTCP/IP host nameis case sensitive. For example, apossible entry for
aTCP/IP host named “CENTAUR” is“CENTAUR, 5000".

e Adaptive Server uses the default socket number of 5000 to listen to
connections from client workstations. Select a different socket number if
another application on your computer already uses socket 5000.
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e Valid socket numbers for Adaptive Server range from 1025 to 65535, in
integers.

Increasing Windows Sockets connections

38

To support more than 64511 Windows Sockets (TCP/IP) connectionsto
Adaptive Server, you may need to usethe NT Registry to increase the
maximum number of sockets connections available on the server.

Warning! Do not modify a Registry value unlessyou are an NT administrator
and are familiar with the regedt32 utility. See your NT operating system
documentation for information on using regedt32.

To modify an existing TcpNumConnections value:

1 LogintoWindowsNT using an account with NT administrator privileges.
2  Sart theregedt32 utility from the Windows NT program group.

3  Select the Registry window HKEY _LOCAL MACHINE.
4

Open the Registry key HKEY_LOCAL_MACHINE\SY STEM\
CurrentControl Set\Services\Tcpi p\Parameters.

5 If the TcpNumConnections value exists, go to step 6.

If the value does not exist, add and configure it by completing the steps
under “ To add a TcpNumConnections value.”

6 Double-click the value.
7 Inthe DWORD Editor dialog box, select the Decimal option.

8 Inthe Datatext box, enter the maximum number of connections to
support.

9 Click OK to return to the Registry key dialog box.

10 If you have completed your tasks in regedt32:
a Select Exit from the Registry menu to quit regedt32.
b  Restart your computer.

To add a TcpNumConnections value:

1 Completethe Add Value dialog box as follows:

Value Name — TcpNumConnections
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Data Type — select REG_DWORD from the drop-down list.
2 Click OK.
3 Complete the DWORD Editor dialog box as follows:
Data — enter the maximum number of TCP connections for the computer.
Radix — select the Decimal option button.
4 Click OK.
The utility adds the new value to the Registry key.
5 If you have completed your tasksin regedt32:
a Choose Exit from the Registry menu to quit regedt32.

b Restart your computer.

Using multiple TCP/IP network interface cards

When client workstations use multiple TCP/IP network interface cards, the NT
system administrator must edit the Imhosts file on the Windows NT server to
accept connections from the clients.

To correctly enter the card information:

e There must be one entry for each network card.

«  Each address must be unique.

e Theentriesin the Imhosts file match those in the sql.ini file.

For example, assume that a server named BALCLUTHA has three cards.
Without an Imhosts entry and separate entriesin sgl.ini, the server listens on
socket BALCLUTHA,5000 for all three cards. To provide unique addresses,
set up Imhosts as follows:

130.214.10.248 NTO
130.214.11.248 NT1
130.214.12.248 NT2

Inthe sgl.ini file, add entries for both QUERY and MASTER:
[BALCLUTHA]

query=NTO0, 5000
master=NTO0, 5000
query=NT1,5000
master=NT1,5000
query=NT2,5000
master=NT2,5000
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Controlling the connection timeout

When an isgl connection remainsidle for several minutes, the next query may
result in this error message:

Attempt to initiate a new SQL Server operation with
results pending.

This problem occurs when you use the Windows Sockets protocol, and you
have asmall value for NT TcpKeepTries. To correct this problem, you must
increase the valuein NT TcpKeepTries.

Warning! Do not modify Registry values unless you are an NT administrator
and you are familiar with the regedt32 utility. Seethe NT operating system
documentation for information on using regedt32.

To increase the TcpKeepTries value:
1 Sart theregedt32 utility, and display the Parameters val ues.
2 Double-click the TcpKeepTries value.
3 Changethedatavaueto at least 20, and choose OK.
4  If you have completed your tasksin regedt32:
a Choose Exit from the Registry menu to quit.

b  Reboot your computer.

NWLink IPX/SPX format

Before setting up Adaptive Server network support, configure the NWLink
IPX/SPX software according to theinstructionsfor your NT operating system.
Specify the correct network number (usually 0) and frame type during the
configuration.

The frame type is generally mandated by the frame type of a NetWarefile
server on the network, usually 802.3. If your network does not use a NetWare
file server, make sure al client and server computers use the same frame type.

Available NWLink IPX/SPX connection formats

Table 4-1 describes the available connection formats for NWLink 1PX/SPX
MASTER and QUERY entries.
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Table 4-1: Connection information formats for IPX/SPX

Format Connection information syntax Example

1 net_number,node_number,socket_number  00000000,02608CDA1997,83BD
2 cotmputer_name,socket_number piano,83BD

3 computer_name piano

Keep the following items in mind when working with these formats:

* Any of thethree formatsis acceptable for the MASTER entry.

e Only Format 1 and Format 3 are acceptable for QUERY entries.

«  Some formats are not acceptable for accessing alocal Adaptive Server.
For more information, see “ Selecting valid connection formats’ on page 42.

In Table 4-1, net_number isthe network number that you specified during the
NWLink IPX/SPX configuration.

To find the network number, open the Windows NT Control Panel and open
Network. The current network number is the decimal number in the NWLink
Transport entry.

To determine the node_number, enter the net config command at the Windows
NT command prompt. For example:

net config workstation

Computer name \\PIANO

User name userl

Workstation active on NBT Elnk31 (00A0242EA892)
Software version Windows NT 4.0
Workstation domain AMERICAS

Logon domain AMERICAS

COM Open Timeout (sec) 3600

COM Send Count (byte) 16

COM Send Timeout (msec) 250

The command completed successfully.
In the preceding example:

e Thenode_number, which is a4-byte, hexadecima number in the
connection information string, appears in parentheses; “00A0242E".

*  The socket_number, which can be any unused socket number on the
computer, in 2-byte, hexadecimal format, appears with the node_number;
“A892".
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e The computer_name can be any unique name on the network. Use the
local computer’s name to ensure unigqueness.

Selecting valid connection formats

The NWLink IPX/SPX connection formats you use depend on whether you
want to access Adaptive Server on alocal computer or on aremote, network
computer.

*  When both Adaptive Server and the client program reside on the same
computer, alocal connection, use a Named Pipes connection.

* If you must use NWLink IPX/SPX for alocal connection, follow these
guidelines:

» Useeither Format 1 or Format 2 for the MASTER entry.
» Useonly Format 1 for the QUERY entry.

» If Adaptive Server and its clients reside on separate computers, a remote
connection, you have two options:

e UseFormat 3 for both the MASTER and QUERY entries.

» Useeither Format 1 or Format 2 for the MASTER entry, but use
Format 1 for the QUERY entry.

Sharing network configuration information

There are two ways to share identical network information across multiple
systems:

e Create amaster interfaces (sql.ini) file.

e UseNT Registry asadirectory service.

Creating a master sql.ini file

A master sql.ini file contains entries for all Sybase servers on the network. It
can be used with every server and client connected to the network. By
distributing copies of a master sgl.ini file, you can ensure that all Sybase
products on the network interact with one another.
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To maintain consistency in the sgl.ini files on anetwork, make the changes to
one version of thefile, and then copy that file to the rest of the computers on

the network. For thistask, you can use NT Directory Replication to copy the

file to many computers. For more information, see your NT operating system
documentation.

Using NT Registry as a directory service

Another option isto usethe NT Registry as a directory service. Review the
following Sybase product arrangements before settling on this method:

e Adaptive Server Enterprise only —you can deploy an application on
multiple clients and enter the network information oncein the Registry on
the Adaptive Server computer without needing to create and maintain a
sgl.ini file on every client.

e Adaptive Server Enterprise and its bundled applications — the client
applications that are bundled with Adaptive Server require a sgl.ini file.
Evenif you areusing the Registry for your own applications, you still need
to maintain asgl.ini fileif users are to connect from any of the Sybase
client applications, such as Sybase Central or Netlmpact™ Dynamo.

The following instructions create server name keys under the Registry key
specified for “ditbase” in libtcl.cfg, in the examplein step 2,
SOFTWARE\SYBASE\SERVER . It a so storesthe network informationin the
keys.

Both the Adaptive Server and client applications ook in the Registry for
network information before searching the sql.ini file.

You will need both the Open Client/Open Server Configuration and the dsedit
utilities.
To use NT Registry as aDirectory Service:
1 Make surethe ocscfg.dat fileisin your d:\sybase\bin directory.
2 Start the OC OS Config Utility.
a Select Sart/Programs/Sybase/OC OS Config Utility.
b  Select the Directory Servicestab.
¢ Click Add.
d Type REGISTRY for the DS Name.
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e TypeLIBDREG for the Directory Service Driver or select it from the
drop-down list.

f  Type\\machine_name:SOFTWARE\SYBASE\SERVER for the
Directory Service Ditbase, where machine_name is the name of the
computer that stores the network information.

g Click OK. The values you entered appear on the Directory Services
dialog box.

You can also use atext editor to add the following lines to the libtcl.cfg
file:

[NT_DIRECTORY]
REGISTRY=LIBDREG ditbase=\\machine name:SOFTWARE\SYBASE\SERVER

For information about using ocscfg, see the Open Client/Server
Configuration Guide for Desktop Platforms.

3  Start dsedit.
a Select Start/Programs/Sybase/ dsedit.

b Inthe Select Directory Service dialog box, select Registry from the
DS Name list, and click OK.

¢ Follow theinstructionsin “How a client accesses Adaptive Server”
on page 32 for creating server entries using dsedit.

Verifying server connections

After you configure your network connections, use the dsedit utility to verify
that you can connect to aserver. dseditincludesanetwork diagnostic utility that
checks to see whether a processis listening at the specified address.

You can access this diagnostic utility in one of two ways:
» By choosing Server Object, then Server Ping from the dsedit menu, or
» By pressing the Ping (lightening bolt) key on your keyboard.

See“ The dsedit Server Ping Utility” on page 171, for information about using
dsedit to test connections.
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Configuring ODBC connections

Some client applications do not connect to Adaptive Server directly through
the Open Client software, but through the ODBC (Open Database
Connectivity) driver instead.

For example, both PowerDesigner™ and Netlmpact Dynamo connect through
the ODBC driver. Other third-party applications may also require the ODBC
driver.

For Adaptive Server versions previousto 12.5, the ODBC connectionsare built
ontop of the Open Client Client-Library, so you need to install the Open Client
software on the clients where you install the ODBC Driver.

* The Adaptive Server installation program automatically installs the
ODBC Driver on the computer on which you install Netimpact Dynamo.

e Youcan dsoinstall the driver separately on other client workstations on
which you will be running third-party or developed products.

For more information about the ODBC driver, seethe ODBC Driver Reference
Guide.

To use ODBC connections, you need to configure the Adaptive Server ODBC
driver to allow connection to Adaptive Server.

Configuring the ODBC driver

When you configure the ODBC driver to connect to Adaptive Server, you
create an ODBC data source. You can configure more than one data source for
Adaptive Server. For example, you might want one data source for each
database.

To configure a data source:

1 Start the ODBC Data Source Administrator (odbcad32.exe) from the
Windows NT System program group.

For more information about ODBC, see your NT operating system
documentation.

2  Click on the System DSN tab to display the System Data Sources dialog
box.

The dialog box appears with alist of sources you might have already
defined.
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Click Add to add a new Data Source.
The Create New Data Source dialog box appears.

Select Adaptive Server ODBC Driver as the driver you want to use for
Adaptive Server, and click Finish.

The ODBC Adaptive Server Setup dialog box appears.
Complete the dialog box as follows:

Data Source Name — enter a short description of the Adaptive Server that
is meaningful to you. For example, if you are creating the data source to
connect to aspecific Adaptive Server database, include the database name
in the description.

Description (optional) — along description of a data source name; for
example, “ Accounting database on Adaptive Server 3.”

Click the Options button to display the Login box.

Type the name of the database to which you want to connect in the
Database Name text box:

e For aNetlmpact Dynamo connection, specify the database. Itisa
good idea to specify adatabase for most client connections.

e For aPowerDesigner connection, you do not need to specify a
database unless you want to reverse-engineer it. In this case, to
“reverse-engineer” meansto create a database and then determine its
schema, rather than using the normal process of creating the schema
first and then creating the database.

You can fill in values for the other parametersin the box. For information
about each parameter, see the online help or the ODBC Driver Reference
Guidein Technical Library.

Click OK, and close the rest of the ODBC dialog boxes.

Exit the program.

You can how connect to Adaptive Server from applications that require
connections through the ODBC Driver. When you start the application and it
prompts you for an ODBC data source, choose the data source you have just
named and configured.
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CHAPTER 5

Overview

Lightweight Directory Access
Protocol in Adaptive Server

Adaptive Server uses directory services to establish client and RPC
connections over the Internet. This chapter provides information about

using LDAP directory services to establish connections.
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Encrypting the password 56
Performance 57
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Lightweight Directory Access Protocol (LDAP) isan industry standard
for accessing directory services. Directory services allow components to
look up information by a distinguished name (DN) from an LDAP server
that stores and manages server, user, and softwareinformation that isused

throughout the enterprise or over a network.

The LDAP server can be located on a different platform from the one on
which Adaptive Server or the clients are running. LDAP defines the

communication protocol and the contents of messages exchanged

between clients and servers. Messages are operators, such as client

reguests for read, write and query, and server responses, including

data-format information.

The LDAP server stores and retrieves information about:
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e Adaptive Server, such as | P address, port number, and network
protocol

e Security mechanisms and filters

e High availability companion server name

The LDAP server can be configured with these access restrictions:
e Anonymous authentication — al datais visible to any user.

e User name and password authentication — Adaptive Server uses the
default user name and password from NT —
%SYBASEY\%SYBASE OC%\ini\libtcl.cfg

User name and password authentication properties establish and end a
session connection to an LDAP server.

Note The user name and password that are passed to the LDAP server for
user authentication purposes are distinct and different from those used to
access Adaptive Server.

When an LDAP server is specified in the libtcl.cfg or libtcl64.cfg file
(collectively libtcl*.cfg file), the server information is accessible only
from the LDAP server. Adaptive Server ignores the interfacesfile.

If multiple directory services are supported in a server, then the order in
which they are searched is specified in libtcl*.cfg. You cannot specify the
search order with the dataserver command-line option. See “Multiple
directory services’ on page 55.

LDAP directory services versus the Sybase interfaces
file
The LDAP driver implements directory services for use with an LDAP
server. LDAP directories are an infrastructure that provide:

* A network-based aternative to the traditional Sybase interfacesfile

» Asdingle, hierarchical view of information, including users, software,
resources, networks, files, and so on
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Table 5-1 highlights the differences between the Sybaseinterfacesfile and
an LDAP server.

Table 5-1: interfaces file versus LDAP directory services
interfaces file

Directory services

Platform-specific

Platform-independent

Specific to each Sybase installation

Centralized and hierarchical

Contains separate master and query

One entry for each server that is

entries accessed by both clients and servers
Cannot store metadata about the Stores metadata about the server
server

LDAP directory services support more attributes than the Sybase
interfaces file. These attributes can include server version, server status,
and so on. See Table 5-2 for alist of attributes.

Note LDAPisonly supported with reentrant libraries. You must useisql_r,
instead of isqgl, when connecting to aserver using LDAP directory services.

Table 5-2 lists the Sybase L DAP directory entries.
Table 5-2: Sybase LDAP directory definitions

Attribute name Value type Description
ditbase interfacesfileor | DIT basefor object tree. If thelibtcl*.cfg file
libtcl*.cfg isspecified, theinterfacesfileisignored. The

libtcl* .cfg file can be overridden with
ct_con_prop() for a specified connection.

dn Character string | Distinguished name. Must be unique name
that identifies the object.

sybaseVersion Integer Server version number.

sybaseServername Character string | Server name.

sybaseService Character string | Servicetype: Sybase Adaptive Server, or
Sybase SQL Server.

sybaseStatus Integer Status: 1 = Active, 2 = Stopped,

3 = Failed, 4 = Unknown.
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Attribute name Value type Description
sybaseAddress String Each server address includes:

e Protocol: TCP, NAMEPIPE, SPX
DECNET (entry is case-sensitive).

* Address: any valid address for the
protocol type.

Note dscp splitsthis attribute into
Transport type and Transport address.

sybaseSecurity (optional) | String Security OID (object ID).

sybaseRetryCount Integer This attribute is mapped to
CS_RETRY_COUNT, which specifiesthe
number of timesthat ct_connect retries the
sequence of network addresses associ ated
with a server name.

sybaseRetryDelay Integer This attribute is mapped to
CS_LOOP_DELAY, which specifiesthe
delay, in seconds, that ct_connect waits
before retrying the entire sequence of
addresses.

sybaseHA servername String A secondary server for failover protection.
(optional)

Thetraditional interfacesfile with TCP connection and afailover machine
looks like:

master tcp ether huey 5000
query tcp ether huey 5000
hafailover secondary

An example of an LDAP entry with TCP and afailover machine looks
like:

dn: sybaseServername=foobar, dc=sybase,dc=com
objectClass: sybaseServer

sybaseVersion: 12500

sybaseServername: foobar

sybaseService: ASE

sybaseStatus: 4

sybaseAddress: TCP#l#foobar 5000
sybaseRetryCount: 12

sybaseRetryDelay: 30

sybaseHAServernam: secondary
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All entriesin the LDAP directory service are called entities. Each entity
has adistinguished name (DN) and isstored in ahierarchical tree structure
based on its DN. Thistreeiscall thedirectory information tree (DIT).
Client applicationsuseaDIT baseto specify where entitiesare stored. See
“The libtcl.cfg and libtcl64.cfg files” on page 51.

In the example above, the entry describes an Adaptive Server named
“foobar” listening on a TCP connection with a port number of 5000. This
entity also specifiesaretry count of 12 (times) and aretry delay of 30
(seconds). Once aclient hasfound an address where a server responds, the
login dialog between the client and the server begins.

You can find acompletelist of Sybase’s LDAP directory schemain NT —
%SYBASEY\%SYBASE_OCI%\ini.

Inthe same directory, thereisalso afile called sybase-schema.conf, which
contains the same schema, but uses a Netscape-specific syntax.

Since LDAP supports multiple entries for each attribute, each address
attribute must contain the address of a single server, including protocol,
access type, and address. See sybaseAddress in Table 5-2.

For example, thisisan LDAP entry for an NT server listening on two
addresses, with different connection protocols:

sybaseAddress = TCP#1#TOEJAM 4444
sybaseAddress = NAMEPIPE#1#\pipe\sybase\query

Note Each entry inthe address field is separated by the # character.

You can edit these entries with dsedit. See “ Adding a server to the
directory services’ on page 54.

To ensure cross-platform compatibility for all Sybase products, the
protocol and address attribute fields should be in a platform- and product-
independent format.

The libtcl.cfg and libtcl64.cfg files

You use the libtcl.cfg and the libtcl64.cfg files (collectively libtcl*.cfg
files) to specify the LDAP server name, port number, DIT base, user name,
and password to authenticate the connection to an LDAP server.
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The purpose of thelibtcl*.cfg filesisto provide configuration information
such as driver, directory, and security services for Open Client/Open
Server and Open Client/Open Server-based applications. Both libtcl.cfg
and libtcl64.cfg are provided on 64-bit platforms. 32-bit utilities (on 64-bit
platforms) such as dsedit and srvbuild, look up the libtcl.cfg file while 64-
bit applications ook up the libtcl64.cfg file for configuration information.

You should edit both the libtcl.cfg and the libtcl64.cfg files to ensure
compatibility between 32- and 64-bit applications.

The default libtcl*.cfg fileislocated in NT —
%SYBASEY%| %SYBASE_OCI%\ini.

If LDAP s specified in the libtcl*.cfg file, the interfaces fileis not used.

Note Open Client/Open Server applications that use the -1 option at start-
up override the libtcl*.cfg file and use the interfacesfile.

Inits simplest form, the libtcl*.cfg fileisin this format:

[DIRECTORY]
ldap=1libdldap.so ldapurl

where the Idapurl is defined as:
ldap://host:port/ditbase

Thefollowing LDAP entry, using these same attributes, is an anonymous
connection and only works only if the LDAP server allows read-only
access.

ldap=1libdldap.so
ldap://test:389/dc=sybase,dc=com

You can specify a user name and password in the libtcl*.cfg file as
extensions to the LDAP URL to enable password authentication at
connection time.

Enabling LDAP directory services

To use adirectory service, you must:

1 Configure the LDAP server according to the vendor-supplied
documentation.
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2 Addthelocation of the LDAP libraries to the PATH environment
variable for your platform.

3 Configure the libtcl*.cfg file to use directory services.

Use any standard ASCI| text editor to:

*  Removethe semicolon (;) comment markers from the beginning
of the LDAP URL linesin the libtcl*.cfg file under the
[DIRECTORY] entry.

e Addthe LDAP URL under the [ DIRECTORY] entry. See Table
5-3 for supported LDAP URL values.

Warning! The LDAP URL must be on asingleline.

ldap=libdldap.so ldap://host:port/ditbase??scope??
bindname=username password

For example:

[DIRECTORY]

ldap=libdldap.so ldap://huey:11389/dc=sybase,dc=com??
one??bindname=cn=Manager, dc=sybase,dc=com secret

“one” indicates the scope of a search that retrieves entries one level
below the DIT base.

Table 5-3 defines the keywords for the Idapurl variables.

Table 5-3: Idapurl variables

Keyword Description Default
host The host name or |P address of the None
(required) machine running the LDAP server
port The port number that the LDAP server is | 389
listening on
ditbase The default DIT base None
(required)
username Distinguished name (DN) of the user to | NULL
authenticate (anonymous
authentication)
password Password of the user to be authenticated | NULL
(anonymous
authentication)
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4 Verify that the appropriate environment variable pointsto therequired
third-party libraries. The Netscape LDAP SDK librariesarelocatedin
%SYBASEY\%SYBASE OCS\ib3p.The Windows PATH
environment variable must point to this directory.

5 Add your server entry to the LDAP server using dscp or dsedit. See
“Adding a server to the directory services’ on page 54.

Adding a server to the directory services
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Warning! Most LDAP servershavean Idapadd utility for adding directory
entries. Sybase recommendsthat you use dsedit of dscp instead since they
have built-in semantic checks that generic tools do not provide.

Each server entry is made up of a set of attributes. When you add or
modify a server entry, you are prompted for information about server
attributes. Some attributes are provided by default, others require user
input. When a default value is provided, it appearsin brackets“[ ]”. See
Table 5-2 for accepted values.

You can use srvbuild to add entries, but not modify or delete them.

[JAdding a server entry to the directory service using dsedit

Before you can add, delete, or modify an LDAP server entry, you must add
the LDAP URL to thelibtcl*.cfg file. See “ The libtcl.cfg and libtcl64.cfg
files” on page 51.

Use dsedit to add a server to the directory service:

1 From the Windows task bar, select Start | Programs | Sybase | dsedit.
2 Select LDAPfromthelist of servers, and click OK.

3 Click Add New Server Entry.

4  Enter:

e The server name—thisisrequired.

e Security mechanism — optional. A list of security mechanism
OlDsarelocated in
%SYBASEY\%SYBASE OCS%\ini\objectid.dat.
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e HA server name — optional. Thisis the name of the high-
availability failover server, if you have one.

5 Click Add New Network Transport.
e Select the transport type from the drop-down list.
*  Enter the host name.
e Enter the port number.
6 Click OK two timesto exit the dsedit Uutility.
To view the server entries, enter the following URL in Netscape:
ldap://host:port/ditbase??one
For example:

ldap://huey:11389/dc=sybase, dc=com??one

Note Microsoft Internet Explorer does not recognize LDAP URLSs.

For more information about dscp, see the Open Client/Server
Configuration Guide, in the 11.1.x Generic Collection at
http://www.sybase.com/support/manuals.

Multiple directory services

[DIRECTORY]

Any type of LDAP service, whether it is an actual server or a gateway to
other LDAP services, is called an LDAP server.

You can specify multiple directory services for high-availability failover
protection. Not every directory service in the list needsto be an LDAP
server.

For example:

ldap=libdldap.so ldap://test:389/dc=sybase,dc=com
dce=1libddce.so ditbase=/.:/subsys/sybase/dataservers
ldap=libdldap.so ldap://huey:11389/dc=sybase,dc=com
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In this example, if the connection to test: 389 fails, the connection fails
over to the DCE driver with the specified DIT base. If thisaso fails, a
connection to the LDAP server on huey: 11389 is attempted. Different
vendors employ different DIT base formats.

Note For more information, see the Open Client Client-Library/C
Programmer’s Guide and the Open Client Client-Library/C Reference
Manual at http://www.sybase.com/support/manuals.

Encrypting the password

Entriesin the libtcl* .cfg file are in human-readable format. Sybase
provides a pwdcrypt utility for basic password encryption. pwdcrypt isa
simple algorithm that, when applied to keyboard input, generates an
encrypted value that can be substituted for the password. pwdcrypt is
located in %SYBASEY0\%SYBASE_OCS)o\bin.

From the %SYBASEY%\%SYBASE_OCS% directory, enter:
bin/pwdcrypt
Enter your password twice when prompted.
pwdcrypt generates an encrypted password. For example:
0x01312a2775ab9d5c71£99£05£7712d2cded218d0aelce78868d0e8669313d1bc4c706

Copy and paste the encrypted password into the libtcl*.cfg file using any
standard ASClI|-text editor. Before encryption, the file entry appears as:

ldap=1libdldap.so
ldap://dolly/dc=sybase, dc=com????bindname=cn=Manager, dc=sybase, dc=com?secret

Replace the password with the encrypted string:

ldap=1libdldap.so
ldap://dolly/dc=sybase,dc=com????bindname=cn=Manager, dc=sybase, dc=com?
0x01312a775ab9d5c71£99£f05£7712d2cded2i8d0aelce78868d0e8669313d1lbc4c706

Warning! Even if your password is encrypted, you should still protect it
using file-system security.
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Performance

Performance when using an LDAP server may be slower than when using
an interfaces file because the LDAP server requirestime to make a
network connection and retrieve data. Since this connection is made when
Adaptive Server is started, changes in performance will be seen at login
time, if at al. During normal system load, the delay should not be
noticeable. During high system load with many connections, especially
repeated connections with short duration, the overall performance
difference of using an LDAP server versus the traditional interfaces file
might be noticeable.

Migrating from the sql.ini file to LDAP

Thereis no direct method to upgrade an existing server using the sgl.ini
file to one that uses lightweight directory services. To upgrade apre-12.5
server to 12.5, see the Installation Guide for Windows NT.

If you have LDAP or other directory services defined in the libtcl.cfg file
before configuring the server, the -i argument is not added to the sgl.ini
file.

If you do not have LDAP or other directory services defined in the
libtcl.cfg, the -i argument is added to the sgl.ini file and the Windows NT

registry.

Once you have upgraded the server, you can configure your server to use
LDAP service.

1 Shut down the server. See Chapter 2, “ Starting and Stopping
Servers.”

2  Edit the %SYBASE%\%SYBASE_OC%\config\libtcl.cfg file to add
the directory service. See “ Enabling LDAP directory services’ on

page 52.

3 Usedsedit and add the server entry to directory service. See“Adding
aserver to the directory services’ on page 54.

4  Start the configuration utility. Select Start | Programs | Sybase | Server
Config.

5 Select Configure Adaptive Server.
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6 Select the server for which you want to enable directory service, and
click Continue.

7  Enter your log in name and password, and click Continue.

8  When prompted to start the server, select Yes.

9 Onthe Configure Adaptive Server screen, click “Cancel” or “Save”.
10 Exit Server Config.

Note If you intend to use Monitor Server with LDAP enabled, you must
re-run the Server Config utility after editing the libtcl.cfg. Otherwise,
Monitor Server continues to use the -i argument.

Alternatively, you can add or remove the -i argument which specifies the
interfaces (sgl.ini on Windows) file directly from the Windows NT

registry.

1 Select Start | Run and enter, regedt32.

2  Select the HKEY_LOCAL_MACHINE view.

3  Select SOFTWARE\Sybase\Server\server _ name\Parameters
4

Remove the -i argument from the line that ends with
..\Sybasa\ini\sgl.ini



CHAPTER 6

Customizing Localization for
Adaptive Server

This chapter provides information about Sybase localization support for
international installations. It also includes information for reconfiguring
localization.

This chapter provides only the information that you need to know to
configure languages, character sets, and sort order. For more information,
see the System Administration Guide.
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Language modules 71
Localization 72
Changing the localization configuration 76

Overview of localization support

Localization is setting up an application to run in a particular language or
country environment, including transated system messages and correct
formats for date, time, and currency. Adaptive Server supports
localization for international customers and for customers with
heterogeneous environments.

This support includes:

e Dataprocessing support — Adaptive Server comes with character-set
and sort-order definition filesit usesto processthe charactersused in
different languages.

Sybase provides support for the major languagesin:

e Western Europe
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»  Eastern Europe
¢ Middle East

* Latin America
*+ Asa

e Trandated system messages — Adaptive Server 12.5 includes language
modules for:

e  Brazilian Portuguese
e Chinese (Simplified)

* French

* German
e Japanese
* Korean

¢ Polish

e Spanish
e Thai

»  Trandated documentation — trans ated documentation is available in:
e Chinese (Simplified)

* French

* German
e Japanese
* Korean

¢ Polish

e Spanish

Language modules

Adaptive Server storesits localized software messages in separate language
modules.
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When you install alanguage module, the installation program loads the
messages, character-set, and sort-order files that support the new language in
the correct locations.

When you install Adaptive Server and Backup Server, system messagesin
English areinstalled by default.

Default character sets for servers

Thedefault character set isthe character set in which dataisencoded and stored
on the Adaptive Server databases.

By default, when Adaptive Server and Backup Server areinstalled on
WindowsNT systems, theinstallation installsthe character set filesfor CP 850
which supports the Western European languages.

Changing the default character set for servers

You can select any character set as the default on Adaptive Server, including
character setsthat are not the platform default character sets. Keep the
following guidelines in mind when selecting a new default character set:

* Toavoid conversion errors or overhead, determine the default character
set based on the character set used by your clients.

For example, if most of your clientsuse | SO 8859-1, you can minimizethe
amount of data conversion that has to occur by specifying 1SO 8859-1.

e If your server is operating in a heterogeneous environment, choose a
character set that will work with al the character sets needed. Often, this
is Unicode (UTF-8).

Warning! Makeall changesto the default character set and sort order for anew
Adaptive Server before creating any user databases or making any changesto
the Sybase-supplied databases. Changing the character set and sort order after
data or data structures have been added to Adaptive Server can cause incorrect
behavior. To change the character set or sort order after you have added data,
see the System Administration Guide.
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Default character set after installation

By default, when Adaptive Server and Backup Server areinstalled on
WindowsNT systems, theinstallation installsthe character set filesfor CP 850,
which supports the Western European |anguages.

Changing the default character set for servers

You can select any character set as the default on Adaptive Server, including
character setsthat are not the platform default character sets. Keep the
following guidelines in mind when selecting a new default character set:

» Toavoid conversion errors or overhead, determine the default character
set based on the character set used by your clients.

For example, if most of your clientsuse | SO 8859-1, you can minimizethe
amount of data conversion that has to occur by specifying SO 8859-1.

» If your server is operating in a heterogeneous language environment,
choose a character set that will work with all the character sets needed.
Often, thisis Unicode (UTF-8).

Warning! Makeall changesto the default character set and sort order for anew

Adaptive Server before creating any user databases or making any changes to
the Sybase-supplied databases. Changing the character set and sort order after
data or data structures have been added to Adaptive Server can causeincorrect
behavior. To change the character set or sort order after you have added data,
see the System Administration Guide.

Supported character sets
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The following language, scripts and character sets are supported by Adaptive
Server version 12.5:

* Arabic—SeeTable 6-1.

+ Baltic—See Table 6-2.

e Chinese, Simplified — See Table 6-3.
*  Chinese, Traditional — See Table 6-4
e Cyrillic—See Table 6-5.

e Eastern European — See Table 6-6.
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*  Greek —See Table 6-7.

*  Hebrew — See Table 6-8.

e Japanese — See Table 6-9.

*  Korean— See Table 6-10.

e Tha —SeeTable 6-11.

*  Turkish — See Table 6-12.

* Unicode — See Table 6-13.

*  Vietnamese — See Table 6-14.

e Western European — See Table 6-15.

The tables define each character set and indicate information on whether it
requires Unilib™ conversion (Unilib Required column).

e Checkmark (x) —the character set requires Unilib conversion.

¢ No checkmark — the character set may use either the Unilib
conversion or the built-in conversion.

For more information see “ Character set conversion” on page 67.

Table 6-1: Arabic character sets

Unilib
Character set required Description
cp864 X PC Arabic
cp1256 X Microsoft Windows Arabic
15088596 X 1SO 8859-6 Latin/Arabic

Table 6-2: Baltic character sets

Unilib
Character set required Description
cpl257 X Microsoft Windows Baltic

63



Overview of localization support

64

Table 6-3: Simplified Chinese character sets

Unilib
Character set required Description
eucgb X EUC GB encoding = Simplified Chinese
character sets
cp936 X Microsoft Simplified Chinese character sets

Table 6-4: Traditional Chinese character set

Unilib
Character set required Description
cp950 X PC (Microsoft) Traditional Chinese
euccns X EUC CNS encoding = Traditional Chinese
with extensions
bigs X Big 5 Traditional Chinese

Table 6-5: Cyrillic character sets

Unilib
Character set required Description
cp855 IBM PC Cyrillic
cp866 PC Russian
cpl251 Microsoft Windows 3.1 Cyrillic
15088595 ISO 8859-5 Latin/Cyrillic
koi8 KOI-8 Cyrillic
mac_cyr Macintosh Cyrillic

Table 6-6: Eastern European character sets

Unilib
Character set required Description
cp852 PC Eastern Europe
cpl1250 Microsoft Windows 3.1 Eastern European
iS088592 1SO 8859-2 Latin-2
mac_ee Macintosh Eastern European
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Table 6-7: Greek character sets

Unilib
Character set  required Description
cp869 IBM PC Greek
cp1253 MS Windows Greek
greek8 HP GREEKS8
15088597 ISO 8859-7 Latin/Greek
macgrk2 Macintosh Greek

Table 6-8: Hebrew character sets

Unilib
Character set  required Description
cp1255 X Microsoft Windows Hebrew
is088598 X 1SO 8859-8 Hebrew

Table 6-9: Japanese character sets

Character set  Unilib required Description

cp932 X IBM JDBCS:CP897 + CP301 (Shift-JIS)
deckanyji Digital UNIX JIS encoding

eucjis EUC-JIS encoding

gis Shift-JIS (no extensions)

Table 6-10: Korean character sets

Unilib
Character set required Description
eucksc X EUC KSC Korean encoding = CP949

Table 6-11: Thai client character sets

Unilib
Character set required Description
tis620 X T1S-620 Thai standard
cp874 X Microsoft Windows Thai
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Table 6-12: Turkish character sets

Unilib
Character set required Description
cp857 IBM PC Turkish
cpl254 Microsoft Windows Turkish
15088599 1SO 8859-9 Latin-5 Turkish
macturk Macintosh Turkish
turkish8 HP TURKISH8

Table 6-13: Unicode character set

Unilib
Character set required Description
utf8 X Unicode UTF-8 encoding

Table 6-14: Vietnamese character set

Unilib
Character set required Description
cpl258 X Microsoft Windows Vietnamese

Table 6-15: Western European character set

Unilib
Character set required Description
ascii8 X US ASCII, with 8-hit data, 1SO 646
cp437 IBM CP437 - U.S. code set
cp850 IBM CP850 - European code set
cp860 X PC Portuguese
cp863 X IBM PC Canadian French code page
cpl252 X Microsoft Windows US (ANSI)
iso 1 1SO 8859-1 Latin-1
mac Standard Macintosh coding
roman8 HP ROMANS
iso 885915 X 1SO 8859-15 L atin-1 with Euro support

66



CHAPTER 6 Customizing Localization for Adaptive Server

Character set conversion

Backup Server passes messagesto Adaptive Server intheclient’slanguage and
in the Adaptive Server character set. Adaptive Server then converts the
messages and issues them in the client’s language and character set. Keep the
following requirements in mind when selecting a character set:

* Inaheterogeneous environment, Adaptive Server and Backup Server may
need to communicate with clients running on different platformsand using
different character sets. To maintain dataintegrity, the server convertsthe
code between the character sets.

e To usethe built-in conversion, you need to install the character-set
definition files on the server for all the character sets being used by your
clients. Built-in conversion support is available for many character sets.

« Unilib conversion support is available for all character sets supported by
Sybase. To enable Unilib conversion, you must use sp_configure and turn
enable unicode conversions on. For more information, see the System
Administration Guide.

If either Adaptive Server or Backup Server doesnot support aclient’slanguage
or character set, that server issues awarning message. Errors also occur when
the Backup Server character set is not compatible with the Adaptive Server
character set.

Character set conversion is supported only between character setsfor the same
language or between character sets in the same language group.

For example, automatic character-set conversion is supported between the
character setsfor the Western European languages: ASCII 8, CP 437, CP 850,
CP 860, CP 863, CP 1252, |SO 8859-1, | SO 8859-15, Macintosh Roman and
ROMANS. Similarly, conversion is supported between the character sets for
Japanese: CP 932, EUC-JIS, shift-JIS, and DEC-Kanji.

However, code conversion is not supported between any of the Western
European language character sets and the Japanese character sets. For more
information about supported conversions, see the System Administration
Guide.

Conversions between server and client

If Adaptive Server does not support the client’s language or character set, the
client can connect with the server, but no character conversions will occur.
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Sort orders

When alocalized client application connects to Adaptive Server, the server
checksto seeif it supports the client’s language and character set.

» If Adaptive Server supports the language, it automatically performsall
character-set conversions and displays its messagesin the client’s
language and character set.

» If Adaptive Server does not support the language, it usesthe user’sdefault
language or Adaptive Server’s default language.

» If Adaptive Server does not support the character set, it issues awarning
to the client, turns conversion off, and sets the language to U.S. English.

Each character set comes with one or more sort orders (collating sequences),
which are located in the sort-order definition files (.srt files). These files
accompany the character-set definition files and can be found in the same
directory.

You can select a sort order for your data according to the needs at your site.
Keepin mind that the server can support only one sort order at atime, so select
asort order that will work for all of your clients.

Warning! Makeall changesto the default character set and sort order for anew

Adaptive Server before creating any user databases or making any changes to
the Sybase-supplied databases. Changing the character set and sort order after
dataor data structures have been added to Adaptive Server may causeincorrect
behavior. To change the character set or sort order after you have added data,
see the System Administration Guide.

Available sort orders
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The sort order determinesthe collating sequence Adaptive Server usesto order,
compare, and index character data. Each character set comes with one or more
sort orders.

Sort orders are located in sort order definition files (.srt files) that accompany
your character-set definition files.
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Note Available sort orders vary according to the character set installed on

Adaptive Server.

You can see the available sort orders for your character set by looking in the
.srt file for your language. Sort orders are stored in the following path:

%SYBASEY\char sets\< charset_name>\* .srt

For more information about localization files, see “Localization directories”

on page 72.

Table 6-16 describes the sort orders that you can specify at installation time or
at alater time using the syconfig utility.

Table 6-16: Sort orders available in Adaptive Server

Sort order name

Description

Binary order

Sorts all dataaccording to numeric byte valuesfor that
character set. Binary order sortsall ASCII uppercase
letters before lowercase | etters. Accented or
ideographic (multibyte) characters sort in their
respective standards order, which may be arbitrary.

All character sets have binary order asthe default. If
binary order does not meet your needs, you can specify
one of the other sort orders either at installation or at a
later time by, using the syconfig utility.

Dictionary order
case sensitive, accent
sensitive

Case sensitive. Sorts each uppercase letter beforeits
lowercase counterpart, including accented characters.
Recognizes the various accented forms of aletter and
sorts them after the associated unaccented | etter.

Dictionary order
case insensitive, accent
sensitive

Case-insensitive dictionary sort order. Uppercase
letters are equivalent to their lowercase counterparts
and are intermingled in sorting results.

Dictionary order
caseinsensitive
accent insensitive

Case-insensitive dictionary sort order. Diacritical
marks are ignored.
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Sort order name

Description

Dictionary order
case insensitive with
preference

Case-insensitive dictionary sort order, with case
preference for collating purposes. A word written with
uppercase | ettersis equivalent to the same word written
with lowercase |etters.

Uppercase and lowercase | etters are distinguished only
when you use an order by clause. The order by clause
sorts uppercase letters before it sorts lowercase.

Note Do not select this sort order unless your
installation requires that uppercase | etters be sorted
before lowercase | ettersin otherwise equivalent strings
for order by clauses. Using this sort order may reduce
performancein large tableswhen the columns specified
in an order by clause match the key of the table's
clustered index.

Alternate dictionary order
case sensitive

Case-sensitive aternate dictionary sort order with
lowercase variants sorted before uppercase.

Use with several of the Western European languages.

Alternate dictionary order
case insensitive
accent insensitive

Case-insensitive and accent-insensitive alternate
dictionary sort order.

Use with several of the Western European languages.

Alternate dictionary order
case insensitive

Case-insensitive alternate dictionary sort order with
uppercase preference.

uppercase preference Use with several of the Western European languages.
Spanish dictionary order ~ Case-sensitive Spanish dictionary sort order.

case sensitive Use with Spanish and for most Latin American locales.
Spanish dictionary order ~ Spanish case-insensitive dictionary sort order.

caseinsensitive

Use with Spanish and for most Latin American locales.

Spanish dictionary order
case insensitive
accent insensitive

Spanish case-insensitive and accent-insensitive
dictionary sort order.

Use with Spanish and for most Latin American locales.

Scandinavian dictionary
order
case sensitive

Case-sensitive dictionary sort order.
Use with Scandinavian languages.

Scandinavian dictionary
order

caseinsensitive
uppercase preference

Case-insensitive and accent-insensitive dictionary
sorting, with uppercase preference.

Use with Scandinavian languages.
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To see the sort orders that are available, use Server Config to display the sort
orders for the character sets you plan to use.

Language modules

If you want Adaptive Server error messagesto be displayed in alanguage other
than U.S. English (us_english), you must install the appropriate language
module.

When you install a new language module, installation automatically loads the
language into the Sybase installation directory to support the new language.
For information about directories, see “Localization directories’ on page 72.

Installing a new language module

A full install of Adaptive Server installs all the language components
automatically. If you did not select afull install, you need to install additional
language modules manually.

To install a new language module:

1 Loadthelanguage module software from the distribution media. You must
load this software into the same directory in which you loaded Adaptive
Server.

2 Reconfigurethelanguageand, if necessary, the character set and sort order
for Adaptive Server. For instructions, see “Changing the localization
configuration” on page 76.

Message languages

For messages, U.S. English isinstalled as the default language in Adaptive
Server. The following rules apply to language modules:

e During Adaptive Server installation or reconfiguration, you can specify a
default language other than U.S. English. However, you must have
installed the language modul e for the language you specify.
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Localization

» If your clients require Adaptive Server messagesin alanguage other than
U.S. English, you must load the language modul e for those languages.
Then, you can configure Adaptive Server to the language used by your
clients.

» If Adaptive Server does not support messagesin aclient’slanguage, these
clients receive messages in the server default language.

For example, if your client’s language is Latin, the Spanish language
moduleisinstalled, and Spanishis specified asthe Adaptive Server default
language, the client receives messages in Spanish.

By default, the Adaptive Server and Backup Server configurations use the
English locale settings, which include:

»  Character-set definition files for Western European character sets
»  Sort-order definition files for Western European character sets
* U.S. English system message files

During the installation process or through reconfiguration, you can specify a
different language, character set, and sort order.

Localization directories

72

Sybase localization configuration involves the following directories:
* locales
* charsets

The table below illustrates the structure of the localization files. It does not
show acomplete list of all thefiles.
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charset_name * ot files
charsets charset_name... charset.loc
unicode *.uct files
%SYBASEY0\
or
$SYBASE/ language_name charset_name
locales language name... charset_name...

About the directory

locales.dat

message

language _name

language name...

The %SYBASE%0\locales or directory contains a subdirectory for each
available language. Each language subdirectory contains a subdirectory for
each character set available with that language.

e The .loc filesin these subdirectories enable Adaptive Server or Backup
Server to report errors in a specific language, encoded in a specific

character set.

There are avariety of .loc filesin each subdirectory. Most of thesefiles
contain trandated error messages for a specific product or utility.

e The common.loc filein each subdirectory contains localized information,
such aslocal date, time, and currency formatting, that is used by all

products.

e Thelocales.dat file contains entriesthat associate platform-specific locale
names with Sybase language and character-set combinations.

About the charsets directory

Thefilesin %SYBASE%\char sets\charset_name contain information related to
each particular character set, such asthe definition of the character set and any
sort orders available for that character set.
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About the locales.dat file
You can edit the locales.dat file to:
e Change the default language or character set for a platform, or

e Add new associations between platform locale names and Sybase
language and character-set names.

Format of locales.dat file entries

Each entry in thelocales.dat file links a platform-specific local e definition to a
Sybase language and character set combination. Each entry has the following
format:

locale = platform locale, syb language, syb charset
where;

» platform_localeis the platform-specific keyword for alocale. For
acceptable values, see your operating system documentation.

When the locale being defined is the default for the site, platform locale
is"“default”.

» gyb languageisthe name of thelanguage directory to be used from within
%SYBASEY%\ ocales\language_name.

* gyb charset isthe character-set name that determines the character-set
conversion method and identifies the directory location of the message
filesfor clients from within
%SYBASE%%6\ ocales\language _name\charset_name.

For example, the following entry specifies that the default locale uses
us_english for the language and iso_1 for the character set:

locale = default, us_english, iso_1

How client applications use locales.dat

Client applications use the locales.dat file to identify the language and
character set to use. The connection process follows these steps:

1 When aclient application starts, it checks the operating system locale
setting and then checks the locales.date file to see if that setting is
appropriate for Adaptive Server. For example, alocale entry for French
can look like the following:

locale = fr FR, french, iso 1
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When the client connects to Adaptive Server, the language and character-
set information is passed to Adaptive Server in the login record.

Adaptive Server then uses:

e The character-set information, for example, iso_1, to identify the
client’s character set and verify whether it can convert character data
to this character set

e Thelanguage (in the preceding example, French) and character-set
information to seeif it has messagesin the client’s language

Note Adaptive Server software comes with some locale entries already
defined in the locales.dat file. If these entries do not meet your needs, you can
either modify them or add new locale entries.

Editing the locales.dat file

Before beginning the edit, make a copy of the origina file, in case you have
problems with the resulting edited version.

To edit the locales.dat file:

1
2
3

Open the locales.dat file copy in atext editor such as Notepad.
Find the section for NT, which is enclosed in brackets [NT].

Make sure the section contains an entry for the language (syb_language)
and character set (syb_charset) combination that you want to use.

e If an entry does not exist, continue with step 4.

* If an entry does exist, continue with step 5.

Note The value for platform locale must match the value required by
your operating system. If the locales definitions in your system
configuration files do not match the Sybase |ocale definitions, your
applications will not run properly.

For example, if you want your Open Client messages to appear in French,
and Adaptive Server is using the ROMANS character set, you would
check the locales.dat entries for your platform and look for the following
entry:

locale = fr FR, french, roman8
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4 Add the required entry or modify an existing entry.

5

Save the changes, if any, and exit the text editor.

Changing the localization configuration

By default, the Adaptive Server and Backup Server configurations use the
English locale settings localization, which include:

76

Character-set definition files for Western European character sets
Sort order definition files for Western European character sets

us_english system message files

During the installation process and through reconfiguration, you can specify a
different language, character set, and sort order.

To change the localization configuration for Adaptive Server and Backup
Server:

1

Start Server Config. The Server Config option appears as an option of the
Sybase program group.

Click theicon for the server for which you want to change configuration,
and click its corresponding Configure button in the Configure Sybase
Servers dialog box.

From the Existing Servers screen, select the name of the server you want
to configure, and click Continue.

Login, if necessary.

When configuring a Backup Server, you may already belogged in. If you
are, go to step 6.

When configuring an Adaptive Server, you need to log in first.

a Enter thelogin name and password of a user with System
Administrator privileges, and click Continue.

b Click Yesif the Adaptive Server is not running. Server Config asks
you to start it now.

Depending on the type of server you are configuring, go to “ For Adaptive
Server,” on page 77, or “For Backup Server” on page 78.
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For Adaptive Server

Each language uses about 2M B of database space per module. If necessary, use
the alter database command to increase the size of the master database before
adding another language.

Note If you want to install more than one language on Adaptive Server, and
the master database is not large enough to manage more than one language, the
transaction log may becometoo full. You can expand the master database only
on the master device. For more information, see the System Administration
Guide.

To configure localization for Adaptive Server on the server, start syconfig:

1

Choose Language from the Configure Adaptive Server Enterprise dialog
box.

Server Config displays the Language Options dialog box.

Note If you change the sort order or default character set, you must
reconfigure existing databases to work with the new data requirements.
See the System Administration Guide for more information.

To add or remove alanguage or character set, click the appropriate
Add/Remove option.

Server Config displaysthe Install Languages or Install Character Sets
dialog box, depending on your choice.

Thelanguages and character sets displayed in the Selected list are already
installed and available for Adaptive Server to use.

Server Config permits you to configure only those languages for which it
finds messagefiles. Since we do not provide message filesfor all possible
languages, some languages cannot be installed using the Server Config
utility. If your language does not appear as one of the available languages
you must exit Server Config and follow the instructions in “Installing a
new language module” on page 71.

To add or remove alanguage or character set:

a Select alanguage or character set from the Available list, and click
Add or Remove.

b Click OK. The Configure Adaptive Server dialog box redisplays.
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Note The Japanese language cannot coexist with any other installed
language. If you install the Japanese language on Adaptive Server, you
must make it the default language.

3 To change the default language, character set, or sort order, click the
appropriate Set Default button in the Language Options dialog box.

Server Config displays the appropriate Change dialog box:
»  Change Default Language

»  Change Default Character Set

e Change Default Sort Order

Adaptive Server supports only one sort order at atime, so the Sort Order
heading provides only the Set Default option.

4 For languages or character sets:
a Select an option from the Availablelist, and click Add.
b Click OK.
For sort orders:
a Select asort order from the Available Sort Orders list.
b Click OK.

5 Inthe Language Options dialog box, click OK.

6 Inthe Configure Adaptive Server dialog box, choose Save to save the
localization settings and return to the Configure Sybase Servers dialog
box.

7  Whenyou have completed the necessary configuration changes, click Exit
to quit Server Config.

For Backup Server

When you select the Backup Server to configure, Server Config displaysthe
Configure Backup Server dialog box.

To configure localization for Backup Server:

1 From the Configure Backup Server dialog box, choose:
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a Thedefault language for Backup Server from the Language drop-
down list

b  The default character set from the Character Set drop-down list

Click Saveto save the changes and return to the Configure Sybase Servers
dialog box.

When you have compl eted the necessary configuration changes, click Exit
to quit Server Config.

Configuring Adaptive Server for other character sets

To configure Adaptive Server with the character set and sort order for your
language, complete the following steps. Your system messages appear in the
default language, English.

1

Use the charset utility to load the default character set and sort order.

To use the charset, the server must be running and you must have System
Administrator privileges. Use the file name of the sort order:

$SYBASE%\%SYBASE ASE%\bin\charset -Usa -Ppassword -
Sserver name sort order file character set

Replace sort_order_file with the name of the sort order file. See Table 6-
17 on page 80. Replace character _set with the Sybase name for your
character set. See Table 6-18 on page 82.

Use the charset Utility to load any additional character sets. See “ charset
utility” on page 83 for more about this utility.

If you plan to use the Adaptive Server built-in character-set conversions,
you must |oad the character-set definition filesfor all the characters set on
your client platforms. If you are using the Unilib character-set
conversions, you do not need to do this.

Using isql, log in to your server as“sa” and select the master database.

1> use master
2> go

Usethe ID of the sort order to configure your server for the new character
set and sort order.

1> sp_configure "default sort order id",
2> sort order id, "character set"
3> go
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Sort orders

Replace sort_order_id with the ID for your sort order. See Table 6-17 on
page 80. Replace character_set with the Sybase name for your character
set. See Table 6-18 on page 82.

5  Shut down the server to start the reconfiguration process.

6 Restart the server. Use Windows NT Service Manager from your Sybase
Program Group or from a command prompt, invoke
RUN_server_name.bat from %SYBASEY0\%SYBASE ASEY\install.

7 Theserver starts, rebuilds all the system indexes, then shuts down. Restart
a second time to bring the server up in a stable state.

Table 6-17 describes the available sort orders. If your language does not
appear, then there is no language-specific sort order for your language—use a
binary sort order.

Table 6-17: Available sort orders

Language or script Sort orders File name ID
All languages Binary order binary.srt 50
Cyrillic Dictionary order, case cyrdict.srt 63
sensitive, accent sensitive
Dictionary order, case cyrnocs.srt 64
sensitive, accent sensitive
English Dictionary order, case dictiona.srt 51
French sensitive, accent sensitive
German ) Dictionary order, case nocase.srt 52
(These sort orders work with all insensitive, accent sengitive
Western European character sets.) Dictionary order, case nocasepr.srt 53
sensitive, accent sensitive,
with preference
Dictionary order, case noaccent.srt 54
insensitive, accent
insensitive
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Language or script Sort orders File name ID
English Alternate dictionary order, altdict.srt 45
French case senditive
German Alternate dictionary order, | altnoacc.srt 39
(These sort orders work only case sensitive, accent
Alternate dictionary order, altnocsp.srt 46
case sensitive, with
preference
Greek Dictionary order, case eldict.srt 65
(This sort order works only sensitive, accent sensitive
with 1SO 8859-7.)
Hungarian Dictionary order, case hundict.srt 69
(These sort orders work only sensitive, accent sensitive
with ISO 8859-2.) Dictionary order, case hunnoac.srt 70
insensitive, accent sensitive
Dictionary order, case hunnocs.srt 71
insensitive, accent
insensitive
Russian Dictionary order, case rusdict.srt 58
(This sort order works with all Cyrillic | sensitive, accent sensitive
character sets except for CP 855.) Dictionary order, case rusnocs.srt 59
insensitive, accent sensitive
Scandinavian Dictionary order, case scandict.srt 47
(These sort orders work only sensitive, accent sensitive
with CP 850.) Dictionary order, case scannocp.srt 48
insensitive, with preference
Spanish Dictionary order, case espdict.srt 55
senditive, accent sensitive
Dictionary order, case espnocs.srt 56
insensitive, accent sensitive
Dictionary order, case espnoac.srt 57
insensitive, accent
insensitive
Thai Dictionary order dictionary.srt 51
Turkish Dictionary order, case turdict.srt 72
(These sort orders work only sensitive, accent sensitive
with 1SO 8859-9.) Dictionary order, case turnoac.srt 73
insensitive, accent
insensitive
Dictionary order, case turnocs.srt 74

insensitive, accent sensitive
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Character sets
Table 6-18 lists the supported character sets and their Sybase name.

Table 6-18: Sybase character-set names

Character sets Sybase name
ASCII 8 acsi_8
Big5 bigs
CP 437 cp437
CP 850 cp850
CP 852 cp852
CP 855 cp855
CP 857 cp857
CP 860 cp860
CP 863 cp863
CP 864 cp864
CP 866 cp866
CP 869 cp869
CP 874 cp874
CP 932 cp932
CP 936 cp936
CP 950 cp950
CP 1250 cp1250
CP 1251 cpl251
CP 1252 cpl252
CP 1253 cpl253
CP 1254 cpl254
CP 1255 cpl255
CP 1256 cpl256
CP 1257 cpl257
CP 1258 cpl258
DEC Kanji deckanji
EUC-CNS eucens
EUC-GB eucgb
EUC-JIS eucjis
EUC-KSC eucksc
GREEKS8 greek8
1SO 8859-1 iso 1
1SO 8859-2 15088592
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charset utility

Syntax

Character sets

Sybase name

SO 8859-5 15088595
1SO 8859-6 15088596
SO 8859-7 s088597
SO 8859-8 15088598
SO 8859-9 15088599
SO 8859-15 150885915
Koi8 koi8
Macintosh Cyrillic mac_cyr
Macintosh Central mac_ee
European

Macintosh Greek macgrk2
Macintosh Roman mac
Macintosh Turkish macturk
ROMANS roman8
Shift-J'S gis

TIS 620 tis620
TURKISHS8 turkish8
UTF-8 utf8

Usethecharset utility to load character setsand sort ordersinto Adaptive Server.
If you are using charset to |oad the default character set and sort order, this
should be done only at the time of installation.

To change the default character set and sort order of Adaptive Server, seethe
System Administration Guide.

charset

username ]
password ]
server ]
interfaces ]
version ]
order

[ -U
[ -P
[ -S
[ -I
[ -v
sort

[cha;set]
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Table 6-19: Keywords and options for charsets

Keywords and
options

Description

If you are not already logged in to your operating system as“sa’, you
must specify -usa in the command line.

Specifiesthe “sa’ password on the command line. If not specified, the
user is prompted for the “sa” password.

Specifies the name of the server. If not specified, charset uses the
DSQUERY environment variable to identify the server name. If thereis
no DSQUERY environment variable, charset attempts to connect to a
server named “SYBASE.”

Specifies the interfacesfile to use. If not specified, charset uses the
interfaces file in the SYBASE directory.

-V

Causes the Sybase version string to be printed, then exits. Use with no
other options specified.

sort_order

When charset is used to |oad the default character set and sort order,
sort_order isamandatory parameter specifying the name of the sort order
file to be used by Adaptive Server. When loading additional character
sets, use charset.loc to indicate the name of the character-set files.

charset

Specifiesthe directory of the character set to be used by Adaptive Server.
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Events

This chapter describes how to use the error logging features of Adaptive

Server for Windows NT.

Topic Page
Logging errors and events 85
Managing the logs 88
Setting error log paths 88
Enabling and disabling NT event logging 91
Managing messages 92
Using aremote log 94
Using acentral logging site 95
Viewing the messages 100

Logging errors and events

Adaptive Server for WindowsNT supportstwo types of message logging:

e Adaptive Server error logging
e Windows NT event logging

Adaptive Server error logging

Adaptive Server beginsto writeinformationto alocal error logfile, called

the Adaptive Server error |og each time Adaptive Server starts:
%SYBASEY%\%SYBASE ASE%\install\errorlog

Thiserror log file:

e Storesinformation about the success or failure of each start-up

attempt.
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Logs error and informational messages generated by the server during its
operations.

Remains open until you stop the server process.

Retains its contents until you rename, move, or empty thefile.

Note When you want to make more memory available by reducing the size of
the error log, stop Adaptive Server before deleting logged messages. The log
file cannot release its memory space until Adaptive Server has stopped.

Enabling and disabling error logging

Logging to the Adaptive Server Error Log is always enabled. However, when
you create or modify a specific user-defined message, you can set it to be
omitted from the log. See “L ogging user-defined messages’ on page 93.

Types of information logged

The Adaptive Server Error Log stores the following types of messages:

NT event-logging

Start-up messages from Adaptive Server
Backtraces and stack traces from Adaptive Server
Fatal error messages (severity level 19 and higher)
Kernel error messages

Informational messages

Adaptive Server also logs error messagesinthe NT event log, if event logging
is enabled.

Using the NT event-logging feature, you can:
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Manage Adaptive Server error messagesin the sameway that you manage
error messages for other NT applications and services

Set up a central event-logging site to store error messages from multiple
Adaptive Servers
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For information about centralized event logging, see “Using a central logging
site” on page 95.

Setting up NT event-logging for use by Adaptive Server

By default, NT event logging of Adaptive Server messagesis enabled, but you
can disableit. You can also specify that logging of specific messages always
be enabled.

For information about controlling logging of Adaptive Server messagesto the
NT Event Log, see “Enabling and disabling NT event logging” on page 91.

To make NT event logging available to Adaptive Server, ensure that the
following conditions are true in the NT Event Log Settings box:

e The Overwrite Events as Needed option is selected
e TheMaximum Log Size is set to at least 2048 bytes
Use the NT Event Viewer to confirm or change these settings:

1 Choose Programs from the Start menu, choose Administrative Tools
(Common), and choose Event Viewer.

2 Choose Log Settings from the Log menu.

The Event Log Settings dialog box appears. Make sure that the System
Logis selected.

Change the Maximum Log Size to 2048, if necessary.

4 Click the Overwrite Events as Needed button to toggle the feature on or
off.

5 Click OK.

6 Choose Exit from the Log menu.

Types of information logged

Adaptive Server for NT logs the same messagesin the NT event log asinits
Adaptive Server error log, with the exception of normal start-up messages.
Some start-up messagesarerecorded only inthe NT event log, but all messages
are logged in the local Adaptive Server Error Log.

Optionally, you can specify therecording of successful and unsuccessful logins
to Adaptive Server in the Adaptive Server error log and the NT event log.
See" L ogging user-defined messages’ on page 93.
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Managing the logs

Table 7-1 names the parameters, options, and system procedures for enabling
and disabling event and error logging and i ndicates whether they affect thetwo
logs. It also lists the pages in this chapter that contain instructions on using

these elements to refine message logging.

Table 7-1: Methods for enabling/disabling error and event logging

Affects Affectserror
Method event log log See page
error logging configuration Yes No 92
parameter
event log computer name Yes No 92,94
configuration parameter
Server Config Event Logging Yes No 92
option
Server Config Error Log Path No Yes 89, 100
option
sp_altermessage system Yes Yes 93
procedure
sp_addmessage system Yes Yes 93
procedure
log audit logon success Yes Yes 93
configuration parameter
log audit logon failure Yes Yes 93
configuration parameter
xp_logevent system extended Yes No 94

stored procedure

Setting error log paths

Theinstallation program sets the error log location in the Sybase installation
directory when you configure a new Adaptive Server. Backup Server and
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Monitor Server each have their own error logs.

The default location for each server’s error log is:

» Adaptive Server: \install\errorlog

»  Backup Server: \install\backup.log

*  Monitor Server: \install\ms.log
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At start-up, you can reset the name and location of the Adaptive Server Error
Log file from the command line. Use the -e start-up parameter to set the name
and location for the error log file.

To change the default error log path or file name:

For Adaptive Server, see “ Setting the Adaptive Server error log path” on
page 89.

For Backup Server, see “ Setting the Backup Server error log path” on
page 90.

For Monitor Server, see “ Setting the Monitor Server error log path” on
page 90.

Note Multiple Adaptive Servers cannot share the same error log. If you install
multiple Adaptive Servers, specify aunique error log file name for each server.

Setting the Adaptive Server error log path
Use the Server Config utility to change the path:

1
2

Select Start/Programs/Sybase/Server Config.

Click the Adaptive Server icon from the Products box in the Configure
Sybase Servers dialog box.

Click the Configure Adaptive Server button in the Adaptive Server
Enterprise box.

Select the name of the server to configure in the Existing Servers box, and
click Continue.

Typethelogin name and password of an Adaptive Server user with System
Administrator privilegesin the Enter System Administrator Password
dialog box.

Click Continue.

Click Yesif Adaptive Server isnot running, and Server Config prompts
you to start it.

Click the Error Log Path button in the Configure Adaptive Serve
Enterprise dialog box.

Server Config displays the Error Log Installation Path dialog box.

89



Setting error log paths

10

1

Type the full path nameto an error log file that is not on a network drive,
and click OK.

In the Configure Adaptive Server dialog box, click Save to save the new
error log setting.

Click Exit to quit Server Config.

Setting the Backup Server error log path
Use the Server Config utility to change the path:

1
2

Select Start/Programs/Sybase/Server Config.

Click the Backup Server icon from the Products box in the Configure
Sybase Servers dialog box.

Click the Configure Backup Serve button in the Backup Server box.

Select the name of the server to configure in the Existing Servers box, and
click Continue.

Type the full path nameto an error log file that is not on a network drive
in the Configure Backup Server dialog box.

Click Save to save the new error log setting.

Click Exit to quit Server Config.

Setting the Monitor Server error log path
Use the Server Config utility to change the path:
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1
2

Select Start/Programs/Sybase/Server Config.

Click the Monitor Server icon from the Products box in the Configure
Sybase Servers dialog box.

Click the Configure Monitor Server button in the Monitor Server box.

Select the name of the server to configurein the Existing Servers box, and
click Continue.

Type the full path nameto an error log file that is not on a network drive
in the Configure Monitor Server dialog box.

Click Save to save the new error log setting.
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7

Click Exit to quit Server Config.

Enabling and disabling NT event logging

By default, Adaptive Server enables the logging of its messages to the NT
event log at start-up. This section explains how to disable and enable logging
of Adaptive Server messagesto the NT event log.

There are two ways to control event logging:

Using Server Config

Using Server Config
Using sp_configure

Use the Server Config utility to control event logging:

1
2

Select Start/Programs/Sybase/Server Config.

Click the Adaptive Server icon, and click the Configure Adaptive Server
button.

Select the name of the server to configure in the Existing Servers dialog
box, and click Continue.

Typethelogin name and password of an Adaptive Server user with System
Administrator privilegesin the Enter System Administrator Password
dialog box.

Click Continue.

Click Yesif the Adaptive Server is not running, and Server Config asks
you to start it now.

Click Event Logging in the Configure Adaptive Server Enterprise dialog
box.

Server Config displays the Event Logging dialog box.

Click the Use Windows NT Event Logging button to enable or disable
Adaptive Server error message logging to the NT Event Log.

In the Event Log Computer Name text box:
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e To send messagesto aremote computer log, type its name.

e Tosend messagesto alocal computer log, let the value default to
L ocal System.

10 Click OK.

11 Click Saveto save your changesin the Configure Adaptive Server dialog
box.

12 Click Exit to quit Server Config.

Using sp_configure

You can enable Adaptive Server message storageinthe NT event log by using
sp_configure to set the event logging configuration parameter. Possible values
are:

» 1-toenablelogging of Adaptive Server messages
sp_configure "event logging", 1
» 0O-todisablelogging of Adaptive Server messages

sp_configure "event logging", 0

Note Restart Adaptive Server after enabling logging with sp_configure;
disabling does not require a server restart.

For information about the event logging configuration parameter and
sp_configure in general, see the System Administration Guide.

Managing messages
When event logging is enabled, you can manage its functions in the following
ways:

e Usesp_addmessage or sp_altermessage to control whether a specific
user-defined message islogged in both the Adaptive Server error log and
inthe NT event log.

For the compl ete syntax for the sp_addmessage and sp_altermessage
system procedures, see the Adaptive Server Reference Manual.
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e Useconfiguration parameters to specify whether auditing events are
logged. Auditing events pertain to auser’s success, log audit logon success,
or failure, log audit logon failure, in logging in to Adaptive Server.

e Usethexp_logevent extended stored procedure to set up logging of user-
defined eventsinthe NT event log in Adaptive Server.

Logging user-defined messages

New messages

Existing messages

Logging auditing

You can specify whether a user-defined message is logged to the Adaptive
Server error log aswell asto the Windows NT event log. Adaptive Server lets
you make this determination for:

¢ New messages (sp_addmessage)
«  Existing messages (sp_altermessage)

For more information about these commands and their parameters, see
sp_addmessage and sp_altermessage in the Adaptive Server Reference
Manual.

Include the with_log option in sp_addmessage when you add a new user-
defined message to sysusermessages. This parameter setsthe Adaptive Server
to log the message each time that the message appears.

Include the with_log option in sp_altermessage to change an existing user-
defined message. This parameter alters the reporting status of that message:

 TRUE —to enable logging
 FALSE -todisablelogging

events

By default, Adaptive Server does not |og auditing events. However, you can
use sp_configure parameters to specify whether Adaptive Server isto log
auditing events, such aslogins, to the Adaptive Server error log and to the NT
event log.
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Possible parameters and values are:

* log audit logon success at 1 —to enable logging of successful Adaptive
Server logins:

sp_configure "log audit logon success", 1

* log audit logon failure at 1 —to enable logging of unsuccessful Adaptive
Server logins:

sp_configure "log audit logon failure", 1
»  Either parameter at 0 — to disable logging of that message type:

sp_configure "log audit logon success", 0
sp_configure "log audit logon failure", 0

For more information about sp_configure, see the System Administration
Guide.

Logging user-defined events

You can arrange to have user-defined events logged to the NT event log from
within Adaptive Server. For example, you can create a “ database imported”
event that is generated after a database has been imported successfully.

Using the xp_logevent extended stored procedure (ESP), you can arrangeto log
the event. This ESP alows you to specify the following:

e The message that isto appear in the event description field of the event
viewer when the event is logged

*  Whether the event should be characterized as informational, warning, or
error

For more information, see xp_logevent in the Adaptive Server Reference
Manual.

Using a remote log
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By default, if event logging is enabled, Adaptive Server logs messages to the
NT event log on the local computer system.

To change the destination computer for logging messages:
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1 Seteventlog computer name with sp_configure on the local computer. Use
either:

sp_configure, asin the following command line, or:
sp_configure "event log computer name", 0, userl

Enter the name of the target computer in the Event Log Computer
Name box on the Event Logging dialog box.

To display the name box, see “Using Server Config” on page 91.

2 Start the server from a Domain Administrators account.

a
b

c
d

g
h

Choose Start/Settings/Control Panel/Services.

Select the remote server to use from thelist.

Click Startup.

Click This Account in the Log On As box.

Open the drop-down list to display the Add Users dialog box.

Double-click an account name that is in the Domain Administrators
group, and click OK.

Click OK at the Service dialog box.

Click Start to exit the utility and enable the server.

Regardless of how you specify the destination computer, be sure that it is
configured to record Adaptive Server error messages. To configure the
destination computer, see “Using a central logging site” on page 95.

Using a central logging site

You can record messages from multiple Adaptive Serversin the NT event log
of acentral, network computer. The recording computer does not need to run
Adaptive Server.

Figure 7-1 illustrates a central logging site.
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Figure 7-1: Diagram of a central logging site
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Using a central logging site provides added flexibility in managing multiple
Adaptive Servers. For example:

A System Administrator can monitor the status of all Adaptive Serverson

the network by examining the central event log.

Users of individual Adaptive Servers can view either the local Adaptive

Server error log file or the central event logging site to examine error

messages.
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Logging messages from multiple Adaptive Servers

To log messages from multiple Adaptive Servers, the central logging computer
must have:

Access to the sybevent.dll file

A Registry key for each Adaptive Server that will log messages on the
central computer

A set of four key valuesthat define each Registry key for Adaptive Server

Setting up alocal central logging site

An event-logging computer uses a Registry key to define each message-
sending Adaptive Server and is unable to log messages from servers for which
it has no key.

To set up a computer as acentral logging site, you must create and define a
Registry key for each Adaptive Server that isto log messages into the site.

To create and define a Registry key
Use the sybevent.dll file and the regedt32 utility.

To create and define a Registry key:

1
2

LogintoWindowsNT using an account with NT administrator privileges.

Copy the sybevent.dll file from an Adaptive Server machineif it does not
exist on the local computer.

The sybevent.dll fileis stored in the dll subdirectory of the Sybase
installation directory (\sybase\dll, by default). The actual location of
sybevent.dll on the logging computer is not important, however, you must
record afixed location for the filein the NT Registry.

Note You can use the same sybevent.dll file on the event-logging
computer, aslong asall Adaptive Serversare at the same Version level; for
example, 11.5.1.

Start the NT regedt32 utility.

For instructions and screens on using this utility with Adaptive Server, see
“Increasing Windows Sockets connections” on page 38.
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Complete the stepsin “ To create a Registry key” on page 98 to create a
key for asingle Adaptive Server.

Complete the stepsin “To define a Registry key” on page 98 to define the
key that you just created.

Repeat steps 4 and 5 for each Adaptive Server that isto send messages to
the logging site compuiter.

[TTo create a Registry key

1

In the regedt32 utility, select the Registry window named
HKEY_LOCAL_MACHINE.

Open the levels until you reach the Registry key named:

HKEY_LOCAL_MACHINE\SY STEM\
CurrentControl Set\Services\EventL og\Application

From the Edit menu, choose Add Key to display the Add Key dialog box.
Complete the dialog box as follows:

K ey Name —typethe name of the Adaptive Server computer that isto store
the messages at the central logging site.

Class—leavethisbox blank. You do not haveto specify aclassfor the new
key.

Verify that you have entered the new Registry key correctly.

Click OK.

Completethe stepsin “To define a Registry key” on page 98 to define the
key that you just created.

[TTo define a Registry key

1
2
3

In the regedt32 utility, open the Registry key that you just created.
From the Edit menu, choose Add Value.

Type an event-logging value name as shown in Table 7-2 for the new
Registry key. Enter the value name exactly asit isshown inthetable; value
names are case sensitive.

Table 7-2: Registry values for a central logging PC

Value name

Datatype String Notes

CategoryCount

98

REG_DWORD  0x6 Do not change the data value.

Make surethe string valueis
hexadecimal (Hex).
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Value name Datatype String Notes

CategoryMessageFile REG_Sz D:\SYBASE\DLL\ SYBEVENT.DLL Replace d:\sybase\dll with the
path to the sybevent.dll file.

EventM essageFile REG_SzZ D:\SYBASE\DLL\ SYBEVENT.DLL Replace d:\sybase\dll with the
path to the sybevent.dll file.

TypesSupported REG_DWORD  Oxff Do not change the data value.

Make sure the string value is
hexadecimal (Hex).

Note Be sureto enter the correct path to the sybevent.dll file for the
CategoryM essageFile and EventM essageFile values.

4  Select the data type for the value as named in Table 7-2 from the drop-
down list.

5 Verify that you have entered the new key value and datatype correctly, and
click OK.

6 Typethedataor string in the Editor box, and click OK.
7 Repeat steps 26 for the remaining three values in each Registry key.

The following screen shows a sample Registry Key with the four values
for the server named PIANO.

= Registry Editor

Beqistry Edit Tree “iew Security Options Window Help
7 HKEY_LOCAL_MACHINE on Local Machine

& EventLog CategoryCount: REG_DWORD : OxB

- Application CategoryMessageFile : REG_SZ : C\Sybase\DLLY
-0 Autochk EwventtessageFile : REG_SZ : CASvhase\DLLSYI
0 Divwatson TypesSupported : REG_DWORD : Oxff
-CJ hpmaon
-0 nthackup
-1 Perfctrs
£ Perlib

-1 Replicatar
-1 snipe
-1 SvBFERF

-1 TB2VideoReg
£ Timbukty Pro__ ] | i

T T TG
£ volatile Environment
3 Windows 3.1 Migration Status

8 Tocreate another key begin again with" To create a Registry key” on page
98.
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9 Onceyou have created a Registry key for each Adaptive Server, choose
Exit from the Registry menu in the Registry Editor dialog box to quit
regedt32.

Viewing the messages

You need the NT Event Viewer and atext editor to display the error messages
and events that have been logged.

In the NT event log
Use the NT Event Viewer in the Administrative Tools group.

To examine Adaptive Server messages recorded in the NT event log:

1 Choose Programs from the Start menu, choose Administrative Tools
(Common), and choose Event Viewer.

The Viewer displays alist of Adaptive Server messages.
2 Double-click on amessage to display its Event Detail dialog box.

The Description list box defines the Adaptive Server message number as
anumber and text.

In the Adaptive Server error log

Use atext editor, such as Notepad, on thelogging computer to open thefileand
view the messages in the Adaptive Server error log.

If you cannot find the error log file:
1 Choose Start/Programs/Sybase/Server Config.

2  Click the Adaptive Server icon, and click the Configure Adaptive Server
button.

3 Select the name of the server whose error log you want to examine from
the Existing Servers dialog box, and click Continue.

100



CHAPTER 7 Logging Error Messages and Events

4  Typethelogin nameand password of an Adaptive Server user with System
Administrator privilegesin the Enter System Administrator Password
dialog box.

5 Click Continue.

6 Click Yesif the Adaptive Server is not running, and Server Config asks
you to start it now.

7 Click Error Log Path from the Configure Adaptive Server dialog box.

Server Config displays the Error Log Installation Path dialog box, which
supplies the current path to the error log.

For detailed information oninterpreting theinformationin the error log, seethe
System Administration Guide.
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CHAPTER 8

Using Security Services with

NT LAN Manager

This chapter describes how to use Adaptive Server security services with
the Windows NT LAN Manager to authenticate users and provide data

integrity.
Topic Page
Security serviceswith NT LAN Manager 103
Administering security services using LAN Manager 105
Modifying configuration files for a unified login 106
I dentifying users and serversto LAN Manager 109
Configuring Adaptive Server for LAN Manager security 110
Initiating the new security services 115
Adding logins to support unified login 115
Defining the connection to a server for security services 116
Determining the status of security services 118
Configuration parameters used in security services 118
Managing login security on an NT computer 121

Security services with NT LAN Manager

When using Adaptive Server on NT, you can enable the security services
provided by NT LAN Manager to authenticate users, clients, and servers

to one another.

Figure 8-1 showsaclient application that isusing LAN Manager to ensure

a secure connection with Adaptive Server.
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Figure 8-1: Establishing secure connections between LAN Manager and
Adaptive Server

Windows HNT LAN Manager

[T TSI TSI TSI

connection

Client Application Adaptive Server

The secure connection between LAN Manager and a server can be used to
provide a unified login to Adaptive Server. Through this login, the LAN
Manager authenticates users once and does not require them to supply aname
and password every time they log into Adaptive Server.

The secure connection also can support one or more of the following security
services:

» Message integrity to verify that data communications have not been
modified

* Replay detection to verify that data has not been intercepted by an intruder

e Out-of-sequence check to verify the order of data communications

How login authentication works

104

When a client requests authentication services, the following steps occur:

1 Theclient validatesthelogin with LAN Manager. LAN Manager returns
acredential, which contains security-relevant information.

2 Theclient sends the credential to Adaptive Server and informs Adaptive
Server that it wants to establish a secure connection.

3 Adaptive Server authenticates the client’s credential with LAN Manager.
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When the credential isvalid, Adaptive Server establishes a secure
connection between itself and the client.

Administering security services using LAN Manager

Table 8-1 describes a process for using Adaptive Server’s unified login
capability with LAN Manager.

Warning! Adaptive Server must be installed before completing the steps in

Table 8-1.

Table 8-1: Process for administering network-based security

Step Description See

1. Set up the Use atext editor to “Modifying configuration
configuration files: modify thelibtcl.cfg file. filesfor aunified login” on
« libtcl.cfg Use dsedit to specify page 106

. slin security mechanismsin

the sgl.ini fileor a
Directory Service.

2. Make sure the security
administrator for LAN
Manager has created
logins for each user and

The security
administrator for LAN
Manager must add
namesand passwordsfor

“ldentifying users and
serversto LAN Manager” on
page 109

for the Adaptive Server  users and servers. Windows NT documentation
and Backup Server.

3. Configure security for ~ Use sp_configure to “Configuring Adaptive

the installation. enabletheuseof security  Server for LAN Manager

Services.

security” on page 110

4. Restart Adaptive
Server.

Activates the use
security services
parameter.

“Initiating the new security
services’ on page 115

5. Add loginsto
Adaptive Server to
support enterprise-wide
login.

Use sp_addlogin to add
users. Optionally,
specify a default secure
login with sp_configure.

“Adding logins to support
unified login” on page 115
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Step

Description

See

6. Connect to the server.

Useisql with the -v
option or use Open
Client Client-Library to
connect to Adaptive
Server and specify the
security servicesto use.

Note: If you use theisql
utility, you do not have

to supply auser name or
password.

“Defining the connection to
aserver for security
services’ on page 116

Open Client/Server
Configuration Guide for
Desktop Platforms

“Security Features’ topics
page in the Open Client
Client-Library Reference
Manual

Modifying configuration files for a unified login

Configuration files are created during installation at a default location in the
Sybase directory structure. Table 8-2 provides an overview of the
configuration filesrequired for LAN Manager to use unified login and security

services.

Table 8-2: Names and locations for configuration files

File name

Description

Directory

libtcl.cfg

This driver configuration file contains information

c:\sybase\ini

pertaining to directory, security, and network
drivers and any required initialization information.

objectid.dat

This object identifiers file maps global object

c:\sybase\ini

identifiers, such asthe LAN Manager, to local
names for character set, collating sequence, and
security mechanisms.

sql.ini

The sql.ini file contains connection and security

information for each server that it lists.

c:\sybase\ini

For a detail ed description of the configuration files, see the Open Client/Server
Configuration Guide for Desktop Platforms.

Setting up drivers for network-based security

The libtcl.cfg file stores information about the following driver types:
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e Network (Net-Library)
e Directory Services
e Security

A driver isaSybase library that provides an interface to an external service
provider. Adaptive Server dynamically loads drivers so you can change the
driver used by an application without relinking the application.

Entries for network drivers
The syntax for a network driver entry in the libtcl.cfg fileis:
driver=protocol description

where;
e driver isthe name of the network driver.
e protocol isthe name of the network protocoal.

e description isadescription of the entry. This element is optional.

Note You can comment out the network driver entry by placing a semicolon
at the beginning of the line; then, Adaptive Server will use adriver that is
compatible with your application and platform.

Entries for Directory Services

Entries for Directory Services apply if you want to use a Directory Service
instead of the sgl.ini file.

For information about directory entries, see “ Sharing network configuration
information” on page 42.

Warning! Client applications bundled with Adaptive Server require a sql.ini
filefor effective processing. Eliminating thisfilewith aDirectory Service may
limit Adaptive Server functionality.

Entries for security drivers
The syntax for a security driver entry in the libtcl.cfg fileis:

provider=driver
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where;

»  provider isthelocal namefor the security mechanism. objectid.dat defines
the mapping of the local nameto a global object identifier. The default
local name for NT LAN Manager on Windows NT and Windows 95 (for
clientsonly) is“LIBSMSSP”.

Note If you use aprovider name other than the default, you must also
change the local name in the objectid.dat file. For an example, see
“Checking the LAN Manager’s |local hame” on page 108.

» driver isthe name of the security driver. The NT LAN Manager driver is
named “LIBSMSSP.” The default location of all driversis c:\sybase\dll.

Editing the libtcl.cfg file

Use the ocscfg utility to edit the libtcl.cfg file. This utility displaysthefile's
contentsin a dialog box with section headings in the form of tabs for easy
perusal.

For information on using the ocscfg utility, see the Open Client/Server
Configuration Guide for Desktop Platforms.

The following text is a sample libtcl.cfg file for desktop platforms:

[NT DIRECTORY]

ntreg dsa=LIBDREG ditbase=software\sybase\serverdsa
[DRIVERS]

NLWNSCK=TCP Winsock TCP/IP Net-Lib driver
NLMSNMP=NAMEPIPE Named Pipe Net-Lib driver
NLNWLINK=SPX NT NWLINK SPX/IPX Net-Lib driver
NLDECNET=DECNET DecNET Net-Lib driver

[SECURITY]

NTLM=LIBSMSSP

Checking the LAN Manager’s local name
The objectid.dat file maps global object identifiers to local names.

Note You need to changethisfile only if you have changed the local name of
the LAN Manager in the libtcl.cfg file.
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The file contains sections such as [CHARSET] for character sets and
[SECMECH,] for security services. Of interest here is the security section.

Thefollowing exampleisa security section excerpt from the objectid.dat file:

[secmech]
1.3.6.1.4.1.897.4.6.3 = NTLM

You can specify only onelocal namefor LAN Manager. Use any text editor to
edit thisfile.

Warning! Do not change the “1.3.6.1.4.1.897.4.6.3” identification.

Specifying security information for Adaptive Server

You can usethe sgl.ini file or aDirectory Serviceto provideinformation about
the serversin your installation.

To use either the sgl.ini file or aDirectory Service, run the dsedit utility. This
utility provides agraphical user interface for specifying server attributes such
as the server version, name, and security mechanism.

For information about using dsedit, see the Open Client/Server Configuration
Guide for Desktop Platforms.

For more information about using directory services with Adaptive Server on
Windows NT, see “ Sharing network configuration information” on page 42.

Identifying users and servers to LAN Manager

The security administrator for LAN Manager must define principals (defined
users) to the security mechanism. Use LAN Manager’s User Manager utility to
identify all users for the system.

You do not need to enter the Adaptive Server name asaprincipal to LAN
Manager. However, the NT user account that you use to start Adaptive Server
must be defined asavalid principal to LAN Manager. For example, to use an
NT account named “servadmin” to start Adaptive Server, you must define
“servadmin” asaprincipal to LAN Manager.
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Thisrule applies whether you start Adaptive Server through Sybase Central or
asan NT service. See the Adaptive Server Enterprise Installation Guide for
Windows NT.

For detailed information about the User Manager utility, seeyour WindowsNT
documentation.

Configuring Adaptive Server for LAN Manager security

Adaptive Server uses several configuration parameters to administer unified
login and security services through LAN Manager. To set these parameters,
you must be a System Security Officer.

All parametersfor unified login and security through LAN Manager are part of
the “ Security-Related” configuration parameter group. Use the configuration
parameters to:

» Enablethe use of external security services (LAN Manager)
* Require unified login

» Require one or more message integrity security services

Enabling and disabling external security services

Toreset the statusof LAN Manager security services, use sp_configure with the
use security services configuration parameter:

* 1-toenableserviceswith LAN Manager.
*  0-—thedefault, to disable network-based security services.
The syntax is:
sp_configure "use security services", [0]1]
For example, to enable services with LAN Manager, execute:

sp_configure "use security services", 1

Managing unified login

You can use configuration parameters to:
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* Requireunified login
e Establish adefault securelogin

Because all the parameters for unified login are dynamic, they take effect as
soon as you change them. You must be a System Security Officer to set the
parameters.

Requiring unified login

Theunified login required configuration parameter controlsthe type of login that
is acceptable to Adaptive Server. The possible values are:

e 1-—torequireall userswho request aconnection to Adaptive Server to be
authenticated by LAN Manager.

* 0-thedefault, to let Adaptive Server accept both traditional login names
and passwords and authenticated credentials.

The syntax is:
sp_configure "unified login required"”, [0]1]

For example, torequireall loginsto be authenticated by a security mechanism,
execute:

sp_configure "unified login required", 1

Establishing a secure default login

When auser with avalid credential from LAN Manager logsin to Adaptive
Server, the server checks to see whether the nameislisted asauser in
master..syslogins. If itis, Adaptive Server accepts that user name.

For example, auser logsinto LAN Manager as “ralph”, and “ralph” islisted
in master..syslogins. Adaptive Server uses all roles and authorizations as
defined for “ralph” on that server.

As an aternative example, auser with avalid credential logs in to Adaptive
Server, but is unknown to the server. Adaptive Server accepts the login only
when a secure default login has been defined with sp_configure. Adaptive
Server uses the default login for any user who is not defined in
master.syslogins, but who is validated by LAN Manager.

To set up a secure login, use the following syntax:

sp_configure "secure default login“, 0, login_name
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wherelogin_nameisauser name. The default value for the secure default login
parameter is“guest”.

Thelogin used for thisparameter must beavalid loginin master..syslogins. For
example, to set thelogin “gen_auth” to be the default login.

1 Usesp_addlogin to add the login as avalid user in Adaptive Server:
sp_addlogin gen auth, pwgenau
This procedure sets the initial password to “pwgenau”.
2 Usesp_configure to designate the login as the security default:
sp_configure "secure default login", 0, gen auth

Adaptive Server then usesthislogin for auser who, although validated by
LAN Manager, is unknown to Adaptive Server.

Note Thisuser does not have a unique identity in Adaptive Server. That is,
more than one user can assume the suid (system user ID) associated with the
secure default login. You might want to activate auditing for all activities of the
default login. Instead of using the secure default login, consider using
sp_addlogin to add all usersto the server.

For more information about adding logins, see “ Adding logins to support
unified login” on page 115.

Mapping LAN Manager login names to server names
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All login names in Adaptive Server must be valid identifiers. However,
external security mechanisms, such as LAN Manager, may allow login names
that are not valid in Adaptive Server.

For example, login names that are longer than 30 characters or that contain
special characterssuchas!, %, *, and & areinvalid namesin Adaptive Server.
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Table 8-3: Conversion of invalid characters in login names

Invalid character Converts to

Ampersand & Underscore _
Apostrophe’

Backslash \

Colon:

Comma,

Equalssign=

L eft single quotation mark *

Percent sign%

Right angle bracket >

Right single quotation mark ’

Tilde ~

Caret® Dollar sign $
Curly brackets{ }

Exclamation point !

L eft angle bracket <

Parentheses ()

Period .

Question mark ?

Asterisk * Pound sign #
Minus sign -

Pipe|

Plussign +

Quotation marks ™" "

Semicolon ;

Slash/

Square brackets| ]

For more information about identifiers, see the System Administration Guide.

Requiring data integrity check

You can usethefollowing configuration parameterswith LAN Manager. These
parameters cause Adaptive Server to check one or more types of dataintegrity
for all messages.

*  msg integrity reqd — set this parameter to 1 to force a check for general
tampering in all messages.

If the parameter is set to O (the default), message integrity is not required.
However, the client can establish this check if the security mechanism
supportsit.
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e msg out-of-seq checks reqd — set this parameter to 1 to force a check for
sequence changesin all messages.

If the parameter is set to O (the default), sequence checking isnot required.
However, the client can establish this check if the security mechanism
supportsiit.

*  msg replay detection reqd — set this parameter to 1 to force a check for
replay or interception in all messages.

If the parameter is set to O (the default), replay detection is not required.
However, the client can establish this check if the security mechanism
supportsiit.

Ensuring adequate memory for security services
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The value of the total memory configuration parameter specifies the number of
2K blocks of memory that Adaptive Server requires at start-up. To make sure
that there is sufficient memory when using unified login and security services
through LAN Manager, allocate approximately 6K of additional memory per
connection.

For example, if the maximum number of unified loginsthat occur at the same
time is expected to be 150, increase the total memory parameter by 450. This
increase expands memory allocation by 450 2K blocks.

The syntax is:
sp_configure total memory, value
where value isthe sum of the current memory and the memory you are adding.

For example, to supply Adaptive Server with 25,000 2K blocks of memory,
including the increased memory for network-based security, enter:

sp_configure total memory, 25000

The minimum requirement for this parameter is specific to the operating
system.

For information about estimating and specifying memory requirements for
Adaptive Server, see the System Administration Guide.
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Initiating the new security services

Changesto the security servicesare static. You must restart Adaptive Server to
activate the security services.

For instructions on starting and stopping Adaptive Server, see the Adaptive
Server Enterprise Installation Guide for Windows NT.

Adding logins to support unified login

When auser logsin to Adaptive Server with an authenticated credential,
Adaptive Server follows these steps, as needed:

1 Checksthat user isavalid user in master..syslogins.

« |If the user name appears, Adaptive Server accepts the login without
requiring a password.

* |If the user name does not appear, Adaptive Server performs step 2.
2 Checksthat adefault securelogin is defined in master..syslogins.
e A default login definition allows the user to log in successfully.

*  The absence of adefault login definition causes Adaptive Server to
reject the login.

Therefore, consider whether to allow only userswho are defined asvalid logins
to use Adaptive Server or to alow any user with the default login to use
Adaptive Server.

Note You must add the default login in master..syslogins and use sp_configure
to define the default. For more information, see “ Establishing a secure default
login” on page 111.

General procedure for adding logins

To add logins to the server and, optionally, to add users with appropriate roles
and authorization to one or more databases, follow the general procedure
described in Table 8-4.
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Table 8-4: Adding logins and authorizing database access

Command or

Task Required role  procedure See
1. Addaloginfor System Security  sp_addlogin The System Administration
the user. Officer Guide
2. Addtheuserto System Security  sp_adduser The System Administration
oneor more Officer, System Enter this procedure Guide
databases. Administrator, of  from within the
Database OWner  gstahase.
3.Addtheuserto System Security  sp_changegroup The System Administration
agroupina Officer, System Enter this procedure Guide
database. Administrator, of  from within the sp_changegroup in the
Datebase Owner  (jahase. Adaptive Server Reference
Manual
4. Grant system System grant role The System Administration
rolestotheuser.  Administrator or Guide
System Security grantinthe Adaptive Server
Officer Reference Manual
5. Create user- System Security  create role The System Administration
defined rolesand  Officer grant role Guide
grant theroles to grant role in the Adaptive
users. Server Reference Manual
create role in the Adaptive
Server Reference Manual
6. Grant accessto Database object ~ grant [select | insert| The System Administration
database objects.  owner delete| update| Guide

references | execute]

Defining the connection to a server for security
services

Use the following options to define an Adaptive Server for network-based
security services such as NT LAN Manager through the isgl and bep utilities:

* -Rremote server_principal —to specify the principal name for Adaptive
Server.

* -V security options— to specify network-based user authentication.

*  -Z security_mechanism—to specify the name assigned to LAN Manager.
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For more information about Adaptive Server utilities, see the Utility Guidefor
your platform.

Specifying the principal name
Use-R remote_server_principal to specify the principal namefor the server as
defined for LAN Manager.

By default, a server’s principal name matches the server’s network name,
which is specified by either the -S option or the DSQUERY environment
variable. You must use the -R option when the server’s principal name and
network name are not the same.

Specifying network-based user authentication
Use -V security_options to specify network-based user authentication.

With this option, the user must log into NT LAN Manager before running the
utility. In this case, if auser specifies the -U option, the user must supply the
network user name known to the security mechanism, and any password
supplied with the -P option isignored.

-V can be followed by a security_options string of key-letter optionsto enable
additional security services. The key letters are:

e i—toenabledataintegrity service. This option verifies that data
communications have not been modified.

e r—toenabledatareplay detection. This option verifies that data has not
been intercepted by an intruder.

e g -—to enable out-of-sequence detection. This option verifies the order of
data communications.

You can specify additional security options by including them immediately
following the -v option. For example, to use isql with network-based user
authentication, replay detection, and out-of-sequence detection, enter:

isql -Vrqg
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Specifying the name assigned to LAN Manager

The -z security_mechanism specifies the name assigned to LAN Manager in
the libtcl.cfg configuration file; “LIBSMSSP”, by defaullt.

When the line does not supply asecurity _mechanism name, the command uses
the default mechanism.

For more information about security mechanism names, see the Open
Client/Server Configuration Guide for Desktop Platforms.

Note When you loginto LAN Manager and then log in to Adaptive Server,
you do not need to specify the -U (user) option on the utility because Adaptive
Server gets the user name from LAN Manager.

Determining the status of security services

To determine whether security services are enabled for the current session, use
show_sec_services. In the following example, the results indicate that unified
login is enabled, and, therefore, so are the security services:

select show sec services()
go

unifiedlogin
(1 row affected)

Configuration parameters used in security services
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This section summarizes the configuration parameters that the unified login
and security servicesusethrough LAN Manager. These parameters providethe
following security checks:

e msg integrity reqd — to check dataintegrity.
*  msg out-of-seq checks reqd —to check message sequence.
* msg replay detection reqd — to detect interception or replay.

e secure default login —to specify a default login.
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* unified login required —to control user authentication.

For general information on configuration parameters, see the System

Administration Guide.

Checking data integrity

Summary information

Namein pre-11.0 version N/A

Default value 0 (off)

Range of values 0 (off), 1 (on)

Status Dynamic

Display level Intermediate

Required role System Security Officer

The msg integrity reqd parameter controls the checking of all messages to
ensure data integrity. The use security services parameter must be set to 1
(enabled) for message integrity checksto occur.

Checking message sequence

Summary information

Namein pre-11.0 version N/A

Default value 0 (off)

Range of values 0 (off), 1 (on)

Status Dynamic

Display level Intermediate

Required role System Security Officer

The msg out-of-seq checks reqd parameter controls the checking of all
messages to ensure that the sequence is correct. The use security services
parameter must be set to 1 (enabled) for sequence checks to occur.
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Detecting interception or replay

Summary information

Namein pre-11.0 version N/A

Default value 0 (off)

Range of values 0 (off), 1 (on)

Status Dynamic

Display level Intermediate

Required role System Security Officer

The msg replay detection reqd parameter controls the checking of all messages
to detect whether they have been intercepted (detect replay). The use security
services parameter must be set to 1 (enabled) for replay detection checks to
occur.

Specifying a login
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Summary information

Namein pre-11.0 version N/A

Default value 0

Range of values 0 (followed by another parameter naming the
default login)

Status Dynamic

Display level Intermediate

Required role System Security Officer

Thesecure default login parameter specifiesadefault loginfor all userswho are
preauthenticated, but do not have alogin in master..syslogins.

Use the following syntax to establish the secure default login:
sp_configure "secure default login"”, 0, default_login_name

where default_login_name is the name of the default login for a user who,
although unknown to Adaptive Server, has already been authenticated by a
security mechanism. This name must be avalid login in master..syslogins.

For example, to specify “dlogin” as the secure default login, execute:

select sp_configure "secure default login", O,
dlogin
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Controlling user authentication

Summary information

Namein pre-11.0 version N/A

Default value 0

Range of values 01

Status Dynamic

Display level Intermediate

Required role System Security Officer

Theunified login required parameter control s authentication of all userswholog
into Adaptive Server by means of a security mechanism. The use security
services parameter must be set to 1 (enabled) to use the unified login security
service.

Managing login security on an NT computer

This section discusses how to usethelogin security features of Adaptive Server
for Windows NT.

For moreinformation on system security, seethe System Administration Guide.

Overview of security features

You can use Adaptive Server security features alone or in combination with the
NT security features.

Adaptive Server security
As a standalone product, Adaptive Server ensures security by:

e Storing logininformation for all database usersin the master.dbo.syslogins
table. Passwords stored are encrypted.

* Requiring client applications to specify the login name and password of a
database user, either programmatically or with a command-line option.

»  Checking the user name and password against theinformation in syslogins,
and accepting or rejecting the login accordingly.
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Combined Adaptive Server and NT login security

Adaptive Server increases security by integrating the default Adaptive Server
login process with NT security features. The resulting integrated security
modes add the following conveniences for users:

» Authorized users do not have to maintain separate login passwords for
Adaptive Server and Windows NT.

»  System Administrators can take advantage of NT security features such as
encrypted passwords, password aging, domain-wide user accounts, and
NT-based user and group administration.

Trusted connections and combined login security
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Combined login security operates only over network protocols that support
authenticated connections between clients and servers. Such connections are
referred to as trusted connections.

Trusted connections are limited to client applications that access Adaptive
Server by using the Named Pipes protocol.

Note Other network protocols, such as TCP/IP sockets and IPX/SPX, do not
support authenticated connections, so clients on these protocols are handled
according to the standard Adaptive Server login mechanism.

A System Administrator must use sp_grantlogin to assign permissionsto NT
users and groups. Using sp_grantlogin, the System Administrator has the
following additional options:

e Assigning one or more Adaptive Server rolesto NT users and groups

» Designating that the user or group should receive the default database
object permissions assigned by the grant command

If the System Administrator does not use sp_grantlogin to assign user or group
permissions, users cannot log in through trusted connections. For more
information, see “ Permitting trusted connections’ on page 125.

Note Adaptive Server doesnot permit trusted connectionsfor NT users named
“sa.” The user name “sa” isreserved for the default Adaptive Server System
Administrator account.




CHAPTER 8 Using Security Services with NT LAN Manager

Understanding login security modes

Standard mode

Integrated mode

Adaptive Server provides the following modes for configuring login security:
e Standard

e Integrated

* Mixed

When operating in Standard mode, Adaptive Server managesits own login
validation process for all connections by:

e Ignoring the NT network user name and checking the supplied Adaptive
Server user name and password against the information in the syslogins
table

e Providing valid users with Adaptive Server connections and allowing
valid usersto receive the permissions and rol es that were assigned to them
with the grant command

For a description of the login security features of Adaptive Server, see the
System Administration Guide.

When operating in Integrated mode, Adaptive Server uses NT-based
authentication mechanisms for all connections by:

« Allowing only trusted connections, using Named Pipes, to connect to
Adaptive Server

« Ignoring any Adaptive Server login name and password that is submitted
in thelogin request. Instead, it checks the mapped NT network user name
againgt the information in the syslogins table.

If no matching login name exists, and the login process includes a default
user name, Adaptive Server substitutes the default login name, for
example, “guest”, to complete the connection. For more information, see
“Default login” on page 126.

*  Providing authorized users, when they log in, with permissions and roles
as described in “ Permitting trusted connections’ on page 125.
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Mixed mode
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Following the NT Domain structure for the use of computers. NT must
authenticate each user, either through trust relationships or through
explicitly assigned permissions on each server.

Note If you bypassthe NT login security for Adaptive Server authentication,
thatis, if you opt for Adaptive Server security only, it does not matter to which
user or group you assign the computers. The only requirement is that the
protocol you use allows the client and server to communicate.

When operating in Mixed mode, Adaptive Server allows both trusted, aswith
Named Pipes, and “untrusted” connections. It first examines the requested
login name as specified by the client application, then handles the login
depending on the information supplied.

Adaptive Server processes the login:

When the login name matches the mapped network user name, is null, or
is composed of spaces, Adaptive Server treats the login attempt as a
trusted connection and uses the rules for Integrated mode.

When the user supplies a different login name, Adaptive Server treats the
login attempt as an untrusted connection and uses the rules for Standard
mode.

Mixed mode offers users the convenience of login security integration without
forcing al clients and applications to use that integration.

Existing applications that embed a hard-coded |ogin name and password
for all users continue to operate as before.

Other operating system clients, such as Apple Macintosh clients and
UNIX-based workstations, also can access an Adaptive Server in Mixed
mode.

Users accessing Adaptive Server over trusted connections can avoid a
separate Adaptive Server password validation by omitting the user name
and password in their login request.

Note Applications can be designed to send an empty login name field in the
connection request, thereby avoiding a separate login step.




CHAPTER 8 Using Security Services with NT LAN Manager

Managing the login security features

Use the following elements to manage login security in Integrated or Mixed
mode;

¢ Trusted connections

e NT Registry parameters

Permitting trusted connections

When operating under Integrated or Mixed L ogin Mode, Adaptive Server
assigns permissionsto trusted user connections by checking the user’s network
or NT group name. Thischeck determines whether the Security Administrator,
using sp_grantlogin, has assigned an Adaptive Server role, or the default value,
to that name, and Adaptive Server acts accordingly.

¢ When no permissions were assighed to the name, and Adaptive Server is
operating in:

« Integrated mode, Adaptive Server refuses the connection.

* Mixed mode, Adaptive Server treats the connection as an untrusted
connection. Then, the login process continues under the Standard
mode rules.

*  When one or more Adaptive Server roles have been assigned to the user’s
network name or to the user’sNT group, the user receives those roles and
permissions that were assigned by the Security Administrator through the
grant statement.

e When only the default value has been assigned to the user’s network name
or NT group, the user receives only the permissions and roles that were
assigned by the Security Administrator through the grant statement.

The most important point to remember isthat NT users or their associated NT
groups must have permissions that were assigned with sp_grantlogin.

For examples of this system procedure, see “Assigning trusted connection
permissions’ on page 129.

For more information about sp_grantlogin, see the System Administration
Guide.
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NT Registry parameters

Default login

Default domain
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When you install Adaptive Server and other Sybase products on your
computer, the installation program configures several parameters to help you
to manage the login security features while in Integrated or Mixed mode.

This sections describes the following management parameters:
» Default login

» Default domain

*  SetHostName

»  Character mappings

To modify the parameter values, see “Modifying the parameter values’ on
page 128.

Adaptive Server uses the Default Login parameter to specify the Adaptive
Server login name that an authorized user can enter when anetwork user name
does not appear in the syslogins table. Standard mode does not use thisvalue.

When thereis no value for Default Login, Adaptive Server denies access to
users who do not have a network user name in syslogins.

Adaptive Server usesthe Default Domain parameter to specify theNT or LAN
Manager domain name for matching network user names to Adaptive Server
login names.

Because two different domains can define the same network user namefor two
different users, the following rules apply:

» Adaptive Server can authorize access to both distinct users, but it must be
ableto distinguish between thetwo namesin thelogin processfor atrusted
connection.

»  For user names defined in domains other than the parameter’s default
value, Adaptive Server adds the domain name and a domain separator, a
backdash character (1), to the network user name before looking for the
user name in the syslogins table.
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SetHostName

Character mappings

For example, the domain MARKETING is the Adaptive Server default
definition, and two different users employ the network user name “john”,
oneinthe MARKETING domain and the other in the ENGINEERING
domain.

e Johnin MARKETING accesses Adaptive Server with thelogin name
of “john” over atrusted connection.

e Johnin ENGINEERING accesses the same Adaptive Server with a
login name of “ENGINEERING\john” to which his name was
mapped before the software looked it up in syslogins.

e When your server computer participates in a specific domain, set the
Default Domain parameter to that domain name. Otherwise, set Default
Domain to the server’s computer name.

The SetHostName parameter determineswhether the host name from the client
login record is replaced with the NT network user name for users under
integrated security mode.

e 1(enabled) —to include the network user namein the results of thesp_who
system procedure.

e 0O(disabled) —the default, to omit the network user name from the results
of the sp_who system procedure.

To modify the SetHostName value, which islocated in the following Registry
path: HKEY_LOCAL_MACHINE\SOFTWARE\Sybase\ Server\server_name,
you must use the regedt32 utility.

For general information about regedt32, see your NT operating system
documentation.

Certain charactersthat are valid for NT user names are not valid for Adaptive
Server login user names. Such characters include the following:

e Domain separator (\)

e Space()
*  Hyphen(-)
e Period (.)

*  Single quotation mark ()
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e Exclamation point (!)
e Percent sign (%)

e Caet (M)

e Ampersand (&)

Character mapping lets you determine how these invalid characters can be
converted into characters that are valid for Adaptive Server.

For example, the NT user name “t-johns’ contains a dash character (-), which
isinvalid in Adaptive Server. You can map the dash character to avalid “at”
sign (@) to make the user name compatible with Adaptive Server, as
“t@john”. The mapping storesthe dash asan “at” sign, but displaysit asadash.

When you first install Adaptive Server, the installation program maps a few
invalid charactersto the valid characters that are listed in Table 8-5.

Table 8-5: Default mapping values

Invalid character Valid mapped character
Domain separator (\) Underscore ()
Hyphen (-) Pound sign (#)
Space () Dollar sign ($)

Modifying the parameter values

To modify the values for the Default Login, Default Domain, and
SetHostName parameters, use one of the following utilities:

Note You can change the SetHostName value only through reged32.

»  Usethe Server Config utility to modify the value only for Adaptive Server.

For general steps on using Server Config, see “ Changing login security
options” on page 133.

e Usetheregedt32 utility to change the value directly for use throughout
your NT operating system.

For steps on using regedt32 to affect your operating system, see your NT
operating system documentation.
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Administering login security using system procedures
You can administer integrated security under NT in the following ways:
e Assign trusted connection permissions — sp_grantlogin
« Display Adaptive Server integrated login configuration— sp_loginconfig
«  Display permissions and user names — sp_logininfo
e Revoke permissions — sp_revokelogin

For the full syntax for these procedures, see the procedure namesin the
Adaptive Server Reference Manual.

Assigning trusted connection permissions

Toassign permissionsto NT usersand groupsthat access Adaptive Server over
trusted connections:

e Usesp_grantlogin when Adaptive Server isrunning under | ntegrated mode
or Mixed mode, and the connection is Named Pipes.

*  Usethe grant command when Adaptive Server is running under Standard
mode or Mixed mode with a connection other than Named Pipes.

The sp_grantlogin permissions can include either one or more Adaptive Server
roles or just the default parameter. This parameter indicates that Adaptive
Server provides the user with the default permissions as assigned by the grant
command.

To use the sp_grantlogin, grant, and default parameters in an example:

1 Toassign the System Administrator and System Security Officer rolesto
all members of the NT group named Administrators, enter:

sp_grantlogin "Administrators", "sa role sso_role"

2 Then, to assign “select” permissions on the sales table to the NT user,
“hasani”, enter:

sp_grantlogin "hasani", "default"
grant select on sales to hasani

Note If you do not specify arole or avalue with sp_grantlogin, the procedure
automatically assigns the default value.
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Displaying the current Registry values

To display the current settings for the Registry values, use sp_loginconfig as
discussed under “NT Registry parameters’ on page 126.

For example, executing sp_loginconfig on a newly installed Adaptive Server
displays alist similar to the following:

name config item
login mode standard
default account NULL
default domain EAST
set host false
key _ domain separator
key $ space
key @ space
key # -

Displaying permissions and user names

To display the current permissions and mapped user names for both NT users
and groups, use sp_logininfo. The following list describes this sample display:

account name
type

mapped login name
privilege

BUILTIN\Administrators
group
WEST\chantal
user
EAST\chantal
user
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BUILTIN\Administrators
‘sa_role sso _role oper role’
WEST chantal
‘default’
chantal
‘sa_role’

Three roles were assigned to the NT administrators group: sa_role,
sso_role, and oper_role.

The group names are prefaced by “BUILTIN\” to indicate that the
entry refersto abuilt-in NT group (adefault group on al servers),
rather than a group that is created by the user.

The domain separator in a group name is not mapped to avalid
Adaptive Server character.

You do not need to add alogin or grant further permissionstoan NT group,
but you do need to add alogin for each user in that group.
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e Thefirst NT user, named “chantal”, has the default parameter assigned as
apermission. “chantal” isa member of the WEST domain, and her
mapped Adaptive Server login nameis“WEST _chantal”.

“WEST _chantal” isthe name the System Administrator should use when
assigning an Adaptive Server login name and permissions to this user.

e Thesecond NT user, also named “chantal”, logsin from the EAST
domain. Her mapped user nameissimply “chantal”, since EAST hasbeen
set as Adaptive Server's default domain (see the second item in thislist).

To change or revoke the displayed users, groups, and permissions use the
sp_grantlogin and sp_revokelogin procedures.

Revoking permissions granted with sp_grantlogin

To revoke permissions that were granted with sp_grantlogin use either:

e Thesp_revokelogin command when Adaptive Server is running under
Integrated Security mode or under Mixed mode, and the connection is
Named Pipes.

*  Therevoke command when Adaptive Server is running under Standard
mode or under Mixed mode, and the connection is other than Named Pipe.

The following command line revokes all permissions from the NT group
named Administrators:

sp_revokelogin Administrators

Configuring login security

This section provides general guidelines and suggestions for configuring
Adaptive Server login security. Although you can complete the configuration
tasksin avariety of ways, it is easiest to follow the stepsin the order shown.

Create NT users and groups

To create the user accounts and user groups that will access Adaptive Server
over trusted connections, run the User Manager from the Administrative Tools
(Common) menu. To access this menu, choose Start/Programs.

Keep the following guidelines in mind when creating groups and users:
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» Makesurethat NT users and groups exist before you assign permissions
to them in Adaptive Server.

»  Create the accounts with auser name other than “sa”.

Note Somefunctionsthat wereassignedtothe“sa’ user inearlier versions
of Adaptive Server are now divided between thesa_role and sso_role. You
may want to assign both rolesto Adaptive Server system administratorsto
provide the same permission level on an upgraded system. For more
information, see the System Administration Guide.

»  Begin planning the permission levels you want to assign to the users and
groups.

Although it may seem intuitive to grant the sa_role tothe NT
Administrators group, the choice ultimately depends on the security
requirements for your site.

When using integrated security features for the first time, consider restricting
the permission level to asmall group of NT users. After you become more
experienced with administering integrated security, you can expand the
permission levelsto include NT groups.

Configure mapping and Default Domain values

To set the mapping and Default Domain options, follow the instructions under
“Changing login security options” on page 133.

Configure these val ues before adding accountsto Adaptive Server in step 4, as
these values affect the format of entriesin syslogins.

For example, auser named “joseph” in the WEST domainistologinto
Adaptive Server over atrusted connection. If you set the Map_ value to the
domain separator (\) and the Default Domain value to NULL, the name
“WEST _joseph” must appear in the syslogins table. However, if you later
change the Default Domain value to WEST, the login name “joseph” would
need to be in syslogins instead of “WEST _joseph”.

Set login security mode

To set the security mode to either Integrated or Mixed, follow the instructions
under “ Changing login security options’ on page 133.
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When using login security features for the first time, consider using Mixed
mode. If, for some reason, you cannot connect over atrusted connection,
Mixed mode allows you to log in to Adaptive Server using standard Adaptive
Server user names and passwords, such as the user name “sa’.

Add network login names to syslogins

Assign roles

To add alogin name for each NT user who will access Adaptive Server over a
trusted connection, usesp_addlogin. Include any nondefault domain namesand
the correct mapping characters in the login name.

If you are not sure what to enter as the login name, experiment with a sample
user to clarify your options:

1 Usesp_grantlogin to assign arole to a sample user on the network.

2 Enter sp_logininfo to determine what the format of entries in syslogins
should look like.

3 Usetheentrieslisted inthe mapped login name column astemplatesfor the
login names you create with sp_addlogin.

To assign roles or “default” permissionsto NT users or groups, use
sp_grantlogin. When performing this step, keep in mind that assigning
permissionsto NT groups generally provides more flexibility than assigning
permissionsto individual users.

After you have configured several groupswith the correct permissions, you can
use the User Manager to manage individual user’s access to Adaptive Server.

Changing login security options

When you install anew Adaptive Server, the installation program sets it to
operate in Standard mode. Use the Server Config tool to change the following
settings:

*  Thelogin security mode (Standard, Integrated, or Mixed)
*  The name of the default login account

¢ The name of the default domain
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[TTo select alogin security mode

1
2
3

Log into Windows NT using an account with NT administrator privileges
Start the Server Config utility
Complete theinitia steps to configure Adaptive Server.

For instructions, see” Starting Server Config for Adaptive Server” on page
22,

Click the Login Security button in the Configure Adaptive Server
Enterprise dialog box.

Continue with “To enable Standard login security mode” or “For
integrated or mixed login security mode,” depending on the login mode.

[TTo enable Standard login security mode

1

2
3

Click the Standard option button to display Standard Current Login
Security Mode box, then click OK.

Click Save in the Configure Adaptive Server dialog box.
Click Exit to quit Server Config.

[TTo enable Integrated or Mixed login security mode

1

Click the Integrated option button to display Integrated in the Current
Login Security Mode box, and click Continue

Set the login security mode:

For Integrated Mode, click the Automatic Login for Trusted Connections
(Named Pipes) Only option.

For Mixed mode, click the Trusted First and Adaptive Server Login for
Excluded (i.e., Netware, TCPIP) option.

Enter the values to use as defaults:

In the Default Login box, type the name of the default user account to use
for trusted connections. Adaptive Server uses this value when it cannot
locate the user name in syslogins. For more information, see “ Default
login” on page 126.

In the Default Domain box, type either the default domain name or the
workstation’s network name. For moreinformation, see“ Default domain”’
on page 126.

Click the Map Characters button to configure Adaptive Server mappings
under an Integrated security mode.
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Server Config displays the Character Mapping dialog box.

5 Usethe drop-down lists to select the invalid character to be mapped to
each valid Adaptive Server character.

For more information, see “ Character mappings’ on page 127.

6 Click OK to save the character mapping configuration and return to the
Integrated Login Options dialog box.

Click OK inthe Integrated L ogin Options dialog box.
Click OK inthe Login Security Options dialog box.

9 Click Savein the Configure Adaptive Server dialog box to save the new
configuration.

10 Click Exit to quit Server Config.
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CHAPTER 9 Using E-mail with Adaptive
Server

Adaptive Server can send and receive e-mail messages through Sybmail,
the Sybase messaging facility, and can take advantage of NT Mail. This
chapter providesinstructions for using and configuring Sybmail to work

with NT Mail.
Topic Page
Sybmail messages 137
Preparing NT Mail for Sybmail 138
Creating an Adaptive Server login for Sybmail 140
Sybmail and extended stored procedures 141
Managing a mail session 142
Sending messages 144
Receiving messages 146
Using Sybmail security 149

Sybmail messages

Adaptive Server for Windows NT can send, receive, and process e-mail
messages.You can set Adaptive Server to manage these messages by
using:

e A set of extended stored procedures (ESPs) that the user must run
manually, or

e A system procedure that invokes the ESPs automatically by using
procedural language code, rather than Transact-SQL statements.

Sending messages

Messages from Adaptive Server (outgoing messages) can be one of two
types:
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o Text
e Formatted query results

Adaptive Server’s capability for e-mail greatly increases the potential
usefulness of a stored procedure or trigger. For example:

e A user-defined stored procedure that registers a new employee in the
company database can include commands that send e-mail messagesto a
new employee and to other departments that need to be aware of the new
hire, such asfacilities, human resources, and training.

« Atrigger on aninventory table can send an e-mail message to inform the
purchasing department that an item needs to be reorder when an update
causes the number of items on hand to fall below a certain level.

» A weekly report generated from a database query can be produced
automatically and sent to amailing list.

Receiving messages

Adaptive Server’'sability to processincoming mail allows usersto send queries
and receive results using e-mail, rather than atraditional client/server
connection.

Sybmail flexibility allows a user to send queries to Adaptive Server from any
computer, and, at alater time, to check e-mail for the results from either the
same or a different computer.

Preparing NT Mail for Sybmail
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Sybmail takes advantage of the NT Mail facility, so you need to preparethe NT
Mail system before you can use Sybmail. You must:

1 Connect to a post office.
2 Create amailbox.
3 Createamail profilefor Adaptive Server.

Thefollowing sections provide ageneral outlinefor setting up Adaptive Server
inthe NT Mail system.
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For detailed instructions on working with Mail on your system, see your NT
operating system documentation or the Microsoft Windows NT Resource Kit.

Connecting to a post office

An NT post office holds messages until all of the recipients have retrieved
them.

The computer that is running Adaptive Server must have accessto an NT post
office on the network. You can:

* Createanew post office, if one does not exist for your domain, or
«  Connect to an existing workgroup post office.

When connecting to an existing post office, be prepared to supply its path.

Creating a mailbox for Adaptive Server

After connecting to a post office, create amailbox for Adaptive Server in the
destination post office.

Note Only the NT post office administrator can add a new mailbox.

Be sure to supply amailbox name and password for the mailbox.

e The password will be useful later when you establish a Sybmail user
account on Adaptive Server.

Make sure that the password meets the requirements for Adaptive Server
passwords:

e Must be at least 6 bytes.

e Must be enclosed in quotation marksiif the password does not begin
with an alphabetic character.

*  The mailbox name creates the association between the mailbox and the
Adaptive Server mail profile that you will create in the next step.
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Creating a mail profile for Adaptive Server

After you have added a mailbox for Adaptive Server, use the mailbox
information to create amail profile that is associated with the mailbox.

Note Each mail profileisassociated with asingle mailbox, although asingle
mailbox may be associated with several mail profiles.

Themail profile must have apassword and be associated with a mailbox name.
»  The password must be the same as Adaptive Server's mailbox password.

e Themailbox name must be the same as the mailbox name specified when
you created the mailbox for Adaptive Server.

In the Mail Login Propertieswindow, make sure the check box labeled “When
logging on, automatically enter password” is selected (checked).

Creating an Adaptive Server login for Sybmail
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After setting up an Adaptive Server profilein NT Mail, create alogin for
Sybmail on Adaptive Server. When creating this user account, make sure that
the following conditions are true:

»  Theloginame parameter is*“sybmail”.

e Thefullname parameter has the same value as the Profile Name for
Adaptive Server's mail profile.

Adaptive Server usesthisvalue asits MailUserName.

e The password parameter has the same value as the password for the
mailbox that is associated with the server’s mail profile.

This value becomes Adaptive Server’'s Mail Password.

These values are the defaults for starting up an Adaptive Server mail session
with the extended stored procedure xp_startmail, as discussed in “Managing a
mail session” on page 142.

You can use either of the following methods to create alogin for Adaptive
Server:

e sp_addlogin from isql:
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sp_addlogin "sybmail", "wrtyzz2c", @fullname="sglserver"

or

The Add Login facility in Sybase Central or Adaptive Server Manager.

Figure 9-1 summarizes the rel ationships between the values that you supplied
to prepare an account for Sybmail.

Figure 9-1: User-defined values relationships in Sybmail

NT Mail Account NT Profile Adaptive Server Account

Profile Hame
* Password
* Mailbox Hame

HName = “sybmail”
Password
Fullhame

Passvond
Mailbox

Sybmail and extended stored procedures

Adaptive Server uses XP Server, an Open Server application, to execute all of
its extended stored procedures (ESPs), including the system ESPs that
implement Sybmail.

By default, XP Server configuration uses the System Account (L ocal System)
asitsstart-up account. However, to use Sybmail, you must configure X P Server
to start under a user account.

To configure XP Server for a user account:

1
2

Start the Server Config tool.
Complete theinitia stepsto configure Adaptive Server.
For instructions, see “ Configuring Adaptive Server” on page 23.

Click the Configure Default XP Server button in the Configure Adaptive
Server Enterprise dialog box.

Click This Account to enable the option, and typeavalid NT user account
and password for the server. Make sure that the account hastheright tolog
in asaservice. See stepsa—f.
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If you do not have an existing user account with theright tologinasa
service, you can grant a user thisright from the NT User Manager.

a Open User Manager from the Administrative Tools (Common) menu
in the Start menu.

b  Select the Username to act asthe service.

¢ Choose User Rights from the Policies menu.

d IntheUser RightsPolicy dialog box, select the Show Advanced User
Rights check box.

e IntheRight drop-down list, select “Log on asaservice”, and click
OK.

f  Exit the User Manager.

5 Click OK.

6 Click Save in the Configure Adaptive Server Enterprise dialog box.
7  Click Exit to quit Server Config.

Managing a mail session

You must initiate an Adaptive Server mail session before any messages can be
sent or received.

Note Only one Sybmail session at atime can be running on an Adaptive

Server.

Starting a session

When Adaptive Server starts a session, the mail user is represented by the
MailUserName and the Mail Password that you defined when you created the
Adaptive Server login for Sybmail.
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You can initiate an Adaptive Server mail session in one of two ways:

»  Cadll the xp_startmail extended stored procedure explicitly each time you
start Adaptive Server.
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You can override the previously mentioned login default by passing
another user name and password to xp_startmail. You might want to do this
if there are multiple profiles associated with Adaptive Server's mailbox,
and you want to use an alternative profile.

Arrangeto start amail session automatically when Adaptive Server starts
up.
For automatic start-up of an Adaptive Server mail session for subsequent

Adaptive Server sessions, set the start mail session configuration
parameter to 1.

With the automatic start-up, you do not need to use xp_startmail to begin a
mail session the next time that you start Adaptive Server.

For more information on start mail session, see the System Administration
Guide.

Starting Sybmail without parameters

You can start Sybmail with xp_startmail and no parameters (default
configuration), but only in the following situations:

The Sybmail user account exists and the Start mail session parameter was
configured to 1 when Adaptive Server was started, or

The Sybmail user account exists, and you enter the following command to
automatically start Sybmail:

sp_configure "start mail session", 1

In both of these situations, do not restart XP Server before issuing the
command to start Sybmail with its default configuration. Once you restart XP
Server, it drops the default settings.

Stopping a mail session

A mail session stops automatically when Adaptive Server shutsdown. You also
can explicitly stop an Adaptive Server mail session at any time with the
Xp_stopmail ESP.
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For syntax and parameters for xp_startmail and xp_stopmail, see the Adaptive
Server Reference Manual.

Note Stop the current Adaptive Server mail session with xp_stopmail before
using xp_startmail to start another mail session for a different profile name.
Until you stop thefirst session, the second session cannot access resources that
are considered to be still in use by the first session.

Stored and extended procedures for handling messages

Table 9-1 summarizes the procedures that are avail able for processing e-mail
for Adaptive Server.

Table 9-1: Procedures for processing mail

Procedure Description

xp_deletemail Deletes a message from the Adaptive Server message inbox.

xp_findnextmsg Retrieves the message identifier of the next messagein the
Adaptive Server message inbox.

xp_readmail Reads a message from the Adaptive Server message inbox.

xp_sendmail Sends a message from Adaptive Server.

Xp_startmail Starts an Adaptive Server mail session.

Xp_stopmail Stops an Adaptive Server mail session.

sp_processmail Reads, executes, responds to, and del etes messages submitted
to Adaptive Server by e-mail.

Sending messages
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An outgoing message can consist of text or the formatted results of aquery or
batch of queries. You can send a message directly through isql from either a
stored procedure or atrigger that uses the xp_sendmail ESP.

Keep the following concepts in mind when managing outgoing messages.

»  Tosend query results, input the query, or astored procedure containing the
query, to xp_sendmail. The query results are sent to the recipients of the

message.
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Text messages

When the message consists of query results, you can specify whether you
want the results to be sent in the body of the e-mail message or as an
attachment.

When the message consists of text, use the message parameter to
xp_sendmail.

When the message consists of the results of a query, use the query
parameter, and pass the quoted text of the query or the quoted execute
command with its stored procedure name.

For syntax and parametersfor xp_sendmail, see the Adaptive Server Reference
Manual.

The trigger in the following example sends e-mail to “purchasing” when an
update causesthe number of itemson hand (onhand) in aninventory table (part)
to fall below a certain level (min_onhand).

1> create trigger reorder

2> on part

3> for update as

4> if update (onhand)

5> 1f (select onhand - min_ onhand
6> from inserted <= 0

7> begin

8> execute xp sendmail

9> @subject="Inventory Notice"
10> @recipient="purchasing"

11> @message="Parts need to be reordered."
12> end

Query result messages

In responseto the e-mail message generated by thetrigger listed in the previous
examples, the purchasing department can send the Adaptive Server mailbox a
query to determine which parts should be reordered.

Note For adiagram of the process, see Figure 9-1 on page 141.
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Adaptive Server then reads the query into avariable, named received mess, as
inthefollowing example, with xp_readmail, and usesxp_sendmail to execute it
and return the resullts:

declare @received mess varchar (255)

execute xp sendmail @recipient = "purchasing"
@query = @received mess, @dbname = "inventory"
@dbuser ="sa"

Another example of mailing query results, a user-defined stored procedure,
named usp_salesreport, in the salesdb database, isrun at the end of the month
to report on monthly sales activity. By invoking this procedure inside a call to
xp_sendmail, you can automatically send the results of the procedure through
e-mail to amail group.

The following example sends the results of the usp_salesreport stored
procedure as an attachment to an e-mail message addressed to “sales’, with
copiesto “mitchell” and “hasani”. The procedure is executed in the salesdb
database with the privileges of the database owner of salesdb.

execute xp sendmail @recipient = "sales",
@copy_recipient = "mitchell"; "hasani",
@subject = "Monthly Sales Report",

@query = "execute usp_salesreport",
@attach result = true,

@dbname = "salesdb",

@dbuser = "dbo"

Receiving messages
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Adaptive Server expects incoming e-mail messages to be in the form of
Transact-SQL statements. Incoming mail can consist of asingle statement or a
batch of statements, delimited by an end-of-batch indicator.

Note Messages containing multiple statements must follow the rules for
batches, as described in the Transact-SQL User’s Guide.

Sybmail provides ESPs to process incoming messages, including the
following:

e xp_findnextmsg

*  Xxp_readmail
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*  Xp_deletemail

These ESPs are briefly described below. For syntax and parameters, see the
Adaptive Server Reference Manual.

Finding the next message

xp_findnextmsg returns the message identifier of the next message in the
Adaptive Server inbox. Usetheunread_only parameter to specify the messages
for consideration:

e true —to consider only unread messages.
e false —to consider all messages.

You need the message identifier that is returned by xp_findnextmsg to passto
subsequent procedures that read and del ete messages.

Reading a specific message

You can read a specific message by passing its message identifier to
xp_readmail.

To read the first message in the inbox, or the first unread message, depending
upon the unread_only parameter, do not specify a message identifier.

xp_readmail placesthe contents of the message in its message output parameter.

Other output parameters that store the remaining attributes of the message
include originator (message sender), date received (message received date),
subject (message subject), and recipients (message addressees).

Deleting a message

After reading Adaptive Server’'s mail with xp_readmail, you can remove the
message from Adaptive Server's inbox by passing the message identifier to
xp_deletemail.

If you do not specify a message identifier, xp_deletemail deletes the first
message in the inbox.

147



Receiving messages

Processing incoming mail
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You can process Adaptive Server'sincoming e-mail queries manually by:

1 Cadlling the ESPs xp_findnextmsg, xp_readmail, and xp_deletemail
individually for each message

2 Using xp_sendmail to execute the query in each message and send the e-
mail results back to the requestor

However, it is much easier to use sp_processmail, which invokes these ESPs
automatically.

sp_processmail reads and responds to the unread messages in the Adaptive
Server inbox. You can determine which messagesto process by passingavalue
for the originator parameter and/or the subject parameter, as shown in Table 9-
2.

Table 9-2: Selecting messages by sender or subject

When you specify sp_processmail processes

originator Only mail from the specified sender

subject Only mail with the specified subject header

originator and subject Only mail by the specified sender with the
specified subject header

Neither originator nor subject The unread mail in the inbox

sp_processmail uses default parameters when invoking xp_sendmail, but you
can override the dbname, dbuser, and separator defaults by passing these
values to sp_processmail. For the syntax for sp_processmail and xp_sendmail,
see the Adaptive Server Reference Manual.

The following example processes all the unread mail sent to Adaptive Server
by the e-mail sender “admin”:

sp_processmail @originator = "admin",
@dbuser = "sa", @dbname = "dbl"

The procedure executes the queriesin the db1 database in the System
Administrator’s context and returns the results an e-mail attachment to
“admin” and to all the copied and blind-copied recipients of the original
incoming message.
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Using Sybmail security

To prevent unauthorized users from accessing privileged Adaptive Server data
through e-mail, you must set:

e The execution privileges on the ESPs that process mail
*  The security context for executing queries

Use the xp_sendmail or sp_processmail procedures to set these values.

Setting execution privileges

The ESPsthat process mail, such asxp_findnextmsg, xp_readmail, xp_sendmail,
and xp_deletemail, are database objects owned by the System Administrator.

Limit execution permission of these proceduresto users with the sa_role or to
avery small group of usersto prevent unauthorized users from accessing
Sybmail to execute queries that they would normally not be able to execute.

Setting the execution context

When you use xp_sendmail to execute a query that has been submitted by e-
mail, the procedure causes Adaptive Server to execute the query with the
privileges of a particular Adaptive Server loginin aparticular database. This
login/database combination is the execution context. By default, the loginis
“sybmail” and the database is master.

You can set the execution context for individual messages by passing different
login and database valuesto xp_sendmail or sp_processmail with thefollowing
optional variables:

e dbuser —to reset the login name.

The login must represent avalid Adaptive Server account on the target
Adaptive Server.

+ dbname — to reset the database name.

The following sections describe the execution context when the procedure
specifies one, both, or neither of the optional variables.
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Naming both the user and the database

Specify both dbuser and dbname to control how Adaptive Server executes the
query. These variables can affect the process:

* Intheuser context of the specified login when that loginisavalid user in
the specified database

* Intheuser context of “guest” when the login is not avalid user in the
specified database

When the specified database is a system database, a“guest” account always
exists. However, when the specified database is a user database, the database
owner must have ensured that:

» Theentity represented by the dbuser login is avalid database user, or

* Thereisa“guest” user in the database that can map to any login and
execute queries with minimal permissions.

Naming the user but not the database

Specify only dbuser to name a user but cause Adaptive Server to execute the
command, xp_sendmail or sp_processmail, in the master database.

When the login specified by dbuser is not avalid user in the master database,
Adaptive Server executes the query in the user context of “guest”.

Naming the database but not the user

Specify only dbname to set the default dbuser as* sybmail” and to cause
Adaptive Server to execute any query under the user context of “guest”.

When the specified database is a system database, a“guest” account always

exists. However, when the specified database is a user database, the database
owner must have ensured that thereisa*®guest” user in the database that can

map to any login and execute queries with minimal permissions.

Naming neither the user nor the database

Specify neither parameter to retain the default dbuser as“sybmail” and the
default database as master. Adaptive Server executes the e-mail query as
“guest” in the master database.
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Databases

The administration of Adaptive Server databases includes both routine
tasks and performance and tuning considerations.

e The System Administration Guide discusses most of the
administrative tasks in detail.

e The Performance and Tuning Guide provides in-depth explanations
of performance issues.

This chapter discusses some of the tasks described in these booksthat may
require different handling for NT.

Topic Page
Managing database devices 151
Backing up and restoring data 153
Optimizing Adaptive Server performance and tuning 160
Monitoring Adaptive Server statistics with NT Performance Monitor | 161

Managing database devices

The term database device refersto adisk or aportion of adisk that stores
Adaptive Server databases and database objects.

Device requirements

The size and number of Adaptive Server devices depend on the following
constraints:

e The maximum device sizeis 32GB.
e Each database can have up to 128 devices.

¢ The maximum database size is 4TB.
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Although some operating systems can designate an entire hard disk to useasa
database device, Windows NT accepts only an operating system file (.dat file)
as a database device.

When you install Adaptive Server, the program creates a .dat file in the \data
directory of the Sybase installation directory. To use a .dat file as a database
device, you can either use the default d:\sybase\data directory or create a
device and adirectory in which to storeiit.

Creating .dat files for database devices

If you choose to create a new device, use the disk init command to specify the
drive, path, and file name of the database device.

Warning! Do not place Adaptive Server devices on network drives, asthis
causes unpredictable system behavior. Also, if your Adaptive Server uses a
network drive, you cannot start the server as an automatic NT service.

To create a database device using the file d:\devices\user 1.dat:

1 If thed:\devicesdirectory does not exist, create it from the NT command-
prompt:

d:\> mkdir devices
2 Sartisqgl and connect to Adaptive Server using the “sa” account:
d:\sybase\bin> isql -Usa -Ppassword -Sserver name

3 Create the device using a disk init statement similar to the following

example:
1> disk init
2> name = "user devicel",
3>physname = "d:\devices\userl.dat",
4>size = 4M
5> go

This example creates a4MB device, without an actual device number. To
use a specific number, run sp_helpdevice to determine the number of an
available device, and enter that number using “vdevno = (number)”.

For more information about sp_helpdevice and the disk init command, see the
System Administration Guide and the Adaptive Server Reference Manual.
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For more information about device files, see the Performance and Tuning
Guide.

Note Raw partitionsfor database devicesprovidelittle performance advantage
over files as database devices and might have been favored in past rel eases for
cache coherence and security. However, because the Windows NT file system
now addresses these concerns, it is recommended that you do not use raw
partitions.

Backing up and restoring data

Sybase supports tape drives and hard disks for backing up and restoring
databases.

e The dump command backs up databases and transaction logs.

To back up your databases, follow theinstruction for “Using atape drive”
on page 153 or “Using a hard disk” on page 156, depending on which
media you plan to use for the dump.

e Theload command restores databases and transaction logs.

To copy Sybase-supplied databases, see Adaptive Server Enterprise
Installation Guide for Windows NT.

Note Always usethe Adaptive Server dump database and load database
commands, rather than the NT backup and restore utilities, to back up and
restore Adaptive Server databases. Using the Adaptive Server commands
ensures database integrity.

For moreinformation about backing up and restoring databases, see the System
Administration Guide.

Using a tape drive

Sybase software can back up and restore databases to tape drivesthat are
compatible with Windows NT, including:

e 1/4-inch cartridge
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NT tape drive names
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* 4-mmand 8-mm digital audio tape (DAT) formats
To back up a database to atape drive:
1 Ingall thetape drive according to the manufacturer’s instructions.

Thistask includesinstalling an NT-compatible driver for the tape drive by
using the Add/Remove buttons in the Tape Devices dialog box from the
Control Panel. For instructions, see your tape drive and NT operating
system documentation.

2 Sartisql, and connect to Adaptive Server:
d:\sybase\bin> isgl -Usa -Ppassword -Sserver name
3 Usethe NT tape device name with isql statements to name the tape drive.

For more information about using the dump and load commands, see
“Examples of backing up and restoring databases’ on page 157.

Windows NT tape devices use the format “ TAPEN”, where n is the tape drive
number, in its physical device names. NT assigns the names as follows:

e TAPEO isassigned to the tape drive with the lowest SCSI 1D, then

e TAPE1 isassigned to the drive with the next highest SCSI ID, and so on
until all devices have been assigned names

For example, to dump a database directly to the first tape drive, substitute the
following value for the stripe_device parameter in the dump database
command:

\\.\tape0

1> dump database pubs2 to "stripe device"
2> capacity = 10000

3> go
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The NT setup program uses these device namesto createlogical device names
to refer to the NT tape devices; for example, TAPEDUMP1 and TAPEDUMPS?2
(logical names) “for TAPEO and TAPEL (tape device names), respectively.

Note Onyour local computer, you can usethelogical names TAPEDUMP1 and
TAPEDUMP2 to refer to the associated tape devices. However, when you run
the backup on a remote Backup Server, be sure to use the actual tape device
names, rather than the logical names. See also “ Setting the maxi mum capacity
for atape drive” on page 155.

To create a new, logical device name, use the sp_addumpdevice system
procedure.

Setting the maximum capacity for a tape drive

To run properly, the dump command needs to know the maximum capacity of
the destination tape drive. It determines this capacity in one of two ways,
depending on the tape device name that you use:

*  Thephysical device name—you must includethe capacity parameter inthe
dump command. This parameter specifies the maximum number of bytes
to write to atape device.

Check your tape's capacity, and keep the following in mind:

e The minimum value that the capacity parameter can accept is5
databases pages, 2K each.

e The maximum value that the capacity parameter can accept is
4,294,967,295K.

e Theactual capacity value should be 70 to 80 percent of the true
capacity of the tape.

e If you omit the capacity parameter for NT, Backup Server writes the
maximum number of bytes for the specified tape device.

* Thelogical device name—the command uses the size parameter stored in
the sysdevices system table.

You can override that value by using the capacity parameter as described
in the preceding list item.
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Using a hard disk

Sybase software can back up datato any existing directory on amounted NT
volume.

To back up a database to a hard disk:
1 Select avolumethat has enough free space to hold the database.

2 Toplacethe databasefile in anew directory on the volume, use the mkdir
command to create the directory.

3 Sartisgl and connect to Adaptive Server:
d:\sybase\bin> isqgl -Usa -Ppassword -Sserver name

4  Usethefull drive, path, and file name designation to name the dump
device.

For more information about using the dump and load commands, see
“Examples of backing up and restoring databases’ on page 157.

Dumping across a network

Backup Server may issue an “Access denied” message when you try to dump
to a device mounted from across a network, particularly if you started Backup
Server from Sybase Central.

By default, all NT services are started by using the “L ocal System” user
account, which does not allow the service to access network-mounted drives,
for example, NFS, NetWare, or NTFS mounts from other machines.

Towork around thisrestriction, configure Backup Server to start with aregular
user account, rather than the NT default account. The user should have the
permission to access remote drives.

To start Backup Server with aregular user account:
1 Double-click the Servicesicon from the Control Panel.
2 Select the Backup Server to configure, and click the Startup button.

3 IntheLog On Asarea, name the user in the This Account box to activate
that option, type the user’s password, and confirm that password.

4  Click OK to exit the Services dialog box.
5 Click Closeto exit Services.
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Examples of backing up and restoring databases

Following are exampl es of using the dump and load commands for backup and
recovery of Adaptive Server database on NT. For more information, see the
System Administration Guide and the Performance and Tuning Guide.

User databases

The following sections provide examples for backing up and restoring user
database.

Specifying a database and device

This section provides examples on using atape drive and a .dat file asthe
backup and recovery resources.

Using a tape drive In the commands in this section, the physical device name TAPEO replacesthe
stripe_device variable.

To use the first tape device to back up and load a database:

1> dump database pubs2 to "\\.\TAPEO"

2> go
1> load database pubs2 from "\\.\TAPEO"
2> go
Using a .dat file To back up and load the pubs2 database using a .dat file:
1> dump database pubs2 to "d:\backups\backupl.dat"
2> go
1> load database pubs2 from "d:\backups\backupl.dat"
2> go

Specifying a remote Backup Server
To back up to and restore from the first tape drive on aremote NT Backup
Server named REMOTE_BKP_SERVER:

1> dump database pubs2 to "\\.\TAPEO" at REMOTE BKP_ SERVER
2> go

1> load database pubs2 from "\\.\TAPEO" at REMOTE_BKP_SERVER
2> go

Naming a backup file
To back up atransaction log and create a default backup file name:

1> dump tran publications to "\\.\TAPEO"
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2> go
To restore the log using the default file name in the file clause:

1> load tran publications from "\\.\TAPEQO"
2> with file = "cations930590E100"
3> go

Note The dump command uses the last 7 characters in the database name
publications to create the transaction log backup file 930590E100. See the
System Administration Guide.

In the following example, as directed by the user, the 15-character file name,
per sonnel 97sep111800 records the following backup information:

e The database name (personnel)

e Thedate (97sepll) — September 11, 1997

e Thetime (1800) — 18:00 or 6:00 p.m.

To back up the personnel database using the file clause to create the file name:

1> dump database personnel to "\\.\TAPEO"
2> with file = "personnel97seplll1800"
3> go

To restore the personnel database by advancing the tape automatically to
per sonnel 97sep111800 before restoring:

1> load database personnel from "\\.\TAPEO"
2> with file = "personnel97sepll1800"
3> go

Note Thefile namesin the preceding examplesarevalid only for systemsthat
usethe NTFSfile system. If you are using a FAT-based file system, file names
are limited to 8 characters with a 3-character extension.

Specifying additional dump devices
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To back up the database to three devices using the stripe on parameter and three
devices:

1> dump database personnel to "\\.\TAPEO"
2> stripe on "\\.\TAPE1l"

3> stripe on "\\.\TAPE2"

4> go
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To restore the database using the stripe on parameter and two devices:

1> load database personnel from "\\.\TAPEO"
2> stripe on "\\.\TAPE1"
3> go

To back up adatabase using three devices, each attached to the remote Backup
Server, REMOTE_BKP_SERVER:

1> dump database personnel

2> to "\\.\TAPEO" at REMOTE BKP_ SERVER

3> stripe on "\\.\TAPEl" at REMOTE_BKP_SERVER
4> stripe on "\\.\TAPE2" at REMOTE_BKP_SERVER
5> go

Tape handling options

To initialize two devices to overwrite the existing contents with the new
transaction log backups:

1> dump transaction personnel to "\\.\TAPEO"
2> stripe on "\\.\TAPE1l" with init
3> go

Getting information about files
To return header information for the first file on the tape:

1> load database personnel from "\\.\TAPEQ"
2> with headeronly
3> go

To return header information for the file personnel 9229510945:

1> load database personnel from "\\.\TAPEO"
2> with headeronly, file = "personnel9229510945"
3> go

System databases

You can back up system databases the same way you back up user databases.
Itisnot necessary to back up thetempdb database, asit isre-created every time
the server restarts.

For more information, see the System Administration Guide.
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Optimizing Adaptive Server performance and tuning

You can make changes to your Windows NT system to improve Adaptive
Server performance. The NT utilities|et you monitor Adaptive Server’s use of
operating system resources—disk, memory, and 1/0O—to seeif you need to
make any changes to your system.

For more information, see the System Administration Guide and the
Performance and Tuning Guide.

Using dedicated Adaptive Server operation

Using disk drives
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Installing Adaptive Server on a dedicated computer improves performance,
because the software does not have to share system resourceswith fileand print
server applications. However, Adaptive Server isnot aforeground application,
because it runsas an NT service. Increasing the priority of Adaptive Server
increases the CPU time available for the server.

To increase the priority of Adaptive Server:

1 Sart the Server Config tool either from the Sybase menu or from the
Sybase Central Utilities folder.

2  Select Configure Adaptive Server.
Select the server to configure, then click Continue.

4  If the server needs to be started, click Yes, and enter an “sa” login and
password when prompted.

5 Select Command Line Parameters.
6 Enter -P in the parameter entry field.
7 Click OK.

When the server restarts, it picks up the new command line parameter.

The overall performance in an I/O-bound application is determined by the
number of disk drives on a system, not by the amount of space available. A
singledisk drive might not be ableto deliver the number of I/Os per second that
are needed for your Adaptive Server application.
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To achieve your performance objectives for an application, you must have
enough disk drives to give the necessary number of 1/Os per second.

Note Your disk drive requirements may not be directly related to the size of
your database. Depending on the amount of 1/0 you need, you may have free
space on your disk drives.

Monitoring disk usage

Sybase recommends that you distribute data in heavily used databases across
multiple disks. To do this effectively, you need to monitor disk usage.

If one or more disks are consistently very busy, distribute the database objects
onthose disksto other devices. Thisstrategy spreads out thework among disks
and allow for greater data throughput.

You can use stored system procedures on Adaptive Server to monitor the disk
space:

*  Todeterminewhich devicesaspecific databaseisusing, runsp_helpdevice
or sp_helpdb.

For more information, see sp_helpdevice and sp_helpdb in the Adaptive
Server Reference Manual; also see the System Administration Guide.

»  To check for disk space usage rates and 1/0O contention, run sp_sysmon.

For more information, see sp_sysmon in the Adaptive Server Reference
Manual; see a'so the Performance and Tuning Guide.

Monitoring Adaptive Server statistics with NT
Performance Monitor

You can use the NT Performance Monitor to monitor Adaptive Server
statistics.

To support performance monitor integration, Adaptive Server must be
registered asan NT Service. This registration occurs automatically in the
following situations:

e When you start Adaptive Server through Sybase Central
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When you use the Services option through the Control Panel

When you have configured NT to start Adaptive Server as an automatic
service

To enabl e performance monitoring, make sure that the SQL Perfmon Integration
configuration parameter is set to 1. If necessary, use the sp_configure system
procedure to reset this parameter.

Note After you set this parameter, you must restart Adaptive Server for the
setting to take effect.

To monitor selected Adaptive Server statisticsfrom NT Performance Monitor:

1
2

7

Start the NT Performance Monitor (perfmon.exe) from its program group.
Choose Add to Chart from the Edit menu.

The Add to Chart dialog box appears.

Select the computer to monitor, if necessary.

e For alocal computer, skip this step and go to step 4.

e For aremote computer, click the drop-down list button on the
Computer text box, select the computer you are monitoring from the
Select Computer dialog box, and click OK.

Select the Adaptive Server Counter group that contains the counter to
monitor from the Object drop-down list.

Select the counter that you want to monitor from the Counter list for the
selected group.

For an explanation of aparticular counter, select the counter and click the
Explain button. The bottom of the dialog box displays the explanation.

If selecting a counter displays numbersin the Instance box, select the
instance that you want to monitor.

Click Add to activate the counter on the Performance Monitor display.

For alist of Adaptive Server counters, see Adaptive Server Enterprise
Installation Guide for Windows NT.

For general information on the NT Performance Monitor, see your NT
documentation.
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This chapter provides instructions for adding the following optional
functionality for Adaptive Server:

e Auditing —tracks security-related system activity in an audit trail,
which can be used to detect penetration of the system and misuse of
resources.

Topicsinclude:

Name Page
Installing auditing 163
Installing online help for Transact-SQL syntax 167

Installing auditing

Auditing is an important part of security in a database management
system. Security-related system activity isrecorded in anaudit trail, which
can be used to detect penetration of the system and misuse of resources.
By examining the audit trail, the System Security Officer can inspect
patterns of access to objects in databases and can monitor the activity of
specific users. Audit records can be traced to specific users, enabling the
audit system to act asadeterrent to userswho are attempting to misuse the
system.

A System Security Officer manages the audit system and is the only user
who can start and stop auditing, set up auditing options, and process audit
data.

Audit system devices and databases

The audit system includes several components. The major components
are:
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e The sybsecurity device and the sybsecurity database, which stores audit
information

e Theaudit trail, which is composed of several audit devices and tablesthat
you determine at configuration time

e The sydogs transaction log device, which stores transaction logs

The sybsecurity device and database

The sybsecurity device stores the sybsecurity database. The sybsecurity
database is created as part of the auditing configuration process. It contains all
the system tables in the model database as well as a system table for keeping
track of server-wide auditing options and system tables for the audit trail.

Tables and devices for the audit trail

Adaptive Server stores the audit trail in system tables, named sysaudits_01
through sysaudits_08. For example, if you have two audit tables, they are
named sysaudits_01 and sysaudits_02. At any given time, only one of the audit
tablesiscurrent. Adaptive Server writesall audit datato the current audit table.
A System Security Officer can use sp_configure to set or change which audit
tableis current.

When you configure Adaptive Server for auditing, you determine the number
of audit tables for your installation. You can specify up to eight system tables
(sysaudits_01 through sysaudits_08). Plan to use at least two or three system
tablesfor the audit trail and to put each system table on its own device, separate
from the master device. If you do this, you can use athreshold procedure that
archives the current audit table automatically, beforeit fills up and switches to
anew, empty table for subsequent audit records.

Device for syslogs systems table

164

When you configure for auditing, you must specify a separate device for the
syslogs system table, which contains the transaction log. The syslogs table,
which existsin every database, containsalog of transactionsthat are executed
in the database.
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Pre-installation tasks for auditing devices

Determine the location of the raw devicesyou need for the sybsecurity, syslogs,
and sysaudits table devices. You will need to provide this information later.

It is recommended that you configure your system with the minimum number
of auditing devicesyou require—you must configure for at | east three devices.
You can add more auditing devices later with sp_addaudittable. For
information, see the Adaptive Server Reference Manual.

Sybase recommends:
e Instaling auditing tables and devicesin a one-to-oneratio

Tables that share the same device will share the same upper threshold
limit. These tables cannot be used sequentially when adevicefills up,
because they both reside on the same device.

e Instaling each auditing table on its own device

Thisenablesyouto set up asmoothly running auditing systemwith noloss
of auditing records.

With two auditing tables, when one fills up, you can switch to the other.
With athird auditing table, if one devicefails, the System Security Officer
can install a new threshold procedure that changes the device rotation to
skip the broken device until the device is repaired.

e Making the device larger than the table

When you use only three auditing tables and devices, the size of the table
and the size of the device can be similar, because you can obtain more
auditing capacity by adding more auditing tables and devices (up to eight).
When you are working toward the upper table and device limit (six to
eight), you may want to make the device considerably larger than thetable.
Then, you can expand the table size later towards the upper size of the
device when alarger auditing capacity is desired, and few or no device
additions are available.

Installing Auditing

The Adaptive Server auditing feature records information about the use of the
server. By default, the auditing feature is not installed, but you can install it by
using the instructions in this section. For more information about the auditing
features, see the System Administration Guide.

The basic steps to install auditing include:
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e Create auditing devices.
e Create the auditing database.
* Runtheinstsecu script to populate the database tables.
To install auditing:
1 OpenaCommand Prompt window.
2 Sarttheisql program as user “sa’:
isql -Usa -Ppassword -Sserver name

3 Determinethe next available device number to use for the auditing device
using statements similar to the following:

For the auditing database itself:

1> declare @devno int
2> select @devno = max(low/16777216)+1 from

sysdevices

3>disk init

4> name = "auditdev",

5> physname = "$SYBASE%\data\sybaud.dat",

6> vdevno = @devno,
7> size = 5120
8> go

For the auditing database |og:

1>declare @devno int
2> select @devno = max(low/16777216)+1 from

sysdevices

3> disk init

4> name = "auditlogdev",

5> physname = "%$SYBASE%\data\sybaudlg.dat",

6> vdevno = @devno,
7> size = 1024
8> go

4  Attheisgl prompt, use the disk init command to create the auditing devices.
5 Create the auditing database:

1> create database sybsecurity on auditdev
2> log on auditlogdev
3> go

6 Exitisql:

exit
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7 Changeto the scripts directory:
cd %$SYBASE%\ASE-12 O\scripts
8 Setthe DSQUERY environment variable:

set DSQUERY = sgerver name

9 Start theisql program asuser “sa” with theinstsecu script astheinput file:
isgl -Usa -Ppassword -Sserver name -iinstsecu

10 Restart Adaptive Server.

After auditing isinstalled, no auditing occurs until a System Administrator or
System Security Officer enables auditing with the auditing system procedures.
See the System Administration Guide for information about enabling auditing
features.

Installing online help for Transact-SQL syntax

This section provides instructions for installing online help for Transact-SQL
syntax.

Online syntax help: sp_syntax

The $SYBASE/$SYBASE_ASE/scripts directory contains scripts for installing
the syntax help database, sybsyntax. You can retrieve this data with the
sp_syntax system procedure. For more information on sp_syntax, see the
Adaptive Server Reference Manual.

All Adaptive Server installations receive theins_syn_sql script. This script
includes syntax information for Transact-SQL , the system procedures, and the
Sybase utilities. When you execute this script, you install the SQL portion of
the sybsyntax database.

You can install any of these scripts, depending on the need for Sybase
information on your server. The first script you execute creates the sybsyntax
database and the needed tables and indexes. Any scriptsthat you execute after
the first one add to the existing information in the database. If you execute a
script that was executed previously, the previoudly installed rows of
information are deleted from the table in the database and then reinstalled.

167



Installing online help for Transact-SQL syntax

Default device for the sybsyntax database

The sybsyntax database requires between 3MB and 5M B on your database
device, depending upon the logical page size. By default, the sybsyntax
installation scripts install the sybsyntax database on the devicethat is
designated as the default database device.

Installing sybsyntax

168

If you have not used sp_diskdefault to change the status of the master device
(whichisinstalled as the default disk) or to specify another default device, the
scriptsinstall sybsyntax on the master device. This configuration is not
recommended because sybsyntax uses valuable space, which is best |eft
available for future expansion of the master database.

To avoid installing sybsyntax on the master device, do one of the following:

Use sp_diskdefault to specify adefault device other than the master device.
For information about sp_diskdefault, see the Adaptive Server Reference
Manual.

Modify each sybsyntax installation script that you plan to execute to
specify adifferent device, as explained in the following section.

For each sybsyntax installation script you want to execute:

1

Determine the type (raw partition, logical volume, operating system file,
and so on) and location of the device where you plan to store the sybsyntax
database. You will need to provide this information later.

Make a copy of the original script. Be sure you can access this copy, in
case you experience problems with the edited script.

Useatext editor to edit the script, if necessary, to change the default device
from the master device to the device created in step 1. For information on
the default device, see “ Default device for the sybsyntax database” on
page 168.

»  Comment out the following section, which specifies the default
device:

/* create the database, if it does not exist */
if not exists (select name from sysdatabases
where name = "sybsyntax")

begin

/* create the sybsyntax table if it doesn’t exist */
/* is the space left on the default database
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devices > size of model? */
if (select sum (high-low +1) from sysdevices where status
& 1 = 1) - (select sum(size) from sysusages, sysdevices
where vstart >= sysdevices.low
and vstart <= sysdevices.high
and sysdevices.status &1 = 1) >
(select sum(sysusages.size) from sysusages
where dbid = 3)
begin
create database sybsyntax
end
else
begin
print "There is not enough room on the default
devices to create the sybsyntax database."
return
end
end

«  After you have commented out this entire section, add alinelike this
to the script:

create database sybsyntax on device name

where device_name is the name of the device where you want to
install sybsyntax.

4 Executethe script with acommand like the following:

isqgl -Usa -Ppassword -Sservername <
$SSYBASE/S$SYBASE ASE/scripts/ins syn sql

where sa isthe user 1D of the System Administrator, password is the
System Administrator’s password, and servernameisthe Adaptive Server
where you plan to install the database.

If you have set the DSQUERY environment variable to the servername,
you can replace the server name with DSQUERY. For example:

isqgl -Usa -Ppassword -S$DSQUERY <
SSYBASE/SSYBASE ASE/scripts/ins syn sql

5 To ensure that you have installed the sybsyntax database and that it is
working correctly, useisgl to log into the server on which you installed the
database, and execute sp_syntax. For example:

isgl -Usa -Ppassword -Sservername

1> sp_syntax "select"
2> go
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Adaptive Server displaysalist of commandsthat contain theword or word
fragment “select”.
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ciarTerR 12  Iroubleshooting Network
Connections

Net-Library enables clients and Adaptive Serversto interact with each
other over anetwork. If the Net-Library software is not functioning
properly, the client/server environment will not function properly either.

This chapter describes how to use the Server Ping utility in the Directory
Services Editor (dsedit) to get information about Adaptive Serverson a

network.
Topic Page
The dsedit Server Ping Utility 171
Running Server Ping 172
Troubleshooting connection failures 172
Before calling Sybase Technical Support 175

The dsedit Server Ping Utility

Use the Directory Services Editor (dsedit) utility’s Server Ping utility to
run tests on the Net-Library-to-server connections across your network
software. Server Ping reports information about both successful
connections and failed connection attempts.

Thistest is particularly useful when you have multiple server names to
identify more than one server in the sql.ini file.

You do not need to have avalid user name on Adaptive Server to run
Server Ping.
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Running Server Ping

You can test the connectionsto any server that has a name in the sgl.ini fileon
your client, as described in “How a client accesses Adaptive Server” on page
32.

1 Start dsedit.

2 Select the directory service to open from the Select Directory Service
dialog box, and click OK.

The Interfaces Driver dialog box for the server appears.
3 Select the name of the server to test from thelist of server names.

The server information displayed depends upon the specific Net-Library
driver that you have installed.

4  Select Server Object/Server Ping.
The Ping dialog box appears.
5 Click Ping to test the connection.

If Server Ping makes a successful connection to the server, amessage
indicating the success appears in adsedit dialog box. A successful connection
indicates that you have properly configured your Adaptive Server for network
access.

If Server Ping reports an unsuccessful connection to the server, see
“Troubleshooting connection failures’ on page 172.

Troubleshooting connection failures

172

When aclient application fails to connect to a server, you can test the
application for diagnostic purposes. The messages that the Server Ping utility
displays may provide you with enough information to solve the problem.

Thistest, however, cannot diagnose all types of network connection problems.
Some problems may result from issues in your Adaptive Server setup, rather
than in your Net-L ibrary-to-network-software connection.

For tips on troubleshooting these setup problems, see “Failure of other
applications’ on page 174.
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When a test fails

When Server Ping reports an unsuccessful connection, check to make surethat:
e Adaptive Server is running on the target server.

« A network hardware connection exists between your client machine and
the target server.

e The server meets the minimum hardware and software requirements (see
the Adaptive Server Enterprise Installation Guide for Windows NT).

e The network software isinstalled and configured on the client and the
server.

e The connection information in the sql.ini file is correct for the server.

e The connection information in your client’s network configuration fileis
correct. For moreinformation, seethe Net-Library documentation for your
client.

* Theformat of the connection information is correct for the network
protocol. See” Components in the sql.ini file” on page 33.

If you need to edit sgl.ini, use dsedit.

Warning! Make sure that no more than one copy of any Net-Library DLL is
installed on your computer.

Using returned messages to diagnose a failure

When you are sure that the requirements named in “When atest fails’ on page
173 have been met, determine the point at which the Server Ping failed by
reviewing the resulting messages.

Failure to connect to Adaptive Server

When Server Ping does not connect to a server, dsedit displays information
about what went wrong. For example, if the server is not running, the message
shown in this next screen might appear:

Since it loaded the Net-Library DLL, dsedit found connection information in

sql.ini. When the connection succeeds in finding the information, but notifies
you that the server is not responding, you can use that information to discover
the problem.
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To troubleshoot an unsuccessful Server Ping:
1 Verify that the server is running.

2 Check that your networking software and hardware are properly
configured.

Check to see if any network error messages are displayed.

4 Check that the connectioninformationiscorrect for your network protocol
and that format of your entries matches the format shown in Chapter 4,
“Network Communications Using sql.ini.”

Failure to load Net-Library DLLs

Server Ping displays a message when it cannot load the Net-Library DLL.
verify that the directory containing Net-Library DLL isincluded in the PATH
environment variable.

Failure of other applications
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When Server Ping reports no errors, but your other applicationsfail to run, use
thisinformation to discover the problem.

To troubleshoot afalsely successful Server Ping:

1 Verify that the Net-Library driver that you want to useislisted in the
libtcl.cfg file.

The utility does not look in libtcl.cfg, so Server Ping can be successful,
even if thelibtcl.cfg file containsincorrect information. The libtcl.cfg file
isintheini subdirectory of the Sybase installation directory.

2 Useisqgl to verify that you can access Adaptive Server locally from your
computer.

3 Useisql to verify that the databases and tables used by your client
application exist.

4  Verify that you have avalid user login name for Adaptive Server.

5 Verify that you have permissions on databases and tables that are
consistent with the permissions required to run your applications.
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Occasionally, a Server Ping result might indicate inaccurately a successful
connection to Adaptive Server because dsedit found some other application
listening at the specified Adaptive Server address. dsedit does not recognize
that the non-Sybase application is not an Adaptive Server. To determineif this
isthe case, try to connect to the server with isgl.

Before calling Sybase Technical Support

For problems with your Net-Library application, have the following
information available when you call Sybase Technical Support:

* Thetext of the diagnostic utility error
e Alisting of your sgl.ini file
e The name and version number of your network software

e The name and version number of the operating system on which your
client and server networking softwareis running

e Theversion number of the server to which you are connected
e Thedate and size of your Net-Library DLL

To locate this library information, execute the dir command to display a
filelist that includesthe DLL.
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APPENDIX A

Adaptive Server Registry Keys

The Windows NT operating system stores configuration informationin a
tree-structured file called the Registry.

When you install Adaptive Server for Windows NT, the installation
program and Server Config utility write configuration information to
severa branches, called keys, in the NT Registry.

This appendix presents the Registry valuesin a series of tables, one table
for each key that appears under HKEY _L OCAL_MACHINE in the
Registry:

* \SOFTWARE\SYBASE\Server\server_name — Table A-1

e \SOFTWARE\SYBASE\SQL Server\server _name\parameter
—Table A-2

*  \SOFTWARE\SYBASE\SQL Server — Table A-3

¢ \SYSTEM\CurrentControl Set\Control\Session
Manager\Environment — Table A-4

e \SYSTEM\CurrentControl Set\Services\SYBSQL _server_name
—Table A-5

In some cases, you can use the information in this appendix to configure
features of Adaptive Server. However, you can seriously impair your NT
system if you make incorrect changes to the Registry.

Warning! Do not modify key values in the Registry unless you are an
experienced NT administrator, and you are familiar with the regedt32
utility. See your system NT documentation for information about using
regedt32.

Table A-1: \SOFTWARE\SYBASE\Server\server_name

HKEY_LOCAL_MACHINE\SOFTWARE\SYBASE\Server\server_name

Key name

Type Default Description

DefaultDomain

REG_Sz None The default domain for mapping NT user
names to Adaptive Server logins
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HKEY_LOCAL_MACHINE\SOFTWARE\SYBASE\Server\server_name

Key name Type Default Description

DefaultLogin REG_SZ None Thelogin ID to use for access to Adaptive
Server when an authorized user does not
have an Adaptive Server login defined in
syslogins

LoginMode REG DWORD 0 The login security mode:
e Oindicates Standard
e lindicates Integrated
e 2indicates Mixed

Map# REG_SzZ Dash (-) The specia character mapped to the valid
Adaptive Server pound sign (#) character

Map$ REG_Sz Space () The special character mapped to the valid
Adaptive Server dollar sign ($) character

Map@ REG_Sz Space () The special character mapped to the valid
Adaptive Server at sign (@) character

Map_ REG_Sz Domain The specia character mapped to the valid

Separator (\) Adaptive Server underscore () character
ServerType REG_SZ SQLServer  Thetype of server
SetHostName REG_DWORD 0 Replacement status of the host name from

the client login by the network user name
under integrated security;

e 1=yes
« 0=no

Table A-2: \SOFTWARE\SYBASE\SQL Server\server_name\parameter

HKEY_LOCAL_MACHINE\SOFTWARE\SYBASE\SQL Server\server_name\parameters

Key name  Type Default Description

Arg0 REG_SZ -dd:\sybase\data\master.dat The location of the master devicefile

Argl REG_SZ -sserver_name The name of the Adaptive Server

Arg2 REG_SZ -ed:\sybaselinstall\errorlog The location and name of the error log file
Arg3 REG_SZ -id:\sybaselini The location of the sqgl.ini file

Argd REG_SZ -Md:\sybase Thedirectory that stores shared memory files

Table A-3: \SOFTWARE\SYBASE\SQL Server

HKEY_LOCAL_MACHINE\SOFTWARE\SYBASE\SQL Server

Key name Type Default Description

CurrentVersion REG SZ NT 1151 The version number for the Adaptive Server
software installed on the computer

DefaultBackupServer REG_SZ server_name BS The name of the default Backup Server

178



APPENDIX A Adaptive Server Registry Keys

HKEY_LOCAL_MACHINE\SOFTWARE\SYBASE\SQL Server

Key name Type Default Description

DefaultMonitorServer  REG_SZ  server_name_MS The name of the default Monitor Server

DSEVNTLOG REG_SZ LocaSystem The destination machine for logging
messages to the NT event log

DSLISTEN REG_SZ server_name The name Adaptive Server usesto listen for

client connections when no nameis given
during Adaptive Server start-up

RootDir REG_SZ D:\sybase The location of the Sybase installation
directory for client applications to look for.
Lists the SYBASE environment variable.

Version REG SZ 1151 The version number of the Adaptive Server

Table A-4: \SYSTEM\CurrentControlSet\Control\Session
Manager\Environment

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Session Manager\Environment

Key name Type Default Description

DSLISTEN REG_EXPAND_Sz server_name The name Adaptive Server usesto
listen for client connections when no
nameisgiven during Adaptive Server
start-up

DSQUERY REG_EXPAND_Sz server_name The Adaptive Server namethat client
programs try to connect to when no
Adaptive Server nameis specified in
acommand-line option

Path REG_EXPAND_Sz current_path;d:\syb  The NT path to which installation
ase\dll; D:\sybase\bi  adds two paths to search for the
n Sybase dlIl and bin subdirectories
SYBASE REG_EXPAND_Sz d:\sybase The Sybase installation directory for
Adaptive Server and the Open

Client/Server products

Table A-5: \SYSTEM\CurrentControlSet\Services\SYBSQL_server_name

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\SYBSQL_server_name

Key Name Type Default Description

DisplayName REG_SZ Sybase SQL Server_ The Adaptive Server name used in
server_name the Serviceslist under Control Panel

ErrorControl REG_DWORD Oox1 For system use only

ImagePath REG_EXPAND_SzZ  d:\sybase\bin\sglsrvr.exe The path for the Adaptive Server
-sserver_name-C executablefile

ObjectName  REG_SZ Local System For system use only

Start REG_DWORD 0x2 For system use only
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HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\SYBSQL_server_name

Key Name Type Default Description

Type REG_DWORD 0x10 For system use only
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